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ABSTRACT

Locating sources of distributed attack is time-consuming; attackers are identified long after the
attack is completed. This paper proposes a trackback model for identifying attackers and locating
their distributed sources in real time. Attackers are identified by monitoring violations of malicious
end users on their bandwidth shares predefined in the service level agreement. Then, active
connections of the malicious users are investigated to locate the host machines used as distributed
sources of attack traffic. Mathematical model and simulation results demonstrate that the proposed
model can reduce the required time for identifying malicious users and locating host machines used
as the actual sources of attack packets.
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