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ABSTRACT 

 

This thesis investigated the trend in the current watermarking technology of medical 

images which features authentication, tamper localization, and recovery. Nowadays the 

information system is used widely in hospitals and clinical departments globally. It is 

able to help the clinical professionals doing diagnosis, smoothen the transmission 

process, and store the patients' data and medical images. Since the system handles 

thousands of crucial medical data, a security and authentication method is seen as 

imperative to protect the data. Three watermarking techniques were proposed to 

enhance the fragile watermarking algorithm aiming at improving the numbering 

technique before embedding the watermark data. They are Authentication 

Watermarking for Grey-Scale Medical Images Using Spiral Manner Numbering 

(SPIRAL-LSB), Authentication Watermarking for Grey-Scale Medical Images Using 

Hilbert Manner Numbering (HILBERT-LSB) and Authentication Watermarking for 

Color Medical Images Using Hilbert Manner Numbering (HILBERT-LSB-C). All 

proposed methods used unique styles of numbering and mapping pixels to guarantee a 

good performance of the authentication system. This can be done by spreading the 

numbered original data as far as possible from the original locations. The watermark 

generating and embedding phases used the same processes in all schemes. They 

produced the authentication data by using simple operations, which were parity bits 

check and comparison between average intensity data. The schemes embedded the 

authentication data in the least significant bit (LSB). The embedded authentication data 

in the same host image were utilized to localize any tamper using block-wise approach. 

The method is effective since it only required a secret key and a public, chaotic mixing 

algorithm to recover the attacked image. 
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ABSTRAK 

 

Tesis ini mengkaji perkembangan dalam teknologi watermark untuk imej-imej 

perubatan yang merangkumi ciri pengesahan keaslian, penjejakan kerosakan dan 

pemulihan. Kini, sistem maklumat telah pun digunakan secara meluas di hospital-

hospital dan pusat-pusat klinikal pada peringkat global. Ia mampu membantu golongan 

perubatan profesional dalam melakukan diagnosis, memudahkan proses peralihan 

maklumat dan menyimpan data pesakit dan imej perubatan. Oleh kerana sistem 

maklumat ini mengendalikan ribuan data-data penting, sistem keselamatan dan kaedah-

kaedah pengesahan keaslian dilihat sangat penting demi melindungi data-data 

perubatan. Terdapat tiga teknik penghasilan watermark yang telah diketengahkan demi 

meningkatkan keutuhan pencapaian algoritma watermark rapuh, justeru menambah baik 

teknik penomboran sebelum diterapkan data watermark. Tiga teknik yang 

diketengahkan adalah Authentication Watermarking for Grey-scale Medical Images 

Using Spiral Manner Numbering (SPIRAL-LSB), Authentication Watermarking for 

Grey-scale Medical Images Using Hilbert Manner Numbering (HILBERT-LSB) dan 

Authentication Watermarking for Color Medical Images Using Hilbert Manner 

Numbering (HILBERT-LSB-C). Setiap kaedah di atas menggunakan cara yang unik 

dalam menomborkan dan memetakan pixel demi menjamin hasil yang baik dalam 

sistem pengesahan keaslian. Hal ini dilakukan dengan meletak dan menyebar data asli 

yang sudah dinomborkan sejauh mungkin dari lokasi asal. Fasa penghasilan watermark 

dan penerapan ini melalui proses yang serupa, iaitu dengan menghasilkan data 

pengesahan keaslian melalui operasi yang mudah seperti  semakan keseimbangan bit 

dan perbandingan antara data purata keamatan. Penerapan data watermark kemudian 

dilakukan pada bit terkurang penting (LSB) . Data pengesahan yang diterapkan dalam 

imej hos yang sama digunakan untuk menjejak sebarang kerosakan pada imej dengan 

menggunakan pendekatan berblok (block-wise approach). Kaedah ini tidak rumit 

malahan efektif kerana ia hanya memerlukan kunci rahsia dan algoritma kucaran 

terbuka untuk memulihkan imej yang rosak. 
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CHAPTER 1  

 

 

INTRODUCTION 

 

 

1.1 INTRODUCTION TO SECURITY OF INFORMATION SYSTEM 

 

Nowadays, we are enjoying the technology of digital multimedia which offers so 

many new advantages compared to the one provided by old analog counterpart. We are 

free to transmit the digital data, edit any part of the digital content, copy a digital 

content with the same quality as original, and many more. The technology becomes 

more superior with the existence of speedy Internet and wireless applications. The 

distribution and use of multimedia data are much easier and faster with the growth of 

Internet technology.   

 

The technology comes with great problems too, besides its significant 

advantages. The great facility in copying a digital content rapidly, perfectly and without 

limitations on the number of copies has resulted in the problem of copyright protection 

(Koz, 2002). There always has been a problem in creating the identification of the 

original owner. Therefore, the security of information field has been a very active 

research area in recent years. Among the technology invented in this area are 

watermarking, steganography and cryptography.  

 

The digital watermarking for integrity verification is called fragile watermarking 

as compared to robust watermarking for copyright protection. Robust is designed to 

survive malicious and non-malicious modifications, which aim at removing or distorting 

the watermark. While in a fragile watermarking scheme, the embedded watermark 

should be fragile to modifications so as to detect and localize any modification in the 

presence of different attacks. While, semi-fragile watermarks are designed to detect any 



 
 

2 
 

unauthorized modification at the same time allowing some image- processing 

operations (Zain, 2007; Kuang et al., 2009; Halder et al., 2010; Liew, 2011; Zhou & Lv, 

2011). 

 

1.2 BACKGROUND OF RESEARCH PROBLEM 

 

For the purpose of understanding the research problem easier and clearer, this 

section is divided into three parts, which will lead to the problem statements of the 

thesis. First, we will find out what are the concepts of image authentication and the 

problem in security of medical images. Second, to limit the problem to a smaller scope, 

we will review the current numbering in watermarking and its flaw in the system. With 

that, the third section will discuss the implementation of security technology in them to 

cater the stated problems, with the approach of digital watermarking.  

 

1.2.1 Integrity and Authentication of Digital Images 

 

 Among the methods to protect the security of digital data, digital watermarking 

has gained more and more interest from researchers and users attributable to its 

versatility and its potential to preserve integrity and authentication of digital images. By 

the Oxford Dictionary, integrity means the state of being whole and undivided. To this 

point, the integrity of image is defined as the state of not being attacked or changed. 

Whereas, authentication means proving or showing (something) to be true, genuine, or 

valid, which in this case, the authentic image is found to be original or genuine. Among 

the method to prove authentication of images is the localization of tamper.  

 

 Together with it, digital watermarking can, theoretically, distinguish the kinds of 

manipulations and attacks from the third party. In this case, manipulations consist of 

allowed and not allowed one (Caldelli et al., 2006).  

 

 As mentioned in the previous section, three approaches are applied in 

watermarking. They are fragile watermarking, robust watermarking, and the other one is 

semi-fragile watermarking which is a combination of fragile and robust elements.  
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 Authentication through fragile watermarking is accomplished by embedding a 

watermark within the image itself, which the watermark is easily changed or ruined 

once the watermarked image experiences any manipulations or attacks. The 

modification or deletion of the watermark is detected when comparing with the actual 

content of an image (Caldelli et al., 2006). A mismatch allows the receiver or the holder 

of the image to find out that the image is not authentic anymore. The accurate recovery 

process is done by retrieving the hidden data that able to pertain to the origin (Zain, 

2006; Fridrich et al., 2000; Holliman & Memon, 2000; Liew, 2011). Some popular 

techniques localize and recover the altered areas in a block-wise (Fridrich & Goljan, 

1999; Kim et al., 2012; Zain & Afifah, 2007). Some schemes also insert information 

about the image while embedding (Giakoumaki et al., 2004; Manaf et al., 2010).   

 

 While in contrast, schemes which based on robust watermarking (Fridrich, 1998; 

Fu and Shen, 2008; Kuang and Chen 2010; Sun & Bo, 2010) suppose that a good 

watermark is not affected by any image manipulations or attacks. A robust watermark 

should be able to survive from any process of additive Gaussian noise, compression, 

printing and scanning, rotation, scaling, cropping and many other operations. The ability 

to survive  leads to the meaning of substantial integrity of an image.  

 

 Nowadays, the usage of the digital image is everywhere, in formal business and 

informal business in the life of people. This revolution helps the pirates to exploit these 

features for their intended purpose illegally (Cox et al., 2002). Therefore, the demand 

for the authentication methods of digital media becomes a significant issue to ensure 

that work has not been tampered with, especially for critical cases like national security, 

medical safety, internet banking and transfer of military information and forensic 

investigations. 

 

 The prime advantage of digital watermarking is that the authentication 

information is directly embedded into the image data. Consequently, the authentication 

information survives, although the watermarked image undergoes format conversion 

and the retrieving process is stated as easier and less complicated (Zain, 2006). 

Embedding the authentication code in the image will also make it less sensitive to attack 
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than appending the information on a medical image (Manaf et al., 2010; Boucherkha & 

Benmohamed, 2005). 

 

1.2.2 The Numbering in Watermarking 

 

 In block-wise method of authentication watermarking, pixels or blocks of 

images need to be numbered before being embedded in the host image. Most of the 

developed watermarking use raster pattern of numbering, as shown in Figure 1.1. Chang 

(2007) claims that modification to some blocks would be done effortlessly if malicious 

attackers know the block mapping sequence in advance, which in this case when we use 

the typical raster pattern.  

 

 Block numbering process is seen as critical as it also decides the location of the 

embedded watermark data when mapping. With the probability of getting the tamper in 

the middle of medical images is high, a unique numbering system is seen as helpful to 

protect the region of interest in the middle (Zain, 2005).  

  

 Reconstruction is achieved by embedding the recovery bits in a block some 

distance away from the original block as suggested by Fridrich and Goljan (1999). From 

the experimental results, it showed that the recovery bits were not embedded in blocks 

situated in the same column, but with some percentage in the same row. Those in the 

same row must have odd blocks distance from the original because the way we spread 

the tamper was by using the same size, as the block use for embedding and the distance 

from each other were, at least, one block. 

 

 

Figure 1.1: (a) Raster scan pattern, (b) Reverse raster scan pattern 



 
 

5 
 

1.2.3 Medical Image Watermarking and Motivation  

 

The idea of using watermarking on medical data is a security issue in the sense 

that we want to ensure the critical medical data is authentic when the radiologist and 

doctor refer it. Nowadays, medical images are not printed anymore. Since many 

advantages of using digital medical images are discovered and it is frequently used in 

the medical domain, most hospitals are facing issues to manage a large amount of data 

storage such as administrative documents, patient's information and medical images. 

Therefore, it is important to handle those data accurately to avoid the problem of lost, 

tampering, manipulation and mishandling record at the hospital (Manaf et al., 2010). 

Thus, the digital watermarking is becoming a new research focus for medical 

documents, specifically medical images (Planitz & Maeder, 2005; Coatrieux et al., 2005; 

Feng et al., 2006; Wang et al., 2008; Coatrieux et al., 2013; Huang et al., 2012; 

Bouslimi et al., 2012; Rao and Kumari, 2011; Chen et al., 2010; Vellaisamy & Ramesh, 

2013; Tripathi, 2013; El-Haj and Amer, 2014; Eswaraiah & Reddy, 2014). 

 

Another advantage of having medical image watermarking is it can help the 

clinical staff to find or examine the old medical image in the Hospital Information 

System (HIS) collection because there are some cases that medical images and patient's 

records need to be verified for the integrity before use. Besides, images usually are the 

prime tool to discover new findings in the medical case. Thus, it is needed to protect the 

copyright and integrity of the medical image by digital watermarking for the sake of 

medical study (Boucherkha & Benmohamed, 2005).  

 

Medical images are also compelling as there are used for jurisdiction proof and 

documents for insurance claim nowadays. Thus, watermarking is needed as to ensure all 

the attached documents and evidence are valid and not edited.  

 

Various researches on the medical image watermarking have been done for 

copyright protection, authentication and patient management system. Furthermore, in 

future medical information database system, it is forecasted to be integrated with the 

watermarked scheme that is used to protect the security of each personal data and 
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medical information (Liew, 2011; Ping et al., 2007; Babel et al., 2008; El-haj  & Amer, 

2014). 

 

Regarding medical use, a primary concern among the clinical professionals is 

that the probability of being modified by attackers, thus, the demand for the 

authentication and originality is high (Coatrieux et al., 2000; Tan et al., 2011). Image 

authentication can assure receivers that the received image is from the authorized source 

and that the image content is identical to the one sent (Zain, 2005). Nowadays, even by 

using generic software for image elaboration, a medical image can be attacked by 

erasing or adding any sign of disease onto it. If this image were a critical piece of 

evidence in a legal case or police investigation, this form of tampering might pose a 

serious problem. Especially where the telemedicine technology is widely implemented, 

it is a serious call to start implementing the security system to medical images. 

 

One of the requirements of an effective watermarking based authentication 

system as defined by Liu and Qiu (2002) is the ability to identify manipulated area or 

also known as localization where the authentication watermark should be able to detect 

the location of manipulated areas, and verify other areas as authentic. This feature is 

very useful to watermarking for medical images. The ability is not only saying there is a 

tamper mark but stating where the mark too. This feature can help validating whether 

the medical image is still up to be used for diagnosis or not. If the locality of the tamper 

is not in the region of interest, for an example, in the black areas of ultrasound and an x-

ray (as shown in Figure 1.2), they will not give any misleading information to the 

doctors. 

 

  

 

Figure 1.2: The black area as the RONI of the image  
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Many researches had been done in tampering localization field (Liew, 2012; Tan 

et al., 2011; Guo & Zhuang, 2009; Osamah & Khoo, 2011; Kim et al., 2011; 

Giakoumaki et al., 2004; Pushpita & Nigudkar, 2005; Zain & Abdul, 2006; Liu et al., 

2008; Walia and Suneja, 2013; Coatrieux et al., 2013; Huang et al., 2012; Naskar and 

Chakraborty, 2012; Rao and Kumari, 2011; Liew and Zain, 2011; Chen et al., 2010). 

The challenge is whether it is reversible or can be recovered. Although these two 

schemes are alike, they are not same.   

 

The reversible watermarking scheme can reverse from a watermarked image to 

original one. In some cases, modification of the original pixel value is often not 

approved by professionals and watermarking scheme used should be reversible 

(Coatrieux et al., 2000). Radiologist generally prefers the original image for diagnostic 

purposes (Tan et al., 2011). 

 

Recovery of the tampered region is functional to know exactly what had 

tampered and the motive of the tampering. Liew (2012) defined recovery scheme as to 

recover tampered images that have been attacked. Removal attack is a crucial problem 

for medical images. This attack category includes compression, noising, sharpening and 

histogram equalization. 

 

One popular mechanism to develop a fragile watermarking scheme that has 

tamper localization and recovery feature is the block-based mechanism. It is a popular 

mechanism introduced by Fridrich and Goljan (1999) and is well-known to explain the 

problem of collage attack, vector quantization (VQ) counterfeiting attack and cut-and-

paste attack (Fridrich & Goljan, 1999; Holliman & Memon, 2000; Zain, 2006; Liu, 

2012). The method is by separating the block independence to enable recovery data 

embedding in block by block. However, it is well-known that most introduced schemes 

which implementing block-based mechanism are using raster manner of numbering, 

which, ill-mannered attackers can just modify the watermarked image and cover it up if 

they manage to obtain the block-mapping sequence in advance (Chang et al., 2008). 

Accordingly, Fridrich and Goljan (1999) stated that reconstruction is 

accomplished by embedding the recovery bits in a block far from the original block. 

From the experimental results done by Zain (2011), it showed that the recovery bits 
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were not embedded in blocks situated in the same column, but with some percentage in 

the same row. Those in the same row must have an odd distance from the original 

because the way we spread the tamper was by using the same size, as the block used for 

embedding and the distance from each other were, at least, one block. If we change the 

tamper block size in the spread-tampered blocks, then we may have a different result.  

 

For medical images, which usually have the region of interest at the centre (as 

shown in Figure 1.2), the way we embed recovery data at the centre is crucial. When 

pseudorandom mapping process takes place, the mapping will lead the important 

recovery data to the centre if the block data is numbered in raster path. Thus, the unique 

way of block numbering can help to further the location of recovery data. 

 

Sun and Bo (2010) agreed that colour medical images are playing an important 

role in the future medical systems. Therefore medical image watermarking research 

should focus on colour medical images too. CT, MRI, ultrasound, PET and DTI are 

produced in grey-scale and colour version, and clinical professionals widely use both. 

Nevertheless, the schemes for colour images should have good transparency and high 

capacity too. 

 

 The trend shows that a lot of reviewed schemes focus on hiding the medical 

information of the patient in medical images (Engan et al., 2003; Li et al., 2007; Manaf 

et al., 2010). Nonetheless, some schemes introduce tamper detection for medical images 

to ensure only authentic image is valid to be used. Some current schemes for medical 

images had shown better functions by having all three ability to localize tampers, 

recover to the original image and can be reversed, yet, most tested image modalities are 

only gray-scale images of magnetic resonance imaging (MRI), ultrasound (US) and 

common x-ray. In this study, we aim to develop a tamper localization and recovery 

scheme of watermarking that suits most of the medical modalities. 

 

1.3 PROBLEM STATEMENT 

 

Due to the main concern expressed by clinical professionals about the 

probability of electronic medical images being modified by attacker, thus, the demand 



 
 

 

 

 

CHAPTER 1  

 

 

INTRODUCTION 

 

 

1.1 INTRODUCTION TO SECURITY OF INFORMATION SYSTEM 

 

Nowadays, we are enjoying the technology of digital multimedia which offers so 

many new advantages compared to the one provided by old analog counterpart. We are 

free to transmit the digital data, edit any part of the digital content, copy a digital 

content with the same quality as original, and many more. The technology becomes 

more superior with the existence of speedy Internet and wireless applications. The 

distribution and use of multimedia data are much easier and faster with the growth of 

Internet technology.   

 

The technology comes with great problems too, besides its significant 

advantages. The great facility in copying a digital content rapidly, perfectly and without 

limitations on the number of copies has resulted in the problem of copyright protection 

(Koz, 2002). There always has been a problem in creating the identification of the 

original owner. Therefore, the security of information field has been a very active 

research area in recent years. Among the technology invented in this area are 

watermarking, steganography and cryptography.  

 

The digital watermarking for integrity verification is called fragile watermarking 

as compared to robust watermarking for copyright protection. Robust is designed to 

survive malicious and non-malicious modifications, which aim at removing or distorting 

the watermark. While in a fragile watermarking scheme, the embedded watermark 

should be fragile to modifications so as to detect and localize any modification in the 

presence of different attacks. While, semi-fragile watermarks are designed to detect any 
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unauthorized modification at the same time allowing some image- processing 

operations (Zain, 2007; Kuang et al., 2009; Halder et al., 2010; Liew, 2011; Zhou & Lv, 

2011). 

 

1.2 BACKGROUND OF RESEARCH PROBLEM 

 

For the purpose of understanding the research problem easier and clearer, this 

section is divided into three parts, which will lead to the problem statements of the 

thesis. First, we will find out what are the concepts of image authentication and the 

problem in security of medical images. Second, to limit the problem to a smaller scope, 

we will review the current numbering in watermarking and its flaw in the system. With 

that, the third section will discuss the implementation of security technology in them to 

cater the stated problems, with the approach of digital watermarking.  

 

1.2.1 Integrity and Authentication of Digital Images 

 

 Among the methods to protect the security of digital data, digital watermarking 

has gained more and more interest from researchers and users attributable to its 

versatility and its potential to preserve integrity and authentication of digital images. By 

the Oxford Dictionary, integrity means the state of being whole and undivided. To this 

point, the integrity of image is defined as the state of not being attacked or changed. 

Whereas, authentication means proving or showing (something) to be true, genuine, or 

valid, which in this case, the authentic image is found to be original or genuine. Among 

the method to prove authentication of images is the localization of tamper.  

 

 Together with it, digital watermarking can, theoretically, distinguish the kinds of 

manipulations and attacks from the third party. In this case, manipulations consist of 

allowed and not allowed one (Caldelli et al., 2006).  

 

 As mentioned in the previous section, three approaches are applied in 

watermarking. They are fragile watermarking, robust watermarking, and the other one is 

semi-fragile watermarking which is a combination of fragile and robust elements.  
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 Authentication through fragile watermarking is accomplished by embedding a 

watermark within the image itself, which the watermark is easily changed or ruined 

once the watermarked image experiences any manipulations or attacks. The 

modification or deletion of the watermark is detected when comparing with the actual 

content of an image (Caldelli et al., 2006). A mismatch allows the receiver or the holder 

of the image to find out that the image is not authentic anymore. The accurate recovery 

process is done by retrieving the hidden data that able to pertain to the origin (Zain, 

2006; Fridrich et al., 2000; Holliman & Memon, 2000; Liew, 2011). Some popular 

techniques localize and recover the altered areas in a block-wise (Fridrich & Goljan, 

1999; Kim et al., 2012; Zain & Afifah, 2007). Some schemes also insert information 

about the image while embedding (Giakoumaki et al., 2004; Manaf et al., 2010).   

 

 While in contrast, schemes which based on robust watermarking (Fridrich, 1998; 

Fu and Shen, 2008; Kuang and Chen 2010; Sun & Bo, 2010) suppose that a good 

watermark is not affected by any image manipulations or attacks. A robust watermark 

should be able to survive from any process of additive Gaussian noise, compression, 

printing and scanning, rotation, scaling, cropping and many other operations. The ability 

to survive  leads to the meaning of substantial integrity of an image.  

 

 Nowadays, the usage of the digital image is everywhere, in formal business and 

informal business in the life of people. This revolution helps the pirates to exploit these 

features for their intended purpose illegally (Cox et al., 2002). Therefore, the demand 

for the authentication methods of digital media becomes a significant issue to ensure 

that work has not been tampered with, especially for critical cases like national security, 

medical safety, internet banking and transfer of military information and forensic 

investigations. 

 

 The prime advantage of digital watermarking is that the authentication 

information is directly embedded into the image data. Consequently, the authentication 

information survives, although the watermarked image undergoes format conversion 

and the retrieving process is stated as easier and less complicated (Zain, 2006). 

Embedding the authentication code in the image will also make it less sensitive to attack 



 
 

 

 

 

CHAPTER 3 

 

 

RESEARCH METHODOLOGY 

 

 

3.1 INTRODUCTION 

 

This chapter starts with describing the strategy used and the followed 

subchapters are divided based on the objectives. The main discussion will be 

concentrated on the efficient and effective watermarking methods to be proposed for 

image tamper localization and recovery in this study. This chapter is structured as 

follows: 

 

 Section 3.2 describes the strategy used to finish all the development in this 

project. It explains about a set of the methodology used to conduct research that 

consists of three phases. 

 Section 3.3 describes the sample used for this method. 

 Section 3.4 clarifies the instrument used for the method.  

 Section 3.5 describes the method to evaluate the performance of the proposed 

scheme. 

 Section 3.6 gives the summary of the chapter. 

 

3.2 RESEARCH STRATEGY AND DEVELOPMENT 

 

Three phases involved at this stage. Figure 3.1 shows the framework of 

SPIRAL-LSB  development methodology, which was the first algorithm proposed in 

the thesis. 
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Figure 3.1: Research Framework of SPIRAL-LSB 

 

 In methodology phase, each activity that needed to do was identified to 

accomplish the objectives. 

 

3.2.1 Phase 1: Initial Planning 

 

In the initial planning stage, the study about the project was done. The problems 

faced by watermarking in medical imaging were determined by studying the previous 

works of other researchers. After obtaining the problems, the questions of the research 

were constructed followed by objectives that answered all the research questions. Also, 

the scope of the project was also identified to narrow down the boundary of the project. 

 

We tried to answer these questions along the way completing the research; 

 Will unique numberings make a difference in the distribution of blocks?  
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 Will unique numberings help to keep the recovery data safe from tamper? 

 Are unique numberings suitable to be used when embedding a watermark in 

medical images? 

 

Chang (2007) claims that modification to some blocks would be done 

effortlessly if malicious attackers know the block mapping sequence in advance, which 

in this case when we use the typical raster pattern. Hung (2013) also states that a unique 

scan pattern is known as the secure method of encryption for having great compression 

before embedding, which would be further investigated in this research whether it is 

also good in watermarking or not. 

 

Block numbering process is seen as critical as it also decides the location of the 

embedded watermark data when mapping. With the probability of getting tamper 

attacks in the middle of the medical image is high, a unique numbering system is seen 

as helpful to protect the region of interest in the middle (Zain, 2005).  However, as we 

aimed to develop schemes that are compatible with all types of modalities, we could not 

say that the ROI is definitely in the middle only. As an example, a scanned femur in 

MRI will have the ROI as from top to the bottom of the image as that part of a body is 

long. 

 

Many patterns can be studied to investigate the ability of unique patterns to 

improve the performance of watermarking and its recovery feature. The spiral pattern is 

not complex, yet has a different way of arranging the pixel when comparing to raster 

pattern. The key to its specialty is because the pattern starts at the centre of the image. 

This specialty suits the mapping method which is pseudorandom, where the original 

location of the pixels at the central will be scattered far away from the central in the host 

image. The rest of the pixels will be following the principle, even though the farthest 

distance between the original and recovery data location will be the central pixels. 

 

Other than the hypothesis that spiral numbering helps further the embedded bits 

from the original blocks, another advantage of spiral numbering technique is in the fact 

that a significant computational outcome is possible rather than using the full raster scan 

(Sims & Poularikas, 1990). After using the double function of the ring type spiral scan, 


