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In parallel to the increasing purchase rate of the smart devices, attacks on these de-
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vices are also increasing in an alarming rate. To prevent these attacks, many password- 

based authentication schemes are proposed. Among them, graphical password schemes 

are preferred on these devices due to their limited screen size and a lack of full sized 

keyboard. Again, existing graphical password schemes are susceptible to various attacks, 

among which shoulder surfing, smudge attack, and brute force attack are the most promi- 

nent. Hence, in this paper, we propose Vibration-And-Pattern (VAP) code, a new graphical 

password scheme that is resilient against these three major attacks. To evaluate the usabil- 

ity of our proposed scheme, a usability study has been conducted on 122 participants of 

various age groups from different demographics. 

© 2016 Elsevier Ltd. All rights reserved. 

1. Introduction 

Proliferation of smart devices and their multifaceted applications are transforming the way we live, work, communicate, 

and navigate the world. They have become a ubiquitous and integral part of our day-to-day activities. As a result, people 

store private information, such as contact details, essential documents, personal images, PIN numbers, and financial infor- 

mation in their smart devices for frequent access. However, security of these devices is often taken lightly by many users. 

A consumer report in USA found that 34% of all smartphone owners either have no security mechanism in place or use a 

simple code to lock the screen of their smartphones. At the same time, only 36% of the smartphone users use a basic 4-digit 

PIN to lock their phones [1] . This leaves the sensitive data stored on these devices unprotected. 

User authentication is crucial for protecting data that are stored on the smart devices. Many authentication schemes are 

proposed in the literature to achieve this goal, e.g., public-key infrastructure (PKI)-based [2,3] , biometrics-based [4] , smart 

cards-based [5] , password-based [6–27] authentication schemes, and so on. However, the most common type of authenti- 

� Reviews processed and recommended for publication to the Editor-in-Chief by Area Editor Dr. G. Martinez. 
∗ Corresponding author. 

E-mail addresses: saifulazad@ump.edu.my (S. Azad), mrahman@tru.ca (M. Rahman), sayfullah1216@hotmail.com (M. S. A.N. Ranak), 

feroz.ruhee@gmail.com (B. M. F.K. Ruhee), nisafeedback0.ruhee@gmail.com (N.N. Nisa), ziankabir.ruhee@gmail.com (N. Kabir), arafatur@ump.edu.my 

(A. Rahman), jasnimz@gmail.com (J. Mohamad Zain). 

http://dx.doi.org/10.1016/j.compeleceng.2016.12.007 

0045-7906/© 2016 Elsevier Ltd. All rights reserved. 

http://dx.doi.org/10.1016/j.compeleceng.2016.12.007
http://www.ScienceDirect.com
http://www.elsevier.com/locate/compeleceng
http://crossmark.crossref.org/dialog/?doi=10.1016/j.compeleceng.2016.12.007&domain=pdf
mailto:saifulazad@ump.edu.my
mailto:mrahman@tru.ca
mailto:sayfullah1216@hotmail.com
mailto:feroz.ruhee@gmail.com
mailto:nisafeedback0.ruhee@gmail.com
mailto:ziankabir.ruhee@gmail.com
mailto:arafatur@ump.edu.my
mailto:jasnimz@gmail.com
http://dx.doi.org/10.1016/j.compeleceng.2016.12.007

	VAP code: A secure graphical password for smart devices
	1 Introduction
	2 Related works
	3 Proposed scheme
	3.1 Vibration-And-Patter (VAP) code
	3.2 VAP authentication scheme
	3.2.1 Setup phase
	3.2.2 Registration phase
	3.2.3 Authentication phase


	4 Evaluation
	4.1 Security evaluation
	4.1.1 Brute force attack
	4.1.2 Shoulder surfing attack
	4.1.3 Smudge attack
	4.1.4 Timing attack

	4.2 Usability evaluation
	4.2.1 Study setup
	4.2.2 Session
	4.2.3 Tasks
	4.2.4 Results of the user study


	5 Conclusion
	 Acknowledgement
	 References


