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1. INTRODUCTION 

Distributed Denial of Service (DDoS) attacks are a 

major threat to networks1. These attacks rapidly drain 

network resource servers or server capacity, causing a 

series of negative effects; these effects include losing 

profits as well as inability to use a service and perform 

different transactions2. 

Currently, network users are faced with an 

unprecedented range of attacks and threats, which could 

lead to large-scale losses3. As such, timely and reliable 

detection of various attacks, their types, and species are an 

urgent task4. Various solutions have been developed to 

establish Intrusion Detection Systems (IDS); these systems 

are widely used to search unauthorized sources5. However, 

IDS must be constantly improved because of continuously 

evolving species of attacks on various network entities. 

Systems for detection are categorized into host-based 

and network IDSs (HBIDS and NIDS, respectively), which 

depend on the source systems of intrusion. Systems of the 

first type generally perform traffic monitoring and separate 

computer cores, whereas systems of the second examine 

thelocal network and determinenetwork traffic of a

corresponding status6. Current-state (CS) traffic is 

classified as either normal (NS) or abnormal (AS). The 

main challenge of intrusion detection is the necessity to 

objectively evaluate traffic condition that features high 

reliability and responsiveness, which are calculated using 

economic consumption of attacked resources7.  

 

 

 

This study aims to present existing methods for 

detecting and protecting from DDoS attacks, with special 

interest on covariance-based approaches. A new prediction 

model is also proposed. 

This paper organizedis  2Section

3Sectionexisting protection mechanisms.describes

presents the concept of cloud computing. Section 4 

illustrates the proposed model. A prediction approach is 

proposed, where a conclusion on the approaches taken are 

then presented. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

2. PROTECTION MECHANISMS  

2.1. Prevention Against DDoS Attacks 
Several protection mechanisms are used in clouds; these 

mechanisms include intrusion detection system, packet 

filtering, virtual machine control, labeling, and package. 

Simple mechanisms, such as black and white lists, or 

complex models can be used. The most common defense 

against DDoS attacks is the CAPTCHA mechanism, which 

works by creating and sorting a set of visual tests that are 

solvable for humans but have not been solved by existing 
computer programs8. 

Preventing attacks is the most common technique used 

to successfully implement protection against DDoS attacks. 
This scheme aims to filter and discard attack packets through 

several mechanisms, such as anti-spoofing, which uses 
certain rules to prevent spoofing attack sources by using 

protocol vulnerability9. 

Methods for reducing attacks are based on the 

assumption that preventing or completely stopping a DDoS 

attack not possible; as such, the impact of the attack should 

be minimized. Traffic that created congestion is detected 

through the availability of congestion in the router buffer, and 

this traffic subsequently imposes a speed limit10. 
The simplest and most effective method to prevent 

attacks is the use of system input/output. Input filtering 
provides traffic filtering in the final network, whereas output 

filtering removes the traffic from the final network. This 

input/output scheme aims to allow package processing if the 

source address is within the expected IP address (could be the 
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Distributed Denial of Service (DDoS) are attacks in networks that cause major performance disturbance. 

Intrusion prevention system (IPS) are tools for deployment and the correct placement of IDS/IPS systems on 

networks is of great importance for optimal monitoring and achieving maximum effect in protecting a system. 

In order to predict network anomalies, we propose using a PCA-preprocessing and covariance analysis to 

divide historical data of a network. Then, rough set-based rules are applied for predicting the behavior of 

future data in the network in order to best respond to predicted attack threats. The methods advanced are 

intended to be simple, allowing flexibility in how they are applied to networks and predicting attacks while 

limiting computational overhead.  
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