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Host-based IDPS in hypervisor AC h I eV e m en t S
¢ Malaysia Technology Expo (MTE 2017).
1 e Creation, Innovation, Technology & Research Exposition
Packet Capturing Module (Citrex 2016)_
4 e Innovation award presented at European Intelligence and

\ Security Informatics Conference 2016, Sweden Uppsala.

Publication

1. A Framework for Preventing DDoS Attacks in Cloud
Computing. Advanced Science Letters (Scopus)

Feature Extraction phase @

Traffic Aggregation phase

: 2. Astudy in data security in cloud computing. Paper presented
at the Computer, 2014 International Conference on
; Communications, and Control Technology (I14CT), IEEE
: Xplore

IDPS Model
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Reconstruct Table IP’s
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Filter attacking Source
IP’s

Optimized Feature Selection
using ALO with ANN based
Detection Classifier

Novelty

Advanced threat protection
Address known and unknown threats through a fully integrated
advanced malware protection and sandbox solution.

Update Suspicions IP’s
To Anomaly Knowledge
Profile at Hypervisor

Allow Good packets to Pass

An Intelligent green cloud security automation
CPU, memory consumption as well as packet loss would be
reduced to improve the overall efficiency of green cloud IDPS.

Cloud Server

Result
Reduce the surface area for attack through precise control of more
Introd UCtiOﬂ than 4000 applications and hundreds of millions of URLs in over

e Cloud IDPS was provided by one-third of the tools, while SOCEU =S

almost all the tools are scalable for small to large cloud
sources.

e Further, all cloud monitoring tools are capable of
monitoring cloud resource services and even user based
services, which are used for billing, rescheduling, and

Drawback of
energy cost
& green clud

maintenance.
o Hy?glrivgi’sor
Benefits
e Low cost. I

e Support large infrastructure.

e Green cloud

e High level management

o Enable “virtual patching” of network vulnerabilities through
vulnerability-targeted IDPS rules until permanent fixes can
be deployed

H

Marketability Collaboration
o Network Security Services Company.
¢ Cloud Service Provider.

e Banking Institutions.
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