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The information transmission domain had well been extended by the recent and fast developments in the telecommunication 
technologies specifically, the mobile networks and internet services. These new developments in turn, had come up with 
cutting-edge resolutions to secure information from being wiretapped. Countless in-depth studies in the field of cryptography 
had been carried out with the intent to propose a revolutionary solution for data protection of cryptographic techniques. This 
paper had proposed a new pseudo-random number generator (PRNG) design that had employed two chaotic systems which 
were logistics and tent maps, both of which had various operational and initialization values, which had subsequently 
contributed to the sequential distinction of the statistical properties. A compilation of a well- formulated assessment that had 
been provided by the National Institute of Standard Technology (NIST) was the foundation to ascertain the accuracy and 
exclusivity of the generated sequence and features with regards to this area of study. Moreover, a security analysis on key 
space and key sensitivity had been performed and it was concluded that the proposed PRNG was relevant for the 
implementation of cryptography. 
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1. INTRODUCTION 

The past ten years has shown an advancement in the 
field of communication security. Common symmetric 
algorithms that were used to encrypt private data such as 
DES, 3DES, AES and RC5 had been characterized to 
exhibit high speed and low complexity facets. A major 
setback faced with the above-mentioned algorithms was 
the time-consumption when encrypting large volumes of 
data (e.g. video) in real time. Selective encryption, light 
weight encryption and scramble methods had been found 
to be suitable measures of resolution to expedite the 
encryption speed1,2. Several factors had been known to 
affect the authenticity of cryptographic primitives and one 
of them is the random number sequence, which was 
thought to be the most significant among the rest. Among 
its compelling merits had been the assurance in the areas 
of cyber risk management and data protection, the enhancement 
of 
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robust cryptographic applications and substantiating 
several security requirements such as the issue of 
unpredictability in the system.  

Consequently, the generated random number sequence 
must possess adequate statistical qualities to perform at its 
optimal velocity. Random number generators (RNG) 
comprises of two main aspects which are the true random 
number generator (TRNG) and the pseudo random 
number generator (PRNG). The first aspect spotlights the 
tangible issues, resulting in the underperformance 
pertaining to cryptographic primitives while the second 
aspect factors in the clearest form of algorithm resolve 
that had been utilized in the development of security 
application3,4. 

The last decade or so had indicated a rise in the 
attention towards chaotic cryptography amongst 
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