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Detection of attacks in the computers and networks keeps being the pertinent and challenging area of researchers. Intrusion-Detection System is an 
essential technology of Network Security. Currently, Intrusion Detection still faces some challenges like huge amounts of data to process, high 
averages of false alarms and low detection rates especially in cloud environment which more vulnerable to attacks. This paper includes an overview 
of the intrusion-detection system and introduces to the reader some fundamental concepts of IDS work in cloud computing, also propose a new 
algorithm Fast Learning Network to work based on an intrusion detection. 
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1. INTRODUCTION 

In last year's cloud computing has rapidly emerged widely 
in computing system because it provides many services 
for the end user, and it can reach these resources across 
networks anytime, anywhere.  research published in Pew 
Institute about, "the future of cloud computing", and 
found that about % 71 of critics and technology 
stakeholders believe that by the year 2020, The 
application based on the Internet is the main work for the 
most people. Therefore, it can be seen that the future of 
cloud computing technology is bright and will be widely 
used in the World1. 
The new security challenges emerged, during moving 
from local computing paradigm to cloud computing 
paradigm because of the distributed nature of cloud 
computing, many researchers mention the security is 
biggest challenge 23 because cloud computing has to 
provide a high-quality service and protect the data. Cloud 
computing suffers from different attacks such as Denial of 
service (DOS), Distributed Denial of Service (DDOS), 

flooding etc. There  
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are many tools as firewall and Intrusion Detection System 
(IDS) are effective solutions to resist them. In this paper, 
it is aimed to propose a new intrusion detection system, 
and answer the question, why the normal kinds of IDS 
(host, network) are not suitable for cloud computing. Also 
aimed at introducing the overview of some the machine 
learning and artificial intelligence algorithms that used to 
build effective intrusion detection. 
The rest of the paper is organized as follows: Review of 
cloud computing and security problem in it Section 2.  
Section 3 review some works of intrusion detection 
system. Finally, section.4 Review of machine learning 
based on IDS and propose of new algorithm Fast 
Learning Network (FLN) based on IDS. 
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