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The ever-increasing growth of network computers and the internet of things makes botnet recognition become more difficult 
and it is making it all the more less difficult for intruders and attackers to propagate botnet infections. The unified 
propagation character of botnet floods warms through different botnet environment and clients the network security. To 
conquer the down sides in determining the botnet, we propose a back-propagation algorithm for botnet recognition. The focus 
of this study is a proposed back propagation algorithm in for training the sensor leveraging the machine learning techniques, 
which will keep an eye on attributes of the identified or recognized traffic flow. For every identified attribute recognized, it 
quickly identifies, which will include nine attributes used and identify it altogether. Every time the traffic is determined, its 
flow is tracked and weighed against the set of attributes within the feature set for the event of address within the network 
route. 
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1. INTRODUCTION 

As the usage of internet continue to grow 
exponentially, there has been a massive growth in the 
networking infrastructure and internet technology to coup 
with the demand for people to access the internet. Then 
came the explosion of the ‘Internet of Things’ IoT, where 
this technology help connects everyday objects and 
devices to the net to provide additional data or 
functionality, the chance then increases exponentially. A 
particular threat that took advantage of this is Botnet 1. 

A "bot" can be an infected computer handled by a 
hacker, who may use the computing electric power of the 
infected equipment to execute all sorts of illegitimate and 
destructive functions. A "botnet" is generally a network of 
infected personal computers remotely handled by a 
hacker, who uses them to commit identification theft, zero 
day attacks2 and a number of other crimes.  
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The criminals who develop and make use of botnets to 

properly turn pc users into unsuspecting identification 
theft victims have grown to be more and more advanced. 
With a few keystrokes, the authors of botnets, known as 
"bot-herders" or "botmasters," can harness an enormous 
amount of digesting power and wreak havoc on a grand 
level.  
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