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The unforeseeable demand for secure paradigm cannot be fulfilled by the arbitrary sequence generated by the linear feedback 
shift register, which means the generated sequence can’t meet satisfy the unpredictable demand for secure paradigm. Tent 
chaotic equation combined with the linear property of Linear Feedback Shift Register (LFSR) has resulted in a novel 
arbitrary sequence generator having a lengthier and composite structure. An analysis of the LFSR output sequence’s 
architecture when combined with Tent map has revealed similar conformity compared to the homologous set of the 
individual linear constituents. Furthermore, to ensure the reliability of using the proposed Pseudo Random Number Generator 
(PRNG) in secure algorithms, the generated output bits sequence has been subjected to statistical analysis by NIST test suite 
and the result of the generated sequence confirm the efficiency of the proposed generator. The speed of the proposed 
generator and the security in terms of key space has been evaluated which give a robustness against different attacks. 
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1. INTRODUCTION 

Communicational security has emerged as a topic of 
much importance over the past decade. Private data are 
generally subjected to encryption using symmetric 
encryption algorithm such as DES, 3DES, AES, RC5, and 
more as they offer high speed and low complexity. 
However, in real time these algorithms are too slow to be 
able to encrypt high amounts of data such as video. Thus, 
alternative algorithms have been suggested to increase the 
encryption speed. Some of the suggested examples 
include selective encryption, light weight encryption and 
scramble methods1. 

Random Number Generators (RNG) are composed of 
two main categories; the first being True Random 
Number Generator (TRNG) exploiting the physical 
phenomenon that contains a part of incertitude. PRNG is 
the second category and is based on deterministic 
algorithm and considered as more appropriate for security 
applications2–4. 
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The use of chaotic maps in the recent years has 

become common. Among the various types of chaotic 
maps, the most important factor for output sequence 
generation present in almost all of them is parameter 
selection where if it done incorrectly, it may result in the 
creation of inadequate sequence. 

As a shift register generating input that is a linear 
function of its preceding state, LFSR uses two linear 
operators Exclusive OR (⨁)5. The seed refers to the 
arbitrary string for its initialization; the resulting string 
that the LFSR generates is wholly determined. That is, the 
past states of the bit shape its present condition. as the 
register operation is deterministic in nature5. The biggest 
number for its internal state 2𝑛𝑛 if the LFSR has 𝑛𝑛 bits, so 
generating a longer period using this method requires, 
LFSR with length 𝑛𝑛  so as to find 𝑛𝑛  exponent primitive 
polynomial6,7. Furthermore, due to being limited by a 
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