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Abstract. Clownd siorage services allow owers i lore ther dats onbne and
remdaiely access mamlan, manage, snd back op thedsr dsts from anywihene
through the ITnternet. Altoogh thie stoaee @ helpfol, it challenges digdital
forenaie dnvesi gakrs and prsc ibonss in collecting, identifying, scquiring, and
presaryving evidential dats This resesrch propeses an inveslgation soheme for
analyzing dats remmanis and deermmining probative amefacs in a clood env-
monment. Using the Box clowd &z a case amdy, we opllect the dam remnanis
available on end-mmer device sworage follewing the sccesming, uplosding, and
swring of dats in the clond sirage. The dats remnanis are oollecied fiom several
apurcet, @ucdh & chent sofirwane files, Prefech, direciory lisings, negisries
browsaers, network POAP, and memory and link files. Resuhs indic st thar the
collecied data remnants are helpfiol in determining a suffcien nomber of ane-
facim alsoul dnvesd gmied @ yherorimes.

Keywords Porensic science - [Mgital forensde - Cloond sorage
Cylbercmme investigaiion - Box clomd - Evidence opllection - [hata remmnams
Amefacis

1 Intredoction

Cloud storage can be considerad a component of clowd computing. This storage can
al=o be a mode] of data storage in which the digital data are stored in logical pools, the
physical siomge spans multiple screers (and often locations), and the physical cnvi-
ronment is typically ocanced and managed by a hosting company. The providers of
clownd storage are mesponsible for keeping the data acoessible and available and the
physical environment protected and mmning smoothly .

World Metworks [1] stated that “there are guestons should be asked from any
buziness that anticipates using clowd based on sorvices, the gquestion is: What can my
cloud provider do for me and for my data in terms of digital forensics data in the event
of amy legal dispute, enminal or civil cases, or data breachesT" (her stodies have
comparad actual providers. Cloud service providers vary, and thos difference
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