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ABSTRACT
Integrating image processing in video surveillance systems is a challenging task that has been
attempted for the past several decades. Despite being susceptible to crime, automated teller
machine (ATM) surveillance system has not been fully integrated with image processing
application for detecting criminal activity. On the other hand, the conventional state of the
art image processing algorithms available for occluded and covered face detection, human
abnormal behavior analysis and illegal object detection may not work for ATM having
different environment (i.e. illumination and camera view), abnormal gestures, and crime
devices. This article reviews the previous research works on all possible image processing
applications that can be used in the ATM surveillance camera. The review embarks with the
aim of (1) categorizing the studies, (2) analyzing their weaknesses and strengths, (3)
highlighting significant research findings and (4) providing future research directions. To
achieve these goals, this review summarizes the information based on abnormality detection,
features, system framework and methodology, image acquisition, sample specification,
performance analysis and project funding. Furthermore, the survey evaluates the studies
from the point of view of their applicability, suitability, and usage in dynamic environment
such as ATM. Viewing as a whole, despite having huge potential, a full-fledged video
surveillance system integrated with image processing methods has not been found in the
existing literature for ATM. The findings of this review may help the future researchers to
develop dynamic and multipurpose algorithms for surveillance system that can detect and
prevent ATM crime.

KEYWORDS
Automated teller machine; ATM crime; image processing methods; Video surveillance; Face
occlusion detection; Abnormal activity detection; Illegal oblect detection

ACKNOWLEDGEMENT
Ministry of Economic Affairs, Taiwan Grant no. 95-EC-17-A-02-S1-032, National Science
Council. Taiwan Grant no. NSC 94-2622-E-305-001-CC3 International S&T, National Natural
Science Foundation of China Grant no. 90820017 National Basic Research Pro-gram of China
Grant no. 2007cb311005, Hong Kong Innovation and Technology Fund GHP/006/09SZ
Intelligent Robotics Development Program, Ministry of Knowledge Economy (MKE),
National IT Industry Promotion Agency (NIPA), MKE, Korea, (NIPA-2010-C7000-1001-0006)
National Research Foundation of Korea (NRF), Korea government (MEST), Biometrics
Engineering Research Center (BERC), Yonsei University, (R112002105070020(2010) National
Natural Science Foundation of China Grant no. 60573068, Key Project of Chongqing Natural
Science Foun-dation of China Grant no. CSTC 2008BA2017, 2008BA2041 National Research
Foundation of Korea (NRF), Korea government (MEST) (no. 2011–0015321) National Natural
Science Foundation, China (nos. 61702226, 61672263, 21365008), Natural Science
Foundation of Jiangsu Province (Grants nos. BK20170200, BK20161135)

