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ABSTRAK 

Sistem Kawalan Akses Pintu Lab Bersepadu adalah aplikasi mudah alih yang 

disepadukan dengan teknologi RFID. Sistem ini dibangunkan untuk mengelakkan 

masalah tiada rekod untuk masuk / keluar pengguna dari makmal, pengguna lupa 

membawa kad akses, memudahkan pengguna menyerahkan borang permintaan untuk 

menggunakan makmal, dan mengurangkan penggunaan masa pada kunci pintu secara 

manual . Objektif projek ini adalah untuk mengkaji pelaksanaan teknologi RFID dalam 

aplikasi mudah alih iLDAC. Selain itu, projek ini adalah untuk membangunkan aplikasi 

mudah alih yang bersepadu dengan teknologi RFID untuk memperbaiki sistem yang sedia 

ada. Objektif terakhir projek ini adalah untuk menguji fungsi dan keberkesanan teknologi 

RFID dalam aplikasi mudah alih iLDAC. Sistem ini tersedia untuk Android, iOS, dan 

Windows. Walau bagaimanapun, terdapat beberapa kekangan apabila menggunakan 

sistem pada Windows. Sistem ini mempunyai 4 jenis pengguna, iaitu pembantu makmal, 

pelajar, pensyarah, dan admin. Teknologi yang digunakan dalam projek ini termasuk 

Rangka Kerja Ionic, TypeScript, CSS, HTML5, dan Arduino. Metodologi yang 

digunakan dalam projek ini adalah Pembangunan Agile. Hal ini kerana metodologi ini 

membolehkan perubahan dan peningkatan dapat dibuat walaupun terlambat dalam 

kitaran pembangunan. Sistem Kawalan Akses Pintu Lab Bersepadu mempunyai beberapa 

fungsi iaitu melihat laporan, menghasilkan laporan, mengemukakan borang permintaan, 

menguruskan permintaan, mengunci pintu, membuka pintu menggunakan aplikasi, dan 

memberitahu pengguna untuk meninggalkan makmal. Sistem ini telah diuji oleh klien 

menggunakan Ujian Penerimaan Pengguna (UAT). Hasil yang diuji menunjukkan 

bahawa sistem berfungsi dengan baik, bebas bug, dan memenuhi keperluan pengguna 

seperti dinyatakan dalam Spesifikasi Keperluan Perisian. 
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ABSTRACT 

Integrated Lab Door Access Control system is a mobile application that integrated with 

RFID technology. The system is developed to prevent the problem of no record for check-

in/out of users from lab, users forgot to bring access card, ease the users to submit request 

form to use lab, and reduce the time consuming on manually lock the door. The objectives 

of this project is to study the implementation of RFID technology in iLDAC mobile 

application. Besides, this project is to develop a mobile application that integrated with 

RFID technology in order to improve the existing system. The last objective of this 

project is to test the functionality and effectiveness of RFID technology in iLDAC mobile 

application. The system is available for Android, iOS, and Windows. However, there are 

some constraints when use the system on Windows. The system has 4 type of users, which 

are lab assistant, student, lecturer, and admin. The technology that applied in this project 

include Ionic Framework, TypeScript, CSS, HTML5, and Arduino. The methodology 

that applied in this project is Agile Software Development. This is because this 

methodology allow the developers to make changes and improvement even though it is 

late in the development cycle. This help to increase the client satisfaction since meeting 

with client can be done frequently. Integrated Lab Door Access Control system have 

several functions which are view report, generate report, submit request form, manage 

request, lock the door, open the door using application, and notify the users to leave the 

lab. This system has been tested by client using User Acceptance Test (UAT). The tested 

result shows that the system is working well, bug free, and meet the user requirements as 

stated in Software Requirement Specification. 
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CHAPTER 1 

 

 

INTRODUCTION 

1.1 BACKGROUND 

A laboratory is a facility that carry out scientific experimentation, observation, 

practice in a field of study, or research in a controlled condition. There are many kinds of 

costly apparatus, machines, equipment, chemicals, and materials in those labs. Besides, 

some of the materials and chemicals is very dangerous and may cause health problem to 

the human. Laboratory work is all about Research & Development (R&D), and it play an 

important role in take our nation to a new heights instead of lagging behind other 

countries. There are various security threats that faced by mostly laboratories included 

physical attack, theft of intellectual property, and unauthorized disclosure of sensitive 

information. To counter the threats faced, a high reliability access control system is 

needed to control the accessibility in order to secure the laboratory. 

 There are two main type of access control system – biometric based and physical 

based in which biometric based identify users through fingerprint, face recognition, and 

other individuals characteristics where physical based identify users by ID card or enter 

password. There are many existing physical access control system, for example smart 

card access system, key fob access system swipe card access system, keypad access 

system, mobile access system, etc. The main reasons of apply all of these system is to 

prevent the unauthorized entry of persons and removal of laboratory assets. 

iLDAC is a mobile application that integrate with RFID technology to control the 

accessibility in/out from the laboratory no matter it is computer lab or chemical lab. A 

Radio-Frequency Identification (RFID) system is made up of two parts, which are a 

tag/card and a reader. With the RFID system, lab users can unlock the door easier instead 

of using traditional method which consume times to find the key. Besides that, sanitation 
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is an important issue for all the chemical lab since an experiment result may be altered 

by unexpected matter. Since iLDAC enable only authorised persons to enter the labs, as 

a result, there is no risk of contamination from outsiders to enter chemical labs. This is 

also very helpful to protect the assets of laboratory since the price of some material, 

apparatus, computer and machine is extremely high. Besides, the lab assistant can also 

review the record of that person’s having check in/out from the laboratory, and check 

whoever is inside the labs on time. Lab assistant can check the door status whether door 

is locked or unlocked through iLDAC application and lock the door when it is needed. 

1.2 PROBLEM STATEMENT 

There are few problem statement in this project and will be listed in the Table 1.1. 

Table 1.1 Problem statement in project 

Problem Description Effect 

Door is forgotten to be 

locked. 

Sometimes, the lab assistant 

or student forgot to lock the 

labs door after they leave 

from there. 

 Unauthorised person 

may enter the lab. 

 High value equipment, 

apparatus and material 

in lab being stolen. 

Forgot to bring card There are sometimes users 

forgot to bring their access 

card to access the door. 

 Users unable to enter 

the lab. 

No record of users who 

access the laboratory. 

The users does not fill in the 

check-in/out form prepared 

in the lab. 

 No record to be 

reviewed when high 

value equipment, 

apparatus, and material 

being stolen. 

It is inconvenience for users 

to submit request form to 

faculty. 

Users want to use lab during 

night time to do their tasks. 

Lab is often locked after 

working hours, student and 

lecturer unable to access it 

during night time. 

 Task cannot be 

completed before the 

due date. 
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1.3 OBJECTIVE 

The goal of this project is to develop an android mobile application that integrated 

with access control system to improve the security level of lab with the following 

objectives:  

i. To study the implementation of RFID technology in iLDAC mobile application. 

ii. To develop a mobile application that integrated with RFID technology in order to 

improve the existing system. 

iii. To test the functionality and effectiveness of RFID technology in iLDAC mobile 

application.
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