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Abstract: Security is a consistent and growing concern for e-commerce and
e-procurement solutions which demand for secure transactions to ensure the
confidentiality, integrity and availability of data. E-procurement is vulnerable
to cyberattacks resulting in increasing demand for cybersecurity governance.
Cybersecurity governance is needed to manage the cyberattacks and ensure the
important assets of the company is well protected. The aim of this study is to
identify the practices for an effective cybersecurity governance by examining
and synthesising existing cybersecurity and cybersecurity governance maturity
models and framework from the literature and industry. This study has selected
and compared prominent cybersecurity maturity models such as cybersecurity
governance maturity model (CSGMM) and cyber preparedness (cyber prep)
framework by adapting the taxonomy of software improvement environments
method. From the synthesis, 12 practical measures were identified and
recommended to manufacturing firms for an effective cybersecurity
governance.
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1 Introduction

Manufacturing firms are facing radical changes because of the global interconnectivity,
digital data exchange frequencies and the need for real-time information. The past decade
has seen tremendous growth in the global use of IT as a decisive factor that significantly
contributes to competitive advantage (Tooranloo et al., 2018). One organisational
function and supply chain activity which plays a significant role in this digital age is the
field of procurement. E-procurement has gained attention with the rapid rise of business
transactions over the internet. However, while the research in the area of integration with
e-procurement systems have risen, studies are showing there is little attention given for
security aspect of this integration that responds to the need for accurate and secure
information exchange; which has become essential to doing business (e.g., Stephens and
Valverde, 2013). Security is a consistent and growing problem for e-commerce and
procurement solutions. Secure transactions are essential if organisations are to fully
realise the benefits of e-procurement which include increased productivity, lower
purchasing pricing, streamlined processes, reduced order fulfilment time and greater
budgetary control; all of which can contribute to increasing the firm’s competitive
advantage. In order to drive cybersecure culture in a manufacturing firm, the security
psychology must be changed from the inside out, and for that, cybersecurity should not
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be treated as a technical issue but rather viewed as a business issue. Top management
play a pivotal role in setting the security culture tone within a firm and drive policies to
improve its security posture. The cybersecure culture can lead to supplier integrity and
compliance on cybersecurity standards. Fernando et al. (2019) postulated that risk
uncertainty can be reduced in quality of materials if the firm has better supplier integrity.

Cybersecurity in the digital age is very important and an integral part of information
technology (Wiryawan et al., 2019). Inherently, the security and privacy of procurement
transactions is a major concern for most organisations especially where payment details
and other pieces of sensitive information are sent over the internet. Cyberattackers often
target the weakest link of the supply chain and penetrate through supplier’s firewall to get
access to log-in credentials and retrieve commercially sensitive information’s (such as
invoice, bid information, purchase order systems, customer information, bank account
details, credit card, etc.) (Setty, 2018). According to Rogers and Choi (2018), over 60%
attack was reported on US firms in 2017. The attackers were found using IT
purchasing/procurement systems which involved access of suppliers and other third
parties. If not managed properly, the system integration which has been practiced by the
modern manufacturing firms has potential opportunities for cyberattack and insecurity.
According to Fernando and Saththasivam (2017), the procurement systems integrated in
the supply chain need to be responsible to the community’s well-being. The
manufacturing systems which tend to give accesses to its data to supplier and other
third-party vendors has increased the susceptibility for attack. It is imperative for the
manufacturing firms to increase the awareness of industrial control system technologies
and utilise standard protocols in order to mitigate the attacks (Knowles et al., 2015). The
firm’s understanding on the cybersecurity regulation and systems protection are needed
to protect the data and business information from cyber-attacks (Srinivas et al., 2019).
Rogers and Choi (2018) suggested that a supplier’s cybersecurity practices should be
treated similarly to its quality performance. Effective communication among supply
chain networks on data sharing and data security is essential, and guidelines should be
written properly to ensure customers data are not abused by unauthorised parties
(Fernando et al., 2018).

Cybersecurity governance therefore is needed to manage the cyberattacks and
ensure the important assets of the company is well protected. Manufacturing firms
need to put cybersecurity at the very heart of the business to address increasing data
threats; especially after being ranked as the most targeted industry for cyberattacks
(IBM, 2018). Having a standard dashboard on metrics, resources, and compliance as a
measure-of-success is no longer enough. Manufacturing firms must now drive and
implement effective methods to identify and protect the triad rules of its information
assets’; confidentiality, integrity and availability (CIA). However, according to Boyson
(2014) purely technical approaches to cybersecurity will not suffice. Security is a
business issue and not merely technical (Dutta and McCrohan, 2002). This means, it is
unrealistic to apply all possible security controls to every threat, due to budget and time
pressures, feasibility and other organisational priorities, rendering researchers taking a
longer list of possible mitigations and down-selecting to a shorter list based on some
defined criteria or goals (Llansoé et al., 2019).

As firms become more reliant on technology, the criticality of improving the security
culture in the firm and transforming the security psychology into actual security
conscious behaviours are essential for a secure supply chain. Three fundamental domains
of an effective cybersecurity strategy are people, processes and technology (Abawajy,
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2014). Ultimately the board of directors (BOD) and top management are accountable to
drive the direction for how a firm’s security is perceived, prioritised, managed, and
implemented. In the academic field, cybersecurity governance is relatively new research
concept thus publications in this area is rather sparse. Despite the recognition that
cybersecurity governance plays an important role in ensuring cybersecurity, scholars are
still highly debating and researching the efficacy of cybersecurity governance
implementation (De Bruin and Von Solms, 2016a). Nevertheless, there has been several
maturity models developed to enhance cybersecurity. In general, cybersecurity maturity
models (CMM) are commonly used as an instrument to conceptualise and measure
maturity of a firm or a process regarding some specific target state (Schumacher et al.,
2016). CMM provide, to some extent, a roadmap for firms for measuring, assessing, and
enhancing cybersecurity (Le and Hoang, 2017).

However, capability maturity models like CMM are criticised for multitude of almost
identical maturity models and a non-reflective adoption of the maturity model blueprint
(Becker et al., 2009; Poppelbul and Roéglinger, 2011). Moreover, information and
awareness are lacking about the most suited model to be applied for a given situation
(Miron and Muita, 2014). Additionally, there are cases where maturity models do not
provide easily interpretable information for the executives and operations managers
(De Bruin and Von Solms, 2016b). This aggravates the confusions already being faced by
the firm’s management who do not fully understand how the firm can be at risk and what
action should be taken to mitigate it (Aradea et al., 2019).Therefore, the aim of this study
is to identify the practices for an effective cybersecurity governance by examining,
comparing and synthesising existing cybersecurity and governance maturity models and
framework from the literature and industry. Following which, this study conceptualises
recommendation on proactive practices to mitigate cyber risks in the manufacturing
industry.

The remainder of this paper is conceptualisation of the topic by reviewing literatures
on the capability maturity models and the rationale for maturity models selection in this
study, followed by cybersecurity governance. Next, methodology is presented and
subsequently followed by the results of the analysis. Finally, a discussion on the synthesis
is presented before concluding. Research limitations and future research opportunity are
mentioned for scholars to consider.

2 Capability maturity model and rationale for selection

Capability maturity models was originally developed by the Software Engineering
Institute (SEI) in the mid-1980 and represents a path of improvements recommended for
organisations that want to increase their software process capability (Wendler, 2012).
Similar definition has been adapted in different fields including cybersecurity. A
cybersecurity capability maturity model (C2M2) provides a benchmark by which an
organisation can assess the current level of maturity of its practices, processes, and set
goals and priorities for improvement in cybersecurity (Rea-Guaman et al., 2017). The
C2M2s are usually depicted through the lenses of

1  dimensions or common concepts of organisation processes

2 indicators for the objectives that must be fulfilled
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3 levels of maturity from initial to advanced.

On the one hand, there are numerous C2M2s used in scientific articles, however the
commonly used models according to a systematic study done are identified as systems
security engineering capability maturity model (SSE-CMM), C2M2, community
cybersecurity maturity model (CCSMM) and national initiative for cybersecurity
education (NICE) — capability maturity model (Rea-Guaman et al., 2017). However, a
study by De Bruin and Von Solms (2016a) have noted the isolated nature of these
maturity models which does not enable a firm to assess its cybersecurity governance
maturity. Thus, factoring in the existing maturity models to develop a comprehensive
cybersecurity governance maturity model, cybersecurity governance maturity model
(CSGMM) was introduced by incorporating most of the existing maturity models as its
sub-models.

CSGMM framework is modelled from 15 established standards from reputable
universities and government agencies (De Bruin and Von Solms, 2016a) and is
referenced in several studies pertaining information security, cybersecurity and
cybersecurity governance (e.g., De Bruin and Von Solms, 2017; Maynard et al., 2018).
CSGMM comprises several integral maturity models to determine the overall
cybersecurity governance maturity (De Bruin and Von Solms, 2016b). The initial model
consisted of five aspects to assess the firm’s cybersecurity efforts which are
cybersecurity:

—

capability

2 contingency
3 capacity

4  conformance
5 threat.

In 2016, two more components were added to the adapted into the CSGMM model,
which were the cybersecurity legal and cybersecurity ethics. As this model covers wide
range of organisational aspects applicable to manufacturing industry, it is chosen for this
study.

On the other hand, there are cyber preparedness (cyber prep) framework such as the
ones developed by MITRE corporation who manages federally funded research and
development centres (FFRDCs) supporting US government agencies. There are two
cyber prep frameworks by MITRE;

1 cybersecurity governance (2010)
2 cyber prep 2.0 (2017).

MITRE’s cyber prep framework was modelled after numerous maturity models and
frameworks as well. It merges multiple components of cybersecurity strategies from 18
maturity models/frameworks, including seven from cybersecurity governance and other
models. Cyber prep is a popular framework used in studies surrounding cyber prep and
assessing cyber threat level (e.g., Perumal et al., 2018; Mattern et al., 2014). Adopting the
conventional maturity models, cyber prep methodology emphasises on reducing risks due
to cyber dependencies. It is because of this cyber context that distinguishes cybersecurity
from conventional information security. In cyber prep, there are five levels to categorise a
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firm’s preparedness depending the beliefs and view of the threat it faces, the strategies to
overcome those threats and the firm’s approach to cybersecurity governance (MITRE,
2010). Cyber prep 2.0 increases the knowledge regarding continuous threats (i.e.,
advance persistent threats) and in doing so raises awareness of the importance of
investing in security tools and resources to mitigate those persistent risks. Together, these
two frameworks enable the understanding of threat landscape and developing and
implementing appropriate mitigations for a manufacturing firm based on the threat it
faces.

It is noted that cyber prep is not a capability maturity model (MITRE, 2017), because
the level of a firm’s capability will continually vary according to the threat and risks it
faces, therefore the extent of how it prepares to meet those risks would also vary. Given
the different characteristics drive different aspects of preparedness, the two cyber prep
frameworks are reviewed in concert to identify recommended practices for effective
cybersecurity governance more widely. The three maturity-model and frameworks would
be examined to identify the security posture elements (e.g., practices, processes,
organisational structure) which could elevate a manufacturing firm’s cybersecurity
maturity level.

A fourth model which was considered for this study was cybersecurity capability
maturity model (CM?) by Barclay (2014). While not a CSGMM, CM? is a CMM that
helps firms or a nation to identify their capability and ability to manager cyber-risks
(Barclay, 2014). However, upon review, CM? turned out to be an infancy stage model
(Barclay, 2014), hence the characteristics of the components across each pillar were not
found at the point where this study was undertaken. Therefore, comprehensive
examination cannot be done on this model to effectively contribute to this study, thus, not
considered as among a primary review model of this study.

Table 1 CM? optimising maturity level summary
Constituents Stages-optimising
Attitude towards threat and Highly proactive
vulnerabilities
Extent of technological development Pervasive innovation
Societal response Pervasive levels of awareness, efficiency and flexibility
Technical measures Highly structured capability-based measures
Business measures Highly structured capability-based measures
Legal and regulatory measures Highly structured capability-based measures
Operational measures Highly structured capability-based measures
Education/capability building Highly structured capability-based measures

Source: Adapted from Barclay (2014)

Nevertheless, a high-level overview of the CM? capabilities, the ‘optimising’ maturity
level is summarised as being proactively started in all indicators of the models (Barclay,
2014). It is apparent that for developing an effective strategy, a whole-rounded approach
which encompasses education, training, legal, technical, operational as well as capacity
building is necessary. Similarly, the approach to threat is proactive at this stage. The
overview on CM?’s most mature state, i.e., optimising state components, are captured in
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Table 1. These components shall be considered when a recommended practice is devised
at the end of this paper.

Together, these models and frameworks components provide comprehensive insights
into assessing the maturity level of a firm in combating cybercrime. As the focus of this
study is examining and outlining recommendation on robust measures to mitigate cyber
risk, the validity of these maturity model and frameworks will not be tested, and
therefore, out of scope of this paper’s objective.

3 Cybersecurity governance

IT governance institute (ITGI) defines governance as a set of responsibilities and
practices exercised by those responsible for a firm (e.g., the board and executive
management in a firm) with the goal of providing strategic direction, ensuring that
objectives are achieved, ascertaining that risks are managed appropriately and verifying
that the enterprise’s resources are used responsibly (CISA, 2013). US CERT defines
cybersecurity governance as directing and controlling an organisation to establish and
sustain a culture of security in the organisation’s conduct (beliefs, behaviours,
capabilities, and actions) treating adequate security as a non-negotiable requirement of
being in business. On a similar tone, National Institute of Standards and Technology
(NIST) (CISA, 2013) defines information security governance in greater detail; that it is:

1 the process of establishing and maintaining a framework and supporting
management structure and processes to provide assurance that information security
strategies

2 are aligned with and support business objectives

3 are consistent with applicable laws and regulations through adherence to policies and
internal controls

4  provide assignment of responsibility to manage risk.

Ultimately, cybersecurity governance refers to the component of enterprise governance
that addresses the enterprise’s dependence on cyberspace in the presence of adversaries.
It is becoming more and more critical for a manufacturing firm to have a good, strong
cybersecurity strategy especially with rising number of cyberattacks and security
breaches. However, research reveals there is a lack of a cybersecurity culture because
there is a lack of top management leadership to create an effective information security
culture to protect the information assets of the business (Scully, 2014). Further, according
to Scully (2014), ad hoc approach to managing cyber risk exposes businesses to
cyber-attack. Thus, it is not surprising that the importance of top management’s role in
being committed to achieve firm’s objectives, including security, has proven to reinforce
the right kind of behaviour among the employees in order to develop a sense of
ownership and as a basis of motivation to continue embodying the security culture
(Yusliza et al., 2019). The only way to make cybersecurity important is for the firm’s
leader to make it as part of their firm’s DNA.

The absence of a good cybersecurity strategy can cause significant problems for a
business. Thus, as the ultimate guardians of customer and other stakeholder data, top
management must take a proactive stance and lead a culture of security; by making
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cybersecurity considerations an integral part of an employee’s job, habits and conduct,
embedding them in their day-to-day actions. A recent study on information security
assessing the importance of managements role found that the trend of considering IT
professionals being responsible for information security has changed and now
management is believed to be responsible for information security (Soomro et al., 2016).
Organisations are advised to adopt a more holistic approach to information security
management to include management participation from top level management; human
resources management; information security policy development and execution;
information security awareness and training; and the involvement of strategic decision
makers. Cybersecurity governance, therefore, is fundamental to effective operational
preparedness to manage cybersecurity risks.

4 Methods

One of the aims of this study is to compare the different maturity models to identify the
proactive measure elements that a firm is recommended to implement, to achieve a
maturity stage in their firm’s cybersecurity level. Adapting the method that Khoshgoftar
and Osman (2009) has used, this study uses a two-step approach; the first is to select
some models for comparison. In that regard, this study focuses on recent maturity models
on cybersecurity governance and CMMSs chosen based on the findings from past
systematic reviews. The selected models from cybersecurity governance are;

1 CSGMM
2 cyber prep and cyber prep 2.0.

Meanwhile, a third model named CM? will be examined from a cybersecurity maturity
perspective.

The second step is to find the basis for comparing the maturity model and frameworks
with each other. Therefore, the methods to be able to carry out the comparative study of
the mentioned models are based on the taxonomy of software improvement environments
proposed by Halvorsen and Conradi (2001). This method is also used by several other
authors on the topic of maturity model comparison (e.g., Garcia-Mireles et al., 2015;
Rea-Guaman et al., 2017). The taxonomy described by Halvorsen and Conradi (2001)
provides a list of 25 relevant features for the comparison which are grouped into five
categories, namely:

e features that describe the general attributes of the improvement environment
e features that describe how the environment is used

o features that describe how is the relationship between the features related to the
attributes of the organisation and the environment in which it is used

e features related to the quality dimension

e features that describe the results of using the environment, the costs of achieving the
results, and the methods used for its validation.

In adopting the approach of Rea-Guaman et al. (2017), this taxonomy was adapted to be
applied in the comparison of the CM? by excluding the quality and result categories as
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they did not allow the comparison of the CM? (Rea-Guaman et al., 2017). Moreover, the
features of the general, process and organisation categories were redefined. Under
general classification, an overview of the selected cybersecurity and CSGMM and
frameworks was considered. Next, for process category, each of the maturity models and
frameworks highest level maturity level is summarised and finally for the organisational
category, the recommended best practices and the recommended owner is then proposed.
The process for model comparison is depicted in Figure 1.

Figure 1 The process of maturity model and framework comparison

TN
Comparison
N
T S—
Maturity Model
& Framework
N
CSGMM CyberPrep 2.0 Cyber Prep
S
Cybersecunty
Matunty
Theme of maturity assessment components
5 Results

As this study is interested on the measures that elevates the level of maturity in a firm, the
highest or the most mature level of the model or framework is selected for qualitative
comparison. Table 2 shows the comparison of the models regarding its objectives,
constituents and level of maturity stages. This means that for CM2, CSGMM, and cyber
prep; the optimising stage, 4th level of maturity and pervasive agility maturity elements
would be synthesised respectively. In each these stages, maturity assessment components
are categorised according to their theme of the constituents. Model CM? has eight
constituents and 6 levels of maturity ranging from 0 to 5. CSGMM has seven sub-models
as its constituents with maturity stages broken down into three key categories (i.e.,
people, process, technology) with four levels of maturity rankings. However, the category
is not defined for cybersecurity legal maturity model (CSLMM) and cybersecurity ethics
maturity model (CSEMM). Cyber prep and cyber prep 2.0 frameworks also has three
categories of constituents namely governance, operations and architecture and
engineering with five maturity level rankings for each.
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CSGMM and cyber prep framework was reviewed to examine further the components
which has the highest ranking for each constituent and/or its sub-models. The summary
of the rankings for each constituent are summarised in Table 3 (for CSGMM) and
Table 4 (for cyber prep) respectively.

Table 3 Summary of highest ranked components in CSGMM

Constituents Category Level 4

People The firm has invested in and approved cybersecurity strategies
and has periodic reviews to ensure its validity

Processes The cybersecurity strategies are constantly updated to keep it
relevant

The firm’s strategy includes cybersecurity and processes depicts
the alignment with strategy

Technology  The firm’s both hardware and software are relevant, and
up-to-date

Cybersecurity capability
maturity model

People The firm has established a functional team in its critical incident
response centre (CIRC)

The CIRC comprises of specialised taskforces

Processes Policies governing and regulating incident response controls
exists and regularly reviewed for relevance and adequacy

Cybersecurity
contingency maturity
model

CIRC effectiveness is audited regularly to ensure relevance
Technology  Fully functioning controls that triggers upon threat detection

People Specialised team trained on cybersecurity to conduct or

Processes Adherence to cybersecurity by all functions within the firm well
documented

Technology  Not measured

>
D > . .. ..

g E coordinate accreditation and trainings

[+

S g ) Involvement of top management in understanding cybersecurity
= i'g tactical strategies are in-line with corporate strategy

j=]

§ .5 8 Processes Prioritised funding allocation for cybersecurity

= =

83 Technology  Cybersecurity controls exists and is accessible to all level of the
o) employees

> People Firm’s security culture embodied by all level of employees

E

Q

a

8

el

>

O

conformance
maturity model

People Appointed taskforce to assess firm’s threat and vulnerability
exists

Processes The threat and vulnerability assessment policy exist and
reviewed and enhanced for relevancy

CSTMM grid

Technology = Patch management is automatically rolled-out according to
company policies

Source: Adopted from De Bruin and Von Solms (2016b)
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Table 4 Summary of highest ranked aspects in cyber prep
Area Aspect Pervasive agility Desired approach
Governance structure Intelligently evolving Proactive management
[
:é Internal integration Collaboration Cooperation,
S Mitigation philosophy Innovation leadership Risk awareness
8 Adaptability Adaptable alternatives Established alternatives
External coordination Collaboration Cooperation
Security posture Integrated mission Threat-informed scanning
assessment situational awareness and monitoring
2 Incident management Integrated defensive Incident management
2 operations
<
g Threat intelligence and Innovative Proactive
o analysis
Forensic analysis Innovative Proactive
Training and readiness Integrated readiness Informed readiness
- Architectural definition Extensive Data-centric
£
s %" Security engineering Integrated risk Compliance
3 3 orientation
Q
2 a Functionality Extended cyber resiliency Moderate cybersecurity
< g
é’ © Versatility Highly evolvable Tailorable, subject to
firm’s capacity
Source: Adopted from MITRE (2017)

6 Discussion

CSGMM had sub-category classifications of people, process and technology; with each
of the category has components broken down by each maturity level. The highest
maturity level on this model which was examined level 4. In synthesising, several
practices are prominent in order to achieve this level of maturity according to this model.

They are as follows:
1 cybersecurity should be a part of strategic decision

2 periodic review on cybersecurity strategy with top management must be held (e.g.,
BOD, senior managers)

3 ability of top management to understand technicalities; or for top management be
represented by technical savvy personnel in order to better steer the firm’s direction
towards cybersecurity culture

4  cybersecurity training and awareness to all employees must be provided to up skill
employees in order to execute planned strategy
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5 form a dedicated team to champion cyber defence strategy; a specialised focus in
imperative to drive the right strategy, focus and mindset

6  conduct periodic compliance audit to assess depth and breadth of coverage

7  system integration security and alert capability in the event of intrusions or anomaly
in processes

8 regular, and where possible, automated system patches
9 compliance with international and local with regulations.

Based on these practices to obtain the highest maturity level stated above, a classification
of the grouping based on the category and constituents is summarised. The corresponding
recommended practices and proposed owner from CSGMM synthesis is then provided in
Table 5. The recommended owner is defined based on the influence required for each
practice’s implementation, whether it is the BOD, SM, OM or IT personnel. For clarity
on constituent segregation, the summary is consolidated according to the CSGMM
category.

Cyber prep framework is quite comprehensive evaluation list. Its highest
preparedness stage is the pervasive agility; which imply the ability of the firm to maintain
operations on a continuing basis and adapts to current and future coordinated, successful
attacks, regardless of their origins. To achieve this level, the firm required to have a
highly agile, adaptive, and flexible structure that permeates all aspects of the organisation
(including planning, supply chains, collaboration, architecture, governance, and
resources) (MITRE, 2010).

Table 5 Recommended practices and owner from CSGMM synthesis

Category Constituents Recommended practice Recommended owner

People Capable Establish cybersecurity strategies that BOD, SM
are in line with business strategies

Capable Active involvement in periodic review BOD, SM
and update according to business
strategy and changes

Contingency  Form fully functioning and specialised SM
incident response team

Capacity Technical data interpretation for BOD, SM
boards review or board be represented
by technically savvy member for
sound decision making

Capacity Provide professional accreditation, SM, OM
cybersecurity education, training and
awareness to all employees and firm

Conformance Enforce legal and regulatory BOD, SM, OM
compliance requirements throughout
all structures of the organisation.
Implement audit measures.

Threat Security personnel performs threat SM, OM
and vulnerability scanning according
to the organisation’s policies

Source: Authors
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Table 5 Recommended practices and owner from CSGMM synthesis (continued)
Category Constituents Recommended practice Recommended owner
Process Capable Implement process and policies which OM

are aligned with the organisation’s
cybersecurity strategy

Contingency Ensure policies that drive incident SM, OM
response controls exist and are
constantly updated and maintained

Contingency Form CIRC BOD, SM

Contingency  Constantly audit CIRC effectiveness SM, OM
according to qualitative and
quantitative controls

Capacity Allocate budget for complete BOD, SM
cybersecurity education, training and
awareness
Conformance The cybersecurity strategy must be BOD, SM

identified and communicated as
component of critical infrastructure
for the firm

Threat Constant review and update to the SM, OM, IT
threat and vulnerability assessment
must be made as part of company
policy

Technology Capability The organisation’s cybersecurity IT, OM
controls — both hardware and software
— are properly configured and
maintained and are constantly
reviewed and upgraded as, if and
when needed

Contingency Ability for incidence response SM, OM, IT
controls automatically raise alerts
when suspicious activities have been
detected

Capacity Cybersecurity education, training and SM, OM
awareness controls do exist and can be
used by any staff

Threat Patch management is done oM
automatically according to company
policies

Common theme as the CSGMM was also noted in cyber prep; namely, making
cybersecurity as part of strategic planning with top management championing the effort,
training and awareness tailored to employees and systems integration with ability to
detect and alert any anomalies found. However, there was an emphasis on collaboration
between not only internal stakeholders, but also external stakeholders emphasised in
cyber prep which was not explicitly found in CSGMM. This external collaboration marks
a mature governance approach, and one that is significant, especially with the trends of
attacks in manufacturing industry were possible due to a third-party network
vulnerability. Similarly, collaboration with industry peers allow benchmarking possible
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and with adequate measures taken; provide assurance to customers that their privacy and
product integrity will be safeguarded. The summary of the recommended practices and
proposed owner from cyber prep framework synthesis is provided in Table 6.

Table 6 Recommended practices and owner from cyber prep synthesis

Recommended

Constituents Stages Recommended practice(s)
owner

Governance  Pervasive e  Setup governance team that is under the BOD, SM
agility purview of the top management and include
members from security personnel’s
(including physical security, personnel
security, business continuity, SCRM, ICT
architecture, business process engineering,
operations security, and cybersecurity) and
strategic planning.

e Establish provisions for collaboration with
cybersecurity counterparts in other
organisations in the organisation’s mission
or critical infrastructure sector, as well as in
peer, partner, supplier, and customer
organisations in support of a shared
threat/incident awareness preparation and
response.

Operations Pervasive e Establish cyber situational awareness team SM, OM
agility who manages the mission of the
cybersecurity posture. The team should
consist of cyber defenders, tool developers
and forensic analysts.

e Provide tailored training and awareness
material to all employees based on threat
intelligence updates.

e Cultivate internal and external collaborative
culture. Establish contingency plans and
joins business continuity plans to minimise
mission disruptions.

Architecture  Pervasive e Security architecture implemented is built-in OM, IT
and agility with alerts and data to track and measure
engineering resiliency; ability to detect anomalies and

trigger for review.

Source: Authors

To aid manufacturing firms implement robust measures to manage cybersecurity issues
effectively, a review on CSGMMs and frameworks has been undertaken. The synthesis
on these literatures enabled the following practical guidelines to be conceptualised and
provided as a recommendation to manufacturing firms:

1 Top management must be involved and drive the cybersecurity initiatives.

2 Participation from all managerial level and divisions are required to obtain
comprehensive mitigation plans and to avoid crucial technical details are not ‘lost in
translation’.

3 Sufficient budget allocations for the cybersecurity initiatives is needed depending on
the maturity level aspired.
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Regular cybersecurity risk assessment and compliance analyses should be conducted
to both internal and external stakeholders, especially third-party vendors.

Ensure business partner compliance with cybersecurity policy. Include penalty
clause for non-compliance as part of policy.

Form dedicated team to exclusively manage, protect and respond to anomalies in the
system.

Built-in systems with intelligence to alert on any intrusions.

Ensure all employees are trained and aware on cyber breach implications.
Non-compliance to process and policies should warrant penalty to demonstrate
graveness of violation.

Segregate sensitive data with publicly available data and control access accordingly.
Perform regular, and where possible, automated system patches.
Comply with regulations.

Regular, periodic review on cybersecurity strategy with top management.

Table 7 Cyber supply chain security practices

Domains Instrument items

Governance Managing cybersecurity issues

Cybersecurity plans
Government/ industry-initiated cybersecurity guidelines
Verify security guidelines

Adjusted cyber supply security structure to changing conditions.

Systems Coordinate security plan with major suppliers

integration

Jointly developed/implemented document retention policy on cyber supply
chain risk.

Provide frequent status updates on current or emerging cyber supply chain risks

Provide timely information to respond to contamination/security incidents.

Operations Has processes to prevent a contamination/security event

Has processes to detect a contamination/security event
Has processes in place to respond to a contamination/security event
Security audits

Audits the security procedures of contract manufacturers

Relational A close relationship with our supply chain partners

collaboration

Maintain a sustainable relationship
Share and exchange security information
Share accurate and timely security information with main partners.

Carefully selects low risk and high security business main partners.

Source: Authors
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Figure 2 An interconnected of cyber supply chain security practices (see online version
for colours)

Governance

Cyber supply
Systems chain security
integration practices
Relational

collaboration

Table 7 and Figure 2 show the instrument items that the firms need to consider practicing
the cyber supply chain security. This study defines cyber supply chain security practices
as the cyber control mechanism and management control systems on information
processing including capture, store, distribute the necessary information among the
supply chain networks which involve end to end integration on governance, systems
integration, operations and relational collaboration.

7 Conclusions

An effective cybersecurity measures require a combination of people, process and
technology to be in place. Rather than reactive approach, manufacturing firms must
proactively be prepared to detect, respond and recover from series of possible attacks.
According to Fernando and Chukai (2018), risk assessments have been proven to reduce
unnecessary operational activities and leads to better operational performance. The
review of the current CM? highlighted that, although many models exist, none are
specifically created to address security intrusions as a result of e-procurement per se.
Rather, they are on specific industry sub-sectors and are all at a high level. Even with the
extension of the CMM as a CSGMM,; in the same way, one of the drawbacks of the
CSGMM is that it does not offer explicit recommendation on practices that the firm
should adopt to achieve maturity at any given state of being; but rather it assesses the
‘as-is’ practices of the firm (Poppelbufl and Roglinger, 2011). As such, the maturity
model is applied reactively to derive and prioritise improvement measures.

This study addresses this gap by providing practical recommendations to
manufacturing firms to achieve highest level of maturity level in combating cybersecurity
issues. That said, security culture and employee psychology must be changed from the
inside out, and for that, cybersecurity must be treated as a business issue rather than a
technical issue. This shifts the accountability of ensuring cybersecurity be considered as
business objective, and adopted as strategic risk, to the top management. Driving the
culture of understanding that security problems cannot be solved with technology alone is
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a first step towards establishing a mature cyber prep level. Effective cybersecurity
measures require a combination of people, process and technology to be in place. Rather
than reactive approach, manufacturing firms must proactively be prepared to detect,
respond and recover from series of possible attacks.

8 Limitations and future research

While the study has contributed to the literature by providing actionable and practical
guidelines in order to increase the security posture of the manufacturing firm, there are
limitations to this study. Firstly, this study is conceptualised based on literature reviews,
thus empirical studies are needed to assess the extent of security maturity achieved by
implementing these recommended guidelines. Next, the scope of the analysis and
synthesis of this study is based on existing maturity model which has been found most
commonly used by scholars via systematic reviews. There are other maturity models not
considered in this study which may enrich the guidelines, thus is recommended for future
researchers to consider and expand upon. Finally, the context of this paper is limited to
manufacturing firm perspective, thus future research can assess the suitability of the
guidelines recommended to other industries. Echoing with the Jasmi and Fernando (2018)
finding, this study suggest that a firm should prepare a blueprint for a security
programme for long-term business survival.
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