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INTRODUCTION 

Adaptation of new technology such as blockchain raises many challenges that need to be ironed out before accepted 

by the commercial and industrial sectors. This paper has discussed energy consumption, blockchain technology adoption, 

ethical compliance, and areas that could improve its energy efficiency. Blockchain provides a secure environment where 

transaction content cannot be changed, and it is possible for nodes to anonymously engage in the application. It includes 

a distributed ledger, peer-to-peer connectivity, cryptography, and other reputable technologies. Thus, blockchain 

technology can be widely adopted in many fields, such as medical systems, financial, food, transportation, and the supply 

chain (Zhang & Lee, 2020). Technological capability is critical for the success of manufacturing firms (Fernando et al., 

2020a).  

 
 
 
 

 
 
 
 
 

   

Figure 1: Basic build of a blockchain 

 

Figure 1 shows the basic build of a blockchain system for energy efficiency. As the name implies, blockchain is a 

chain of blocks stringed together, with each block consisting of data on its previous and current identification. The block 

is an essential component of the technology as it records the energy activity/ consumption, distributes and authenticates 

transactions. As a combination of numbers/letters interconnects the chain, it is tamper-proof, and any changes to one of 

the blocks will render the entire chain void. Each transaction is encrypted and distributed to several (peer-to-peer) 

computers, which store the data locally. The users are not able to manipulate the data entry. It is the main element of 

ethical report compliance. 

The data stored in a block is checked using algorithms that add a unique hash to each block that serves as its identity. 

This hashtag is a series of numbers and letters generated based on information stored in the data block. If any transaction 

information is subsequently altered due to manipulation or transmission errors, the algorithm running on the altered block 

will no longer generate the correct hash and, therefore, record an error (Khatoon et al., 2019). This continuous verification 

process, also referred to as 'mining', is carried out by blockchain users paid for their services based on the computing 

power they contribute.  

The verification process ensures that all participants can contribute to the extension of the blockchain. Once a block 

is checked and implemented, there can be no subsequent changes to the block in question. It is one justification that 

ABSTRACT – Blockchain technology can disrupt almost every industry due to its ability to create 
a decentralized tamper-proof ledger network and carry out transactions without the need of a 
trusted third-party intermediary. One of the significant drawbacks of blockchain technology is the 
energy consumption surrounding its application. The problem has been discussed extensively, with 
proposals focusing on strengthening its consensus protocol and integrating renewable energy 
sources to minimize its carbon footprint. To boost blockchain's adaptability in all sectors, the 
technology itself needs to look for less energy-intensive alternatives to boost its ethical and 
industrial compliance. As the energy sector is currently undergoing a revamp from its age-long one-
way power network towards a decentralized grid system with distributed generation and storage. 
The adoption of blockchain technology must work hand in hand with the energy industry to make 
itself energy efficient and competitive in the long term. 
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blockchain can legally record direct peer-to-peer transactions between individuals or organizations without intermediary 

services (PricewaterhouseCoopers 2016). A blockchain agreement is that all nodes hold the exact copy of the distributed 

ledger, making it immutable. The rising demand for integrity practices in their supply chains can improve accurate carbon 

disclosure, report carbon verification, and others (Mohter & Fernando, 2020). 

This paper aims to conceptualize blockchain technology adoption to achieve energy efficiency with ethical 

compliance. Blockchain adoption has been covered in a different type of industrial and countries settings such as 

healthcare (Balasubramanian et al., 2021), online community (Zheng & Boh, 2021), operation and manufacturing  

(Lohmer & Lasch, 2020), food distribution (Bumblauskas et al., 2020), and halal supply chain (Fernando et al., 2020b,c). 

This paper has its uniqueness as the previous studies rarely discuss how blockchain technology adoption can assist in the 

energy report's ethical compliance. It is time to craft this paper as Malaysian manufacturing firms face pressure to report 

the carbon footprint (Fernando et al., 2021). In the Malaysian setting, Naina et al. (2019) and Shaharudin et al. (2020) 

argued that more initiatives are needed to strengthen environmental supply chain integrity reports. Besides that, the key 

personnel in manufacturing firms are expected to understand supply chain integration and supply chain responsiveness to 

handle operations issues (Fernando & Wulansari, 2020). 

 

LITERATURE REVIEW 
 

Every node can act as a host/server in this network and exchange data with other nodes to achieve agreement. In some 

instances, there may be malicious nodes, which could affect or destroy its chain integrity. An outstanding protocol should 

reduce the frequency of such events or avoid any impact on the result (Zhang & Lee, 2020). The protocol that the network 

has implemented must be appropriate for its blockchain system type. Blockchain is divided into three categories (Wu & 

Tran 2018) which are: 

 

i. Public blockchain: Enables any person to access information, provide sufficient confirmation of 

transactions and engage in consensus procedures. It implies that the nodes can be anonymous, producing a 

perfect decentralized network. Bitcoin and Ethereum are the most well-known public blockchain in the 

present application. 

ii. Consortium blockchain: Implements pre-set nodes to manage its consensus procedures. The blockchain 

may restrict access for the public, particular participants, or follow a hybrid access method, making the 

network "partial decentralized". Blockchain networks like Alliance and Hyperledger are examples of 

consortium blockchain. 

iii. Private blockchain: Operates so that one person controls the write access process; hence, access 

authorization is limited. This type of platform is widely used for the management and auditing of individual 

company's databases. In order to achieve consensus on a transaction, a trustworthy node is required. It will 

offer a safer option for firms preparing to adopt blockchain since it is managed by a trusted entity and is 

commonly shared with the authenticated database. Coin Science and Eris Industries are businesses that 

specialize in delivering enterprise blockchain services. 

Blockchain Energy Consumption Drawback 
 

As interest in blockchain-related technologies increases, there has been an upsurge in energy demand to support the 

technology. In the last five years, global power demand forecasts for blockchain-based technologies have ascended, from 

2500 to 7670 megawatts (Clark & Greenley, 2019). Future development of the technology will significantly impact energy 

demand and resulting in increased emissions of carbon dioxide. Blockchain and cryptocurrency experts at PwC have 

reported that the overall power demand for blockchain-based applications servers is 22 terawatt-hours (TWh) of energy 

usage annually (PwC, 2016). That is almost similar to the overall electricity consumption of a country such as Ireland. 

For instance, Google has a consumption of about 5.7 TWh of energy to power its global operations (Baraniuk, 2019). 

Another worrying problem is that miners raise their energy intake by five folds yearly, which has triggered a huge spike 

and shows no slowdown. 

 

Areas of Improvement  
As energy consumption issues continue to build a more cynical view worldwide, society has demanded more on 

blockchain technology. It is essential to look into making the technology attractive and ease its adoption commercially. 

Adequate consideration should be given to some of the areas below to make blockchain energy-efficient and sustainable 

(Truby, 2018). 

1. Implement less energy-intense protocol to reach consensus. 

2. Incorporate renewable energy sources to increase efficiency and reduce carbon emissions, thus creating a 

sustainable technology. 

3. Develop regulations and incentives to curb the use of inefficient hardware and energy resources.  
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Energy-efficient Algorithms 

A significant process in blockchain technology is determining which node generates the next block in the chain. This 

process is conducted using a validation process that reaches a consensus on the distributed ledger's content. Consensus-

based validation is achieved directly via a peer-to-peer network between individual parties. Useful nodes are financially 

compensated, which motivates them to continue validating and adding blocks to the network. 

Four key factors lead to blockchain energy consumption: Hardware processing capacity, network hash rate, 

complexity, and hardware thermal regulation. Implementing an energy-efficient mechanism is significant, as the 

consensus algorithm directly affects all four of these variables (Clark, & Greenley, 2019). Many consensus protocols can 

be implemented in the blockchain network and have their own set of characteristics. The most common ones are proof of 

work, proof of stake, and proof of authority.   

 

Proof of Work (PoW)  

The most widely used consensus mechanism in blockchain technology is PoW, which is based on a validator 

sometimes referred to as a miner. These miners are tasked with solving difficult cryptographic problems to have the right 

to expand another block in the chain. The miner is then paid in the form of a financial reward for the completed task. 

Ideally, this provides an ideal decentralized peer-to-peer network that enables anonymous authentication of transactions. 

The complexity and hash rate will increase accordingly as blockchain networks expand. The results in a rivalry between 

validators require high power computing resources to solve the increasingly complex algorithm (Monrat et al., 2019).  

The benefit of PoW is that it allows anybody with hardware to access the network.  It is partly a miner and protects the 

credibility of the blockchain.  

Although this choice of consensus protocol is widely utilized, its need for high computational resources and possible 

attacks by organizations with 51% hardware power constitutes a significant concern (Yaga et al., 2018). Blockchains such 

as Ethereum, Monero, and Bitcoin are examples of large permissionless or public platforms. When a network is extensive 

and decentralized, the PoW algorithm will be increased in difficulty, contributing to higher energy consumption and 

transaction slows down (Eurelectric Report, 2018). PoW's main critique is that massive amounts of natural resources are 

wasted, and hard to reach a consensus of solution (Andoni et al., 2019). For instance, the computing power needed to 

maintain blockchain technology such as Bitcoin consumes the same amount of energy as Switzerland's entire country. 

According to Cambridge Electricity Consumption Index (CBECI), Bitcoin cryptocurrency's annual consumption is 

around 60.45 TWh, which renders it the 41st most energy-consuming country if it ranks among other nations 

(Cuthbertson, 2019). These are massive figures of energy consumption for a technology in its growth stage and it is not 

sustainable in the near future.  

 

Proof of Stake (POS) 

The energy drain of the PoW mechanism, which is well documented, has steered towards proposals of other substitutes 

such as the Proof of Stake. The algorithm replaces hardware-related tasks with an arbitrary selection procedure, where 

the probability of selection is proportionally linked to a validator stake in the network. In other words, the likelihood of a 

user being allowed to create a block depends on how much has been put at stake by the user. This approach could lead to 

speedier blockchains transactions with less intense energy requirements and decrease the chances of an attack by nodes 

with majority hardware strength (Andoni, et al. 2019).  

With this model, there is no need to carry out resource-intensive computations requiring hardware, electricity, and 

time that was a prerequisite in the PoW protocol as this consensus model requires fewer resources than the traditional 

ones. Some blockchain networks may opt to forego the traditional block creation rewards towards a standardized fee 

system. The method blockchain networks implement validators' selection may vary with coin maturing, delegated 

systems, or round-based vote casting mechanisms. Whatever the strategy implemented, new blocks are more likely to be 

released by users with more stake in a network (Monrat et al., 2019).  

This consensus protocol's key benefit is that it needs much less computational resources than PoW but may potentially 

entail attacks by those with ample financial power (Yaga et al., 2018). Ethereum, one of the leading blockchain platforms 

for developers and firms, is contemplating moving from its present PoW protocol to the PoS algorithm. The move is 

predicted to cut the energy consumed per Ethereum transaction by as much as 99 percent (IEEE, Jan 2019).  

Proof of Authority (POA) 

For authorized consortium and private blockchain platforms with a high level of trust, PoA could be explored. In this 

consensus model, it is possible to have approved nodes in a platform operating as the elected authority, and these 

validators run software that allows transactions to be placed on the distributed ledger. Simultaneously, the protocol is 

computerized and does not require continuous monitoring by the elected authority. The PoA blockchain's integrity 

requires validators' hardware to be uncompromised and safe from any malicious acts. Authority nodes may lose credibility 

by behaving so that the blockchain network users disagree with, just as they can gain credibility by acting with integrity. 

The lower the credibility, the less likely a block would be published by the node (Monrat et al., 2019).  

As the PoA approach consists of elected nodes, the protocol is more centralized and prone to attack than other models 

but has the added benefit of faster transaction speeds. For example, Tobalaba Energy Web Foundation, which operated a 

PoA protocol network, acts as a validator for adapted blockchain applications. This firm operates as a validator for some 
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major energy companies such as Engie, Shell, Statoil, and Tepco. The average time required to validate a transaction by 

these networks runs in the range of three to four seconds, which is fast by blockchain standards (Eurelectric Report 2018).  

Renewable Energy  

With the rise in electricity demand to support blockchain technology, energy efficiency will play a key role in reducing 

the overall amount of power required to meet these demands. According to the Paris Agreement objectives, efficiency 

and renewables work hand in hand while playing a key role in decarbonizing the global energy system. In 2015, the 

Sustainable Development Goals (SDGs) provided a framework for global firms to accomplish a sustainable future with 

their energy resources. The goal includes the significantly rising share of renewable sources in the world energy mix and 

doubling energy efficiency rates (Gielen et al., 2019). As renewable energy provides higher output than traditional energy 

sources, increasing its energy mix penetration will improve overall energy efficiency. 

Traditionally, Malaysia has been dependent on conventional power generation, with oil being the primary energy 

source in the early 1980s. However, in 1981 the government adopted a four-fuel diversification program incorporating 

other nonrenewable sources of energy. Such policies seek to reduce oil reliance as the critical source for electricity 

generation and ensure future energy sustainability by utilizing other nonrenewable energy sources (Sharvini et al., 2018). 

This policy was followed in 2001 by the Five-Fuel Diversification Policy, with the introduction of renewable energy (RE) 

as the fifth fuel source, and it signaled the government's intention to use renewable energy (Tan et al., 2013).  

The Malaysian government recently announced a revision of the national RE target to a more ambitious 20 percent 

penetration rate by 2025. Around 50 percent of the target will come from solar and the rest from non-solar technologies. 

Solar is seen as the most convenient RE technology to deploy in Malaysia due to the abundance of sun irradiation and its 

lower capital requirement. The other non-solar technologies require substantial government support and capital to ensure 

project viability (Abdullah et al., 2019).  

Sustainable Energy Development Authority (SEDA) Malaysia has introduced several solar initiatives and programs 

to encourage Malaysia's renewable uptake (SEDA, 2020). Currently, there are three main solar energy programs offered 

in Malaysia by SEDA. These programs are the self-consumption (SeLCO), Net Energy Metering (NEM), and Large Scale 

Solar (LSS) plant scheme. The SeLCO and NEM programs are well suited for blockchain adaptation as it provides a 

decentralized and sustainable electricity source to meet the technology's daily energy demand. Figure 2 and Figure 3 show 

the SeLCO and NEM operations based on SEDA (2020) concept.   

 
 

            

       Figure 2: SeLCO operation                                    Figure 3: NEM operation 

 

Self-Consumption (SeLCO)  

In this mechanism, consumers must install a solar photovoltaic (P.V.) system for their use. Electricity exports to the 

grid are not permitted in the event of excess energy generation. It is the consumer and registered electrical contractor's 

responsibility to ensure no export to the grid of electricity generation.  

Net Energy Metering (NEM) 

The concept of NEM is similar to SeLCO, with the critical difference being the bi-directional meter, which replaces 

the traditional one-way metering system. This meter can track excess energy that is exported out from the prosumers' 

premises. The energy produced from the solar photovoltaic system must be first be consumed; only then any excess is 

allowed for export to other prosumers or the energy utility. The NEM system provides consumers with the same tariff for 

selling and buying electricity and is expected to draw more customers to install a solar rooftop system.  
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Besides initiatives by the government, technology has also been favorable for the sector. P.V. module prices have 

fallen aggressively, and its efficiency is continuously improving. Prices of inverters and interconnection pieces of 

equipment are also decreasing. It has contributed toward an overall reduction of system cost of constructing a P.V. system, 

and developers can now offer competitive energy rates. Improvements in technology, economies of scale and 

manufacturing experience, and supply chain efficiency allow solar panel manufacturers to decrease pricing.  

This rate is unparalleled by other competing renewable energy sources, making the technology highly attractive (Irena, 

2016). Solar energy can be viewed as one of the main drivers in implementing an efficient, decentralized, and robust 

energy system in Malaysia. These solar programs and the low capital cost could allow blockchain technology to utilize 

renewables to cater to its energy demand, reducing the carbon footprint. The SelCO and NEM program has the potential 

to improve the penetration of RE further. The scheme allows prosumers to exist in the energy system and carry out trading 

of green energy.  

Further incorporation of battery cells at the prosumer side could cater for the intermittent low sun irradiation periods, 

which could reduce reliance on conventional backup energy from the grid. Cryptosolartech, Spain's largest Bitcoin miner, 

has already led the charge towards renewable sources. The firm is constructing a 300 MW solar plant, which will make 

its future blockchain-based operations sustainable and reduce environmental impacts (CCN, 2020).  Figure 4 shows the 

mechanism of blockchain regulation and it will be discussed in the next section.  

 

 
Figure 4: The mechanism of blockchain regulation 

 

Regulating Blockchain Technology 

Energy Conservation Standards 

In order to sustain services, blockchain application relies heavily on physical machinery and its cooling equipment. 

Establishing minimum energy-saving requirements on blockchain-related hardware could be highly successful in 

increasing its systems' overall efficiency (Truby 2018). It could ease the selection task of distinguishing between efficient 

and inefficient blockchain machinery for infrastructure designers. Regarding energy conservation standards, data and I.T. 

centers in Switzerland have started to adopt efficiency standards, which are being fronted by its national data center 

efficiency association.  It awards data and I.T. centers, which achieve excellent efficiency and sustainability scores in its 

system design and day-to-day operation. These standards also include best practice guidelines based on energy source 

selection, heat regulation systems, and recycling capabilities. It will provide a guideline for infrastructure designers and 

operators to adhere to in the future (Judge, 2020). Due to blockchain application's similarities in their energy-intensive 
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operation to data centers, it may be beneficial to consider establishing or adopting such energy efficiency requirements 

for technology operators and designers of this technology (Clark & Greenley, 2019). It would support the decarbonization 

targets of the governments and the overall energy efficiency of blockchain technology. 

Financial Incentives   

Financial-based incentives on blockchain services dependent on traditional energy sources are another area that can 

be explored. Implementation of differentiated tax rates based upon the type of energy source relied on by a mining center 

to enable its operation could spur changes. The increase in cost structure could create an urge for these 'mining centers' 

to look into renewable to power up their day-to-day operation. The practice is similar to the taxing goods produced using 

renewable energy lower than a similar product that utilized hydrocarbons. Drawing similarities to data centers, the power 

consumption of operating and cooling in the industry is tipped to reach a staggering 73 billion kWh in 2020 (Truby 2018). 

For this reason, the data center industry operators are becoming more proactive in minimizing the environmental impact 

of their facilities. For example, the U.S. Environmental Protection Agency (EPA) introduced the Renewable Energy 

Production Incentive Program to provide financial incentives such as lower taxes for power generated using solar, wind, 

geothermal, and biomass resources. Major data center operators such as Equinix, Amazon, Google, and Microsoft have 

voiced strong commitment to renewable energy investment (Cloudscene, 2018). Implementing such initiatives for 

blockchain technology may ease the adaptation of energy-efficient resources to power its operations. 

Blockchain Energy Efficiency Challenges and Ethical Compliance  

Energy-efficiency improvements for blockchain is essential as it provides the technology with a sustainable future. 

As mentioned earlier, several areas can be made to ease the mass implementation of the technology. Addressing the 

challenges of its adaptation is essential, and governments and major industrial players need to play their part in making 

the technology sustainable. Although the PoS and PoA consensus protocol effectively reduces energy consumption levels 

and requires far less sophisticated equipment, they tend to create a more controlling and limited environment, which 

undermines the decentralized nature of the distributed ledger system design (Clark & Greenley, 2019). For instance, 

Eutherian has been looking to implement the PoS algorithm since 2014 and has been delaying its move ever since 

technical problems. The designers of such a consensus algorithm mainly face the following challenges: nothing at stake, 

long-range attack, and cartel formation within a platform (Mrcy, 2019). PoW is the most used consensus algorithm 

currently, and the move toward the PoS or PoA consensus mechanism will require more time before being truly ready for 

the masses.   

The rate of renewables penetration and energy sector de-regularization, especially in Malaysia, is still a work in 

progress. In 2019, the Malaysia Electricity Supply Industry 2.0 (MESI 2.0) was launched; the 10-year plan's primary 

focus will be on liberalization across the energy industry. It will range from energy sources, grid operation, distribution 

of electricity as well as creation of an open energy retail market. Besides that, it will also encourage and assist the 

penetration of renewable energy into the countries energy mix (Gomez, 2018). Talks of utility sector reformation have 

been ongoing for a long time. The Malaysian government had proposed the introduction of an open and transparent 

electricity market by 2005. The plans were halted as certain countries experienced power failure incidents due to their 

energy sector (Aziz, 2019). The newly launched MESI 2.0 will hopefully be a springboard for RE penetration in Malaysia 

and provide a sustainable energy source for blockchain technology's growing demand.  

Energy efficiency and ethical compliance are two main challenges that drive the industry to adopt blockchain 

technology. It can record the activity of energy consumption along in the supply chain and the authenticity of the report. 

The government can gain access to industrial data and reduce the dependency on nonrenewable energy sources. 

Although the implementation of tax relives, incentives and technical standards will spur energy efficiency in the 

technology, the approach and exposure level of individual governments towards blockchain adoption varies widely across 

the world. For instance, the Chinese government has been intensely interested in blockchain and has adopted technology 

policies as part of its 5-year plan. Blockchain is now being extensively tested under its administrations, and tax relives 

and financial benefits are in the pipeline to accelerate technology adaptation (MiGHT, 2019).  

The Malaysian government has also recognized that there are many potentials that blockchain represents across 

different industries and does not intend to fall behind. Although task forces are currently in their infancy stage, they will 

continue to discuss policies and implement what is needed for the technology (Adilla, 2018). Malaysia needs to leap 

forward in its efforts to be a key player in the selected areas, with the government's role critical in regulatory and policy 

aspects of industrial development and opening up market access for firms. 

CONCLUSION 

Blockchain, which initially served as the framework for cryptocurrency, is slowly making waves in many industries. 

The potential of blockchain is not something that can be overlooked, and the technology is well suited to become an 

enabler of the ongoing fourth industrial revolution. The increasing support and acceptance of governments, industry 

players, technical experts, and application providers is a positive sign of the technology. The growing energy demand to 

support blockchain applications is another indicator of its growth and importance globally. Industries are now moving 

towards sustainability, and blockchain's non-sustainable energy consumption may grow into a large stumbling block for 

its wide adaptation.  

Generally, the discussions on the technology drawback have been centered on energy consumption and have created 

a low reputation. Some of the areas of improvement mentioned in this paper, such as its consensus protocol, energy 
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sources, technical standards, financial incentives, and policies need to be further researched and addressed to provide 

genuine operational sustainability for the technology. Improvements in these areas will clear up the negative perception 

regarding its application and provide a good need boost for mass adaptation of the technology in the near future. It is 

essential to investigate the nexus of blockchain technology adoption, energy efficiency, and ethical compliance on energy 

reports and sustainability.   
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