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With the rapid development of multimedia technology, editing and manipulating digital images have
become more accessible than ever. This paper proposed color image authentication based on blind fragile
image watermarking for tamper detection and self-recovery named AuSR1. The AuSR1 divides each chan-
nel of the cover image into non-overlapping blocks with the size of 2 � 2 pixels. The authentication data
is embedded into the original block location, while the recovery data is embedded into the distant loca-
tion from the original location based on the block mapping algorithm. The watermark data is then
embedded into the 2 LSB to achieve high quality of the recovered image under tampering attacks. In addi-
tion, the permutation algorithm is applied to ensure the security of the watermark data. The AuSR1 uti-
lizes a three-layer authentication algorithm to achieve a high detection rate. The experimental results
show that the scheme produced a PSNR value of 45.57 dB and an SSIM value of 0.9972 of the water-
marked images. Furthermore, the AuSR1 detected the tampered area of the images with a high precision
value of 0.9943. In addition, the recovered image achieved a PSNR value of 27.64 dB and an SSIM value of
0.9339 on a 50% tampering rate.
� 2022 The Author(s). Published by Elsevier B.V. on behalf of King Saud University. This is an open access

article under the CC BY-NC-ND license (http://creativecommons.org/licenses/by-nc-nd/4.0/).
1. Introduction

Nowadays, the transmission of multimedia data has grown due
to the development of internet technology. Multimedia data such
as images are easily distributed over internet technology. Digital
images may be vulnerable by unauthorized persons to modify or
edit the data during transmission (Ray and Roy, 2020). Unautho-
rized persons can utilize image-editing software to tamper and
alter the original image. For medical images, if any change or the
small amount of modification on the medical images could affect
the judgment of the medical doctor (Hemida et al., 2019). In
another case, modifying image information for the crime evidence
may lead to false judgment in court. Therefore, image authentica-
tion is required to ensure the authenticity and integrity of the
images. Researchers have proposed various authentication
schemes to address this issue (Hemida et al., 2019; Belferdi et al.,
2019; Hong et al., 2021; Huang et al., 2019; Su et al., 2021; Jafari
Barani et al., 2019; Gul and Ozturk, 2019; Gul and Ozturk, 2021;
Gul and Ozturk, 2020; Prasad and Pal, 2020). The authentication
schemes work by detecting and localizing the tampered area of
the images. The image authentication itself was classified into
active and passive authentication, which differs by preliminary
data on active authentication. Passive authentication relied on
tamper detection on the image’s features and properties (Jafari
Barani et al., 2019). A scheme may work on certain types of attacks
while it did not work on other types. In contrast, active authentica-
tion will work on all types of attacks as long as the scheme was
adequately designed. Active authentication was further classified
into two categories which are based on the hash function and dig-
ital watermarking techniques (Ouyang et al., 2020). On one hand,
active authentication based on the hash function takes the image
input to produce a hash value for authentication purposes. The
hash value itself is then stored in a secure database, which is
agreed upon by the sender and the recipient. The image data is
then sent to the recipient using a public communication channel
with a possible attack. On the other hand, active authentication
based on digital image watermarking techniques works by
shifting
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embedding the authentication data into the image itself instead of
the database.

The digital image watermarking was classified into three
groups: robust, semi-fragile and fragile watermarking. Robust
image watermarking is primarily used for copyright protection,
which relies on the integrity of the watermark logo. The watermark
itself should survive under various attacks applied to the images,
such as compression, filtering, cropping, rotation, etc. (Zhang and
Wei, 2019; Kumar and Singh, 2021; Kang et al., 2020). Semi-
fragile and fragile watermarking schemes can be easily destroyed
so that the algorithm could locate the tampered area of the images.
Semi-fragile and fragile watermarking were best suited for image
authentication. Based on the ability, fragile watermarking can be
classified into two categories (Hemida et al., 2019). The first cate-
gory is the watermarking scheme which has the ability to authen-
ticate and identify the tampered region or tampered location in the
images. The second category is the watermarking scheme which
has the ability to perform authentication and self-recovery. The
watermarking process divides the cover image into non-
overlapping blocks. Small block size on the non-overlapping blocks
achieves high precision and accuracy in the tamper detection. If a
pixel of each image block has been modified by attackers, then
the remaining untampered pixels are marked as tampered, these
pixels are considered as false positive detection. A small block
image provides less false positive detection than a large image
block. The false positive detection contributes to reduce the preci-
sion and accuracy of the tamper detection. In addition, a large
block size also can provide pixelated effects on the recovered
image. Therefore, most of fragile watermarking schemes used a
small block size for image authentication and self-recovery.

The digital image watermarking embeds watermark data into
the digital image, it can be performed in the spatial and frequency
domains. In the spatial domain, the watermark data is embedded
into the least significant bit (LSB) of the images. Embedding water-
mark into LSB performs less computation than frequency domain.
In addition, embedding the watermark into LSB achieves high
imperceptibility, the human eye cannot distinguish a modification
in the LSB. For instance, the embedding watermark into LSB pro-
duced watermarked images with an average PSNR value of
51 dB. In comparison, an embedding watermark into two LSB pro-
duced 44 dB (Dadkhah et al., 2014; Fan and Wang, 2018; Tai and
Liao, 2018; Molina-Garcia et al., 2020), while three LSB produced
37 dB (Tong et al., 2013; Singh and Singh, 2016). Even though
embedding watermark in one LSB provides the high imperceptibil-
ity, it can only store a small amount of watermark data. For
instance, embedding watermark into one LSB in a block size of
2 � 2 pixels can store four bits. Typically, the recovery data require
eight bits to represent the average value of each block image. The
two LSB in a block size of 2 � 2 pixels can provide eight bits for
embedding watermark data, which consists of two authentication
bits and six recovery bits. Therefore, embedding watermark into
two LSB can provide self-recovery and high accuracy of tamper
detection. In the frequency domain, the cover image is transformed
into the frequency coefficient by using transform domains such as
DCT, DWT, IWT, and SVD (Cox et al., 1997; Ouahabi, 2012; Hsu and
Wu, 1998; Wang et al., 2002; Zermi et al., 2021; Soni et al., 2020;
Hsu and Wu, 1999). Embedding the watermark data into the trans-
form domain will preserve the watermark data under various
attacks applied to the image. However, it has a limited capacity
than embedding watermark in the spatial domain. The tamper
localization accuracy is needed to find the tampered area for recov-
ering the image.

The watermark data consists of authentication and recovery
data. The authentication data is utilized to detect any modification
on the image and the recovery data is used to recover the altered
object in the image. The recovery data of each block is embedded
2

into the different block location based on block map. Thus, if a
block is altered, then it will be replaced by using the recovery data.
The recovery data may also be tampered by the attacker which
called as tampered coincidence. This problem can be solved by
using the image inpainting techniques (Molina-Garcia et al.,
2020). The image inpainting techniques have been widely used
to recover the corrupted paintings or photography and removal
of undesirable objects (Qureshi et al., 2017). The image inpainting
technique aims to fill in the corrupted images with realistic con-
tents (Wang et al., 2021). The image inpainting techniques are
commonly derived from geometric partial differential equations
(PDEs), texture synthesis, deep generative model-based approach
(Yu et al., 2018) and coherence among neighboring pixels
(Bugeau et al., 2010). Image inpainting based on deep learning
technique has some advantages of learning information from a
large amount of data (Ouahabi and Taleb-Ahmed, 2021;
Mimouna, 2020; Quan et al., May 2021). This technique is also
widely used for image denoising (Ouahabi, 2013), image registra-
tion (Pluim and Fitzpatrick, 2003), ultrasound imaging (Ouahabi
and Taleb-Ahmed, 2021), and object recognition (Khaldi et al.,
2021; Adjabi et al., Jan. 2021; El Morabit et al., 2021; Adjabi
et al., 2020).

This paper proposed a new image inpainting technique in frag-
ile image watermarking. The proposed blind fragile image water-
marking scheme has the ability to detect tamper location and
recover self-image content. The proposed Authentication and
Self-Recovery (AuSR1) scheme divides each channel of the cover
image into non-overlapping blocks with the size of 2 � 2 pixels.
The utilization of the small block size is to achieve precise tamper
detection and better recovery. The watermark data obtained from
the cover image consist of authentication data and recovery data.
The authentication data is embedded into the original block loca-
tion, while the recovery data is embedded into the different loca-
tions by considering the block mapping algorithm. In addition,
the block mapping is generated by using the LSB permutation algo-
rithmwith a secret key. The watermark data is then embedded into
the 2 LSB to achieve high quality of the recovered image under var-
ious tampering attacks. In the tamper detection stage, the AuSR1
utilizes a three-layer authentication algorithm to achieve an opti-
mal detection rate. The first layer identifies the tampered region
by comparing extracted two authentication bits from the tampered
image. The second layer authentication implements a convolu-
tional tamper detection algorithm. The third layer authentication
examines the result of second layer authentication with the num-
ber of RGB channels. Finally, the tampered image is recovered
using the recovery algorithms. The AuSR1 scheme solves the tam-
per coincidence problem using the proposed image inpainting
algorithm.

The rest of this paper is organized as follows. Section 2 presents
state-of-the-art methods. Section 3 describes the proposed AuSR1
scheme, tamper detection, inpainting scheme, and recovery which
are discussed in sub-sections. Section 4 presents the experimental
results of the proposed AuSR1 scheme and the performance com-
parison with the state-of-the-art techniques. Finally, Section 5 con-
cludes the proposed AuSR1.
2. Related works

Tong et al. (Tong et al., 2013) proposed a fragile watermarking
scheme by utilizing a chaotic map permutation for the embedding
process. This map ensures the random location of the recovery bits
with the predetermined control parameters. The scheme embed-
ded 12 bits into 3 LSB of 2 � 2 non-overlapping blocks. The scheme
produced an average PSNR value of 40 dB of the watermarked
image. However, the scheme did not address the issue of tamper
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coincidence. As a result, the recovered image did contain the trace
of the tampered image due to the tamper coincidence. The average
PSNR value of the recovered image was about 31 dB.

Dadkhah et al. (Dadkhah et al., 2014) proposed an active water-
marking scheme based on Singular Value Decomposition (SVD) for
tamper detection. The SVD provided a compact and sensitive
detection to any content modification applied to the image. The
authentication bits are embedded into non-overlapping blocks of
4 � 4 pixels. At the same time, the recovery bits are embedded into
sub-blocks of 2 � 2 pixels based on the average value of those four
pixels. The scheme utilized pseudorandom code for block mapping.
The block mapping itself considers predetermined conditions to
ensure the most distance location for mapping blocks. The condi-
tions were selected based on the primary location of the original
block. Thus, the located block on the upper part of the image will
be mapped to the located block on the lower part and vice versa.
The conditions also prevented any blocks from being mapped
twice in pairs to prevent the tamper coincidence. However, when
the large tamper occurred in the image area, the tamper coinci-
dence problem was inevitable. The results show that the recovered
image had a tamper coincidence issue when the watermarked
image has tampered with a high tampering rate.

Singh et al. (Singh and Singh, 2016) proposed a self-embedding
fragile watermarking scheme based on Discrete Cosine Transform
(DCT). The scheme divided the image into non-overlapping blocks
of 2 � 2 pixels. The DCT was utilized to compute ten recovery bits
of each block by considering the first and the second largest quan-
tization matrix value. The scheme embedded ten recovery bits and
two authentication bits into 3 LSB of each block. The mapping
block utilized a random number for a one-to-one mapping
sequence. Unlike the scheme proposed by Dadkhah et al.
(Dadkhah et al., 2014), Singh et al. (Singh and Singh, 2016) did
not consider the distance of the mapped block to the original block
location. The scheme has a high probability of tamper coincidence
problem. In addition, the embedding watermark in the 3 LSB pro-
duced low image quality with an average PSNR value of about
37 dB.

Fan et al. (Fan and Wang, 2018) proposed a fragile watermark-
ing scheme based on Set Partitioning in Hierarchical Tree (SPIHT).
The cover image is divided into four non-overlapping blocks. Each
block was then divided into non-overlapping sub-blocks of 2 � 2
pixels. Furthermore, each sub-block was compressed based on
the SPIHT algorithm with the compression rate of 0.75 bpp (bit
per pixel) for recovery bit’s information. The recovery bits them-
selves were embedded into the adjacent block on the available four
blocks. If one of the blocks is tampered with, the adjacent block
recovered the tampered area of the image. Furthermore, the
scheme also included 0.75 bpp parity bits and 0.5 bpp check bits
for authentication purposes. In total, the watermark data 2.0 bpp
was embedded into 2 LSB in the cover image. The scheme pro-
duced a watermarked image quality with an average PSNR value
of 44 dB. However, when the tampering area is larger than a single
block of the image, it may cause the tamper coincidence problem.
Thus, the scheme has the potential to be improved especially in
order to solve the tamper coincidence problem.

Tai et al. (Tai and Liao, 2018) proposed a fragile watermarking
scheme that supports self-embedding and self-recovery. The
scheme used a chaotic map to randomize the recovery bit location.
First, the image is divided into non-overlapping blocks of 4 � 4 pix-
els. Each block was embedded with 32-bits data, it consists of 4-
bits authentication data and 28-bits recovery data. The watermark
recovery was performed by using Integer Haar Wavelet. Further-
more, the scheme employed hierarchical tamper detection to
achieve a high detection rate from tampering attacks. The scheme
has three-layer detection algorithms. However, the scheme failed
to achieve a 100% detection rate. The use of a 4 � 4 block size could
3

lead to achieve a high false-positive rate. In tamper recovery, the
scheme has implemented self-recovery with inpainting support.
However, the inpainting algorithm only considers eight neighbor-
ing blocks that may not be available in large tampering areas due
to the tamper coincidence problem.

Molina-Garcia et al. (Molina-Garcia et al., 2020) proposed frag-
ile watermarking that supports image inpainting for self-recovery.
The recovery data was generated from the luminance component
of the cover image using a halftoning technique based on the error
diffusion method which corresponds to 1.75 bpp. The authentica-
tion data was generated based on the non-overlapped blocks of
4 � 4 pixels. Each block provided 4-bits authentication data, which
correspond to 0.25 bpp. The total of embedded watermark data
into the 2 LSB is about 2 bpp. The scheme produced a watermarked
image with an average PNSR value of 44.63 dB. The scheme used a
hierarchical tamper detection algorithm to authenticate the tam-
pered image. This process has the potential to produce up to a
100% detection rate. However, the block size of 4 � 4 pixels may
lead to a high false-positive rate for generating the authentication
data. If one of those 4 � 4 pixels has been tampered with, the
whole block was treated as tampered. Furthermore, the scheme
has implemented an image inpainting algorithm to solve the tam-
per coincidence problem. However, when the tamper has occurred
in the large regions, the scheme struggles to interpolate the tamper
coincidence. The ineffectiveness of the scheme is the search area
only on the neighboring pixels. The scheme showed a PSNR value
of about 19.20 dB for the recovered image under 80% tampering
rate. Furthermore, the image inpainting algorithm left some arti-
facts on the recovered image, leading to a low SSIM value on a high
tampering rate.

Sreenivas et al. (Sreenivas and Kamakshi Prasad, 2016) pro-
posed an improved self-recovery approach based on the block
encoding method. The scheme divides the cover image into non-
overlapping blocks of 2 � 2 pixels. The authentications bit was
generated using the chaotic maps, while the recovery bits were
generated using block encoding with seven distinct schemes. The
recovery bit was then embedded into a random block based on
the chaotic maps. This technique presented a great performance
in tamper detection. However, the quality of the recovered image
still can be further improved. Cao et al. (Cao et al., Jan. 2017) pro-
posed a self-embedding watermarking scheme with hierarchical
recovery. The recovery bits are generated based on the selected
embedding parameters, while the authentication bits are gener-
ated by using a hash function from the recovery bits. The water-
mark data is then permuted with a secret key to provide
additional security. In the embedding process, the MSB of each
pixel is kept unchanged, while the LSB is replaced with the water-
mark data. The scheme performed embedding watermark with
various block sizes between 3 and 7, the scheme produced PSNR
value of the watermarked image between 25.81 dB and 51.4 dB.
The scheme has a good tamper detection due to the used of hash
function for authentication bits. Haghighi et al. (Bolourian
Haghighi et al., 2018) presented a dual watermarking scheme
using the lifting wavelet transform and the half toning technique
to generate the recovery bits. The cover image itself was divided
into non-overlapping blocks of 2 � 2 pixels. The authentication bits
were obtained from the image digest. The watermark data was
embedded into the cover image using the LSB rounding technique.
Arnold Cat Map is used to determine the mapping blocks and to
provide additional security. The scheme is able to authenticate
and recover tampered images with large tampered regions. Qin
et al. (Qin et al., 2016) presented an self-embedding based on
reference-data interleaving and adaptive selection of embedding.
The scheme utilized two types of embedding modes: overlapping
and non-overlapping embedding. The scheme also implemented
adaptive flexible number of MSB and LSB layers. MSB bits are
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interleaved to generate reference bits, then are embedded into the
LSB. However, the scheme has not been tested against a large tam-
pering rate. The scheme has not investigated the tamper coinci-
dence occurred on the large tampering rate.

It can be summarized that the existing watermark schemes for
authentication and self-recovery still have not achieved a satisfac-
tory level in terms of watermarked image quality, the precision of
the tamper detection, and the quality of self-recovery under vari-
ous altered image. The existing watermarking scheme achieved
average PSNR value of about 44 dB for the watermarked image
quality. The existing schemes still have high amount of tampered
coincidence in the recovery process. A large number of tamper
coincidences in the recovery process may decrease the quality of
the recovered image. The existing schemes also have an adequate
amount of false-negative detection to determine the tampered
region. It can significantly contribute to the precision of the tamper
detection. The proposed AuSR1 scheme has several contributions
in image authentication and self-recovery. The main contribution
of the proposed AuSR1 can be summarized as follows:

1. The proposed AuSR1 utilizes LSB shifting algorithm that can
decrease the pixel intensity variation between the cover and
watermarked images. The AuSR1 scheme improves 2% of the
watermarked imperceptibility compared to the existing
schemes.

2. The proposed AuSR1 scheme implements three-layers authenti-
cation. The first layer can achieve recall value of 0.75. The sec-
ond layer further improves the recall value up to 0.99. Finally,
the third layer authentication complements the tamper detec-
tion scheme in the RGB channels to achieve recall value equal
to 1. The AuSR1 improves the precision by 3.8% compared to
the existing methods towards regular attack.

3. The proposed AuSR1 employs a new image inpainting tech-
nique to solve the tamper coincidence problem. The AuSR1
searches the non-tamper coincidence pixel in a spiral outward
direction until it has sufficient information to interpolate the
tamper coincidence block. This technique improves 5.3% of
the recovered image quality compared to the existing schemes.

3. Proposed method

The AuSR1 is divided into four stages: watermark embedding
stages, pre-detection and pre-recovery stages, tamper detection
stages, and tamper recovery stages as shown in Fig. 1.
Fig. 1. The proposed
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The watermark embedding process consists of three sub-stages
denotes in blue: block map generation, watermark generation, and
watermark embedding. The AuSR1 divides the cover image into
non-overlapping blocks of 2 � 2 pixels. The width and height of
the cover image should be multiple of two. The last pixel of non-
coverage blocks should not be performed with the embedding
the watermark. The scheme embeds the watermark only in the
covered block of 2 � 2 pixels. The watermarked image may
undergo possible attacks during the delivery in the communication
channel. Once the recipient receives the watermarked image, the
image will be fed into the pre-detection and pre-recovery stage
denotes in yellow. Essentially this stage will produce matrices that
are required for tamper detection and tamper recovery. This stage
consists of block map generation and watermark extraction. The
block map itself must be identical to the block map in the embed-
ding stage. Therefore, the same key is utilized to generate a block
map in both stages. In the watermark extraction process, it will
extract two watermark data. The first watermark data is generated
from 6 MSB and the second watermark data is extracted from 2
LSB.

The tamper detection stages consist of a three-layer authentica-
tion algorithm to achieve an optimal detection rate denotes in pur-
ple. The first layer identifies the tampered region by comparing
two authentication matrices from previous watermark extraction.
The second layer authentication implements a novel convolutional
tamper detection algorithm. The third layer examines the result of
second layer authentication with the number of RGB channels. The
output of this stage is the tamper detection data which can be used
for tamper recovery. The tamper recovery stage which is denoted
in green color, it consists of three sub-stages: tamper coincidence
localization, proposed watermark inpainting, and tamper recovery
stages. The tamper coincidence localization generates a map that
shows the location of tamper coincidence on the image. The water-
mark inpainting stage will solve the tamper coincidence problem,
the detailed explanation is given in the watermark inpainting sub-
section. After all tamper coincidences are fixed, the tamper recov-
ery stage will recover the image information.
3.1. Block map generation

Block map is an integral part of the image authentication algo-
rithm that supports tamper recovery. The block map is mainly used
for mapping the recovery bits of each block to another location
within the image based on the predefined location on the block
AuSR1 scheme.
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map. In addition, this scheme also utilizes the block map informa-
tion as a key for various steps within the watermark embedding
unit and the watermark extraction unit. The block map generation
unit comprises four steps:

Step 1: Divide each channel of the cover image into a non-
overlapping block of 2 � 2 pixels.

Step 2: Create the key based on the maximum prime number
with the following equation:

keyR ¼ max prime K � 1ð Þð Þ
keyG ¼ max prime K � 2ð Þð Þ
keyB ¼ max prime K � 3ð Þð Þ

ð1Þ

where keyR; keyG; keyB represent the key for each RGB channel, K
represents the number of blocks for each channel, M, N denotes
the width and height of the image.

Step 3: Arrange the index of i-th blocks of the cover image into a
vector mapxðiÞ ¼ f1;2; � � � ;Kg. Each block index is started from 1 up
to the number of blocks K.

Step 4: Permute the vector based on the chaotic map with the
following equation:

mappðiÞ ¼ permuteðkey;mapxðiÞÞ ð2Þ
where mapp represents the permuted block map, key represents the
key for each channel.

The scheme produces three-block maps (mappðiÞÞ which corre-
sponds to each RGB channel. The block map mappconsists of the
block index and mapped recovery location. The index refers to
the location of the image block, and the value refers to the location
for embedding the recovery bits.
Fig. 2. The AuSR1 watermar

5

3.2. Watermark generation

The watermark generation is a process to generate the water-
mark from the cover image. This watermark consists of the authen-
tication bits and the recovery bits. The authentication bit is used
for detecting the tampered area, while the recovery bits are used
for recovering tampered area. The watermark generation com-
prises five steps:

Step 1: Divide each channel of the cover image into non-
overlapping blocks of 2 � 2 pixels. The small block size ensures
precise tamper detection. Conversely, a larger block size will
increase the false positive value in tamper detection.

Step 2: Calculate an average value of the selected image block.
Six MSB of the average value is stored as the recovery bits ri of
the selected block.

Step 3: Retrieve the mapped recovery location of the selected
block from the block map and convert the location into binary val-
ues as defined by:

mapbin ¼ dec2binðmappÞ ð3Þ

where i is the index of i-th blocks of the cover image and mapp rep-
resents the mapped recovery location.

Step 4: Calculate two authentication bits a1 and a2 as defined
by:

b ¼ dec2binð mod ðm;4ÞÞ ð4Þ

wherem represents the bit number with the value of ‘10 frommapbin

and six MSB of each pixel, a1 is the first LSB of b and a2 is the second
LSB of b.
k embedding diagram.



Fig. 3. The anatomy of each block of the image.

A. Aminuddin and F. Ernawan Journal of King Saud University – Computer and Information Sciences xxx (xxxx) xxx
Step 5: Repeat Step 2 to Step 4 for all image blocks to obtain
authentication data and the recovery data.

The watermark data w consists of two authentication bits a1; a2

and six recovery bits r1; r2; r3; r4; r5; r6 for each selected block. The
watermark data will be embedded into the two LSB of the cover
image.
3.3. Watermark embedding

Each channel of the image is divided into non-overlapping
blocks with the size of 2 � 2 pixels. These blocks are then feed into
three stages: block map generation, watermark generation, and
watermark embedding. A block map is generated to store the
recovery bit information of a particular block into another block
location of the image. Aside from that, the block map can also be
utilized as the embedding key on a specific block location. The next
step is to generate the watermark to be embedded. The watermark
embedding diagram is visualized in Fig. 2.

The authentication data will be embedded into its block loca-
tion, while the recovery data will be embedded into another loca-
tion. Each image block has four pixels as illustrated in Fig. 3. Each
pixel is represented in 8-bits information. The first six bits (6 MSB)
are utilized to compute the authentication and recovery while the
last two bits (2 LSB) are used for the embedding location.

The authentication bits are obtained from the parity of six MSB
on each pixel and 32 bits value of the embedding key. The recovery
data is obtained from 6 MSB of the average value of each block. In
order to provide additional security, the watermark data are per-
muted before embedding the watermark. The watermark data will
be obfuscated to the attacker. There are eight bits of watermark
data to be embedded into the two LSB for each block of 2 � 2 pix-
els. The scheme implements an LSB shifting algorithm to reduce
the possibility of variance pixels of the watermarked image against
the original pixel. LSB shifting algorithm can maintain the quality
of the watermarked image. Finally, the watermark data is embed-
ded into two LSB as visualized in Fig. 3.

This section explains the embedding process of the authentica-
tion data and recovery data into the cover image. The authentica-
tion bits will be embedded into the block location of the cover
image, while the recovery bits will be embedded into the
Fig. 4. Watermark emb
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corresponding block location based on the block map. The water-
mark embedding procedures comprises into six steps:

Step 1: Divide each channel of the cover image into non-
overlapping blocks of 2 � 2 pixels.

Step 2: Retrieve the authentication bits of the selected block a1

and a2.
Step 3: Retrieve the recovery bits r1; r2; r3; r4; r5; r6 of another

block based on the block map.
Step 4: Retrieve the mapped recovery location mappfrom the

block map. Scramble the rs value based on the following equation:

rs ¼ r � bitget mapp;6
� � ð5Þ

where r represents six recovery bits, mapp is the mapped recovery
location as a key, rs denotes the scrambled recovery bits.

Step 5: Merge the authentication bits a1; a2 and the scrambled
recovery bits rs and it is saved as w. Permute the watermark data
w using mappr as a key. This permutation will protect the water-
mark data from any intentional attack that focus on authentication
bits. The authentication bit location becomes difficult to be
detected by an unauthorized person.

Step 6: Embed the watermark w based on the permuted loca-
tions into the two LSB of the selected block as shown in Fig. 4.

The embedding watermark is performed by implementing LSB
shifting algorithm as defined in Algorithm 1. The LSB shifting is
applied to maintain the quality of the watermarked image. The
algorithm works by reducing the probability pixel value obtain
after embedding watermark data. The watermarked image pixel
will be closer to the original cover image pixel.

Algorithm 1: LSB shifting algorithm
Input: p; w
ed
1

ding locations.
for i = 1 to 4

2
 pw(i) = p(i)

3
 wd(i) = bin2dec(w(i))

4
 j = 0

5
 Sign = 1

6
 while (bitand (p(i) + j, 3) � = wd(i))

7
 if (Sign == 1)

8
 j = abs(j) + 1

9
 else

10
 j = abs(j) �1

11
 end if

12
 Temp = p(i) + j

13
 if (0 <= Temp && Temp <= 255)

14
 pw(i) = Temp

15
 end if

16
 Sign = � Sign

17
 end while

18
 end for

Output: pw



Fig. 5. The AuSR1 watermark extraction diagram.
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For example, the original pixel has the binary form of 01,000,100
and the watermark bits have the binary form of 11. Traditionally,
if the watermark embedding method replaces two LSB of the origi-
nal pixel with the watermark data, the watermarked pixels become
01,000,111 in the binary form. The proposed LSB shifting algorithm
can perform better than the traditional method. The LSB shifting
can obtain the watermarked pixels of 01,000,011 in the binary form.
The watermarked pixels obtained from LSB shifting are closer to the
original pixel. This technique will also alter the sixth MSB of the
original pixel. Thus, the sixth MSB does not consider bit authentica-
tion. The proposed embedding watermark scheme can maintain the
watermarked image quality. In addition, the proposed scheme can
detect tamper localization and recover the tampered image under
various attacks in the communication channel.
3.4. Watermark extraction

Tamper detection and tamper recovery require three essential
data: the block map, the extracted watermark from six MSB of
the tampered image, and the extracted watermark from two LSB
of the tampered image. The block diagram of the block map gener-
ation and the watermark extraction is visualized in Fig. 5.

The block map has an important role in the watermark embed-
ding process. The block map is used to determine the locations of
the recovery bits. The block map contains the block index and
recovery location. In addition, the block map value is also used
as the key for the authentication bits, recovery bits, and LSB per-
mutation algorithm. Therefore, the block map must be the same
for embedding watermark, tamper detection and recovery stage.
Furthermore, the same image size is required in the block map
generation stage. The watermark extraction stage comprises 11
steps as follows:
7

Step 1: Divide each channel of the tampered image into non-
overlapping blocks of 2 � 2 pixels.

Step 2: Calculate the average pixels for each selected block of
the watermarked image. Take six MSB of the average pixels for
each selected block. The six MSB are stored as the recovery bits
of its selected block rg1; rg2; rg3; rg4; rg5; rg6.

Step 3: Retrieve recovery locationmapprfrom the block map and
convert it into the binary values as defined by:

mapbin ¼ dec2binðmappÞ ð6Þ
where i is the index of i-th blocks of the tampered image and

mapp represents the mapped recovery location.
Step 4: Calculate two authentication bits ag1 and ag2 as defined

by:

b ¼ dec2binð mod ðm;4ÞÞ ð7Þ
where m represents the bit number with the value of ‘10 from

mapbin and six MSB of each pixel, ag1 is the first LSB of b and ag2

is the second LSB of b.
Step 5: Repeat Step 2 to Step 4 for all blocks to obtain authen-

tication data agðiÞ and the recovery data rgðiÞ.
Step 6: Extract the watermark data w from two LSB for each

selected block of the watermarked image.
Step 7: Inverse permute the watermark data w obtained from

two LSB using mappr as a key.
Step 8: Retrieve two authentication bits ae1 and ae2 from the

inverse permuted the watermark data w.
Step 9: Retrieve six recovery bits rs1; rs2; rs3; rs4; rs5; rs6 from the

watermark data w and unscramble the six recovery bits as defined
by:

re ¼ rs �msb mapp;6
� � ð8Þ



Fig. 6. The proposed tamper detection diagram in the AuSR1 scheme.
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where rs denotes the scrambled recovery bits, � represents the
XOR operation, mapp is the mapped recovery location,msb is a
function to extract six LSB from mapp. This stage provides addi-
tional security for extracting the watermark, the attackers difficult
to predict the recovery bits. This process aims to unscramble the
data for recovery bit extraction.

Step 10: Repeat Step 6 to Step 9 for all blocks to obtain authen-
tication data aeðiÞ and the recovery data reðiÞ.

The reconstructed watermark consists of the authentication
data agðiÞ and the recovery data rgðiÞ. In addition, the watermark is
extracted from two LSB of the tampered image, it consists of the
authentication data aeðiÞ and the recovery data reðiÞ. Those authenti-
cation data agðiÞ and aeðiÞ will be used to authenticate the tampered
image and tamper localization. Two recovery data rgðiÞ and reðiÞ can
be used to recover the tampered image.
3.5. Tamper detection

The proposed AuSR1 scheme has three-layer authentication
check bits. The first-layer authentication compares the agðiÞ and
the aeðiÞ. The second-layer authentication checks the surrounding
undetected block of the tampered image. Furthermore, the third
layer authentication checks of the result second layer authentica-
tion for three RGB channels. The detail tamper detection process
of the proposed AuSR1 scheme is depicted in Fig. 6.Fig. 7.

The tamper detection stage comprises of five steps:
Step 1: The first layer authentication is computed as defined by:

df ¼ ðag1 � ae1Þ _ ðag2 � ae2Þ ð9Þ
where ag1 and ag2 are the authentication data obtained from the

six MSB of the tampered image, ae1 and ae2 is obtained from the
two LSB of the tampered image. If the df value is equal to 1, it
means the selected block has tampered. Otherwise, if the dfvalue
of 0, it indicates that the block does not tamper or the block has
tampered but it is undetected. The first layer authentication bits
have a probability of a 25% tampering area remaining undetected.
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Step 2: The second layer authentication is computed by follow-
ing Algorithm 2:

Algorithm 2: Second layer authentication algorithm
Input: df

1
 [M, N] = size(df)

2
 for i = 1 to M

3
 for j = 1 to N

4
 p = 0

5
 if (df(i, j) == 0)

6
 p = p + (df(i, j – 1) ^ df(i, j + 1))

7
 p = p + (df(i + 1, j – 1) ^ df(i – 1, j + 1))

8
 p = p + (df(i + 1, j) ^ df(i – 1, j))

9
 p = p + (df(i + 1, j + 1) ^ df(i – 1, j – 1))

10
 p = p + (df(i, j – 2) ^ df(i, j + 2))

11
 p = p + (df(i + 2, j) ^ df(i – 2, j))

12
 ds(i, j) = p > 0

13
 else

14
 ds(i, j) = 1

15
 end if

16
 end for

17
 end for

Output: ds

where df represents the result of the first layer authentication bit,
and ds represents the results of the second layer authentication
bit. The second layer authentication checks the surrounding block
with its pairs as shown in Fig. 6. Algorithm 2 checks the left and
right of the block, checks the top and bottom of the block, check
the diagonal pair of the blocks.

Step 3: The third layer authentication is performed as defined
by:

dt ¼ dsR _ dsG _ dsB ð10Þ
where dsR is the ds of the red channel, dsG denotes the ds of the
green channel, and dsB represents the ds of the blue channel. If a



Fig. 7. The AuSR1 tamper recovery diagram.
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tamper is detected on one of the image blocks of the RGB channel,
then those blocks for all channels are considered tampered. The dt

value of ‘1’ means that the block has tampered while the value of
‘00 means the block is untampered.

The tamper detection process produces dtðiÞ and tamper detec-
tion images. In addition, this data will also be used for recovery.
The AuSR1 scheme implements multi-layer authentication. The
first layer authentication compares the extracted and the recon-
structed authentication data from the tampered image. The first
layer authentication produces a detection rate of about 75%. The
second layer of authentication checks the surrounding block. If
the surrounding block has been tampered, the selected block is
considered a tampered block and vice versa. The second layer
authentication can further increase the detection rate up to 99%.
The third layer checks the combination result of the second layer
authentication for RGB channels. If the result is equal to 1, the tam-
pered image is detected and vice versa. The third layer authentica-
tion can achieve a detection rate of 100%.
3.6. The proposed watermark inpainting for recovered image

Tamper recovery consists of tamper coincidence localization,
watermark inpainting, and tamper recovery as shown in Fig. 7.
The proposed AuSR1 scheme presents a new image inpainting
algorithm to improve the quality of the recovered image.

Tamper coincidence refers to a tampered block that recovery
bits that reside on another block have tampered. The tamper coin-
cidence problem is inevitable for the large tampering area of the
images. Furthermore, the tamper coincidence problem signifi-
cantly effects the effectiveness of the mapping block. Therefore,
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block mapping should be adequately designed to prevent this tam-
per coincidence problem. Another way to solve the tamper coinci-
dence problem is by using an image inpainting method. The image
inpainting technique has been widely used to recover corrupted
paintings or photographs. To find the tamper coincidence, the tam-
per coincidence localization should be computed to determine the
locations. First, each block is mapped to the recovery block. If both
blocks have been tampered with, then the blocks are marked as
tamper coincidence. The tamper coincidence location is then
stored into a matrix tcðiÞ. The tamper coincidence matrix will be
used in the watermark inpainting unit as one of its inputs.

The AuSR1 scheme proposes an image inpainting algorithm to
solve the tamper coincidence problem. The proposed inpainting
algorithm is discussed in the following steps:

Step 1: Prepare the recovery inpainting matrix rpðiÞ from the
extracted and reconstructed recovery data. First, check the tamper
detection for each block. If the tamper is detected on the block,
then retrieve the extracted recovery bits from reðiÞ matrix. If the
tamper is not detected, then retrieve the reconstructed recovery
bits from rgðiÞ matrix. Noted that reðiÞ matrix contains tamper coin-
cidence problem to be solved inside the tampered area. While rgðiÞ
helps to solve the tamper coincidence problem outside the tam-
pered area.

Step 2: Find the tamper coincidence problem on the rpðiÞ matrix
based on the tamper coincidence matrix tcðiÞ. Solve the tamper
coincidence problem by using the proposed image inpainting tech-
nique as illustrated in Fig. 8.

where the (A) - (I) are non-tamper coincidences ntc, tc repre-
sents a tamper coincidence problem that will be solved, and the
empty boxes are another tamper coincidence that can be solved



Fig. 8. The illustration of the proposed AuSR1 image inpainting.

A. Aminuddin and F. Ernawan Journal of King Saud University – Computer and Information Sciences xxx (xxxx) xxx
in the next iteration. Fig. 8. shows the sample of nine non-tamper
coincidences ntc from (A) to (I). The watermark inpainting algo-
rithm will be implemented for all the tamper coincidences within
the rpðiÞ matrix. If the recovered image has more tamper coinci-
dence, it consumes a large computational time to compute inpaint-
ing algorithm. According to Fig. 8, a simulation of the watermark
inpainting is shown in Table 1.

where ntcx;yrepresents the coordinates of each ntc and the pro-
posed AuSR1 image inpainting considers eight regions. According
to Table 1, each region of the matrix rpðiÞ has its non-tamper coin-
cidence ntc value from (A) to (I). The closest ntc against tc is
selected if there are more than ntc in a region. Based on Table 1,
the ntc of (I) is ignored and ntc of (A) is selected due to it is closer
to tc.

Step 3: Find the ntc location from tc coordinates with outward
spiral search direction.

Step 4: Compute the Euclidean distance between ntc and tc as
defined by:

edi ¼
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
ðntcx � tcxÞ2 þ ðntcy � tcyÞ2

q
ð11Þ

where x and y are the corresponding coordinates of each ntc and tc.
Step 5: Normalize the edi value as defined by:
Table 1a
Simulation of the proposed AuSR1 image inpainting.

ntc ntcx;y Pixel value edi

A �2, 0 120 2.000
B �1, �1 250 1.414
C 0, �1 160 1.000
D 3, �2 190 3.605
E 3, 0 80 3.000
F 2, 2 210 2.828
G 0, 2 50 2.000
H �3, 3 10 4.242
I* �3, 1 90 3.162

max(ed) 4.242

*I is ignored because edi value of I is greater than A.
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ai ¼ 1� edi

max ed1; � � � ; ednf gð Þ
� �edi

ð12Þ

where ai represents the weightage for surrounding non-tamper
coincidence pixel, n = 8 and edi represents the Euclidean distance
of the non-tamper coincidence pixel.

Step 6: Compute the final tc value as defined by:

tc ¼ round
P7

i¼0 ntci � aið ÞP7
i¼0ai

 !
ð13Þ

where ntci represents the surrounding value of the non-tamper
coincidence pixels, ai denotes the weightage for surrounding non-
tamper coincidence pixel for each region.

Step 7: Repeat Step 3 to Step 6 to solve all the blocks with tam-
per coincidence problem.

Once the tamper coincidence problem within the matrix rpðiÞ is
solved, the tamper recovery process can be computed. First, each
channel of the tampered image is divided into non-overlapping
blocks of 2 � 2 pixels. Check the tamper detection for each block
based on the tamper detection data dtðiÞ. Replace each tampered
block with the recovery bits obtained from the recovery inpainting
matrix rpðiÞ. Next, merge all blocks into the recovered image and
merge all RBG channels.

3.7. Evaluation

The performance of the proposed AuSR1 scheme is evaluated by
imperceptibility measurement and the confusion matrix. Further-
more, the quality of the watermarked image and the recovered
image are evaluated in terms of imperceptibility. The performance
of the tamper detection algorithm is evaluated based on the confu-
sion matrix.

3.7.1. Imperceptibility measurement
The experiments conduct statistical measurements by compar-

ing the original cover image and the watermarked image. The
imperceptibility of the watermarked image is measured by using
the peak-signal-to-noise-ratio (PSNR) and Structural SIMilarity
(SSIM) index. PSNR is a quantitative analysis tool to measure the
quality of the watermarked image compared to the cover image.
SSIM is measured the image quality by concerning human visual
characteristics such as structure, contrast, and brightness. PSNR
can be defined by (Ferroukhi et al., 2019):

PSNR ¼ 10 log10
S2

1
MN

PM�1
x¼0

PN�1
y¼0 p x; yð Þ � q x; yð Þð Þ ð14Þ

where S represents the maximum pixel value, pðx; yÞ is the cover
image, qðx; yÞ is the watermarked image, and x; y represent the
coordinates. SSIM is used to measure the similarity between two
ai degree region

0 0.5714 22.5� 1
2 0.6970 67.5� 2
0 0.7857 112.5� 3
6 0.2274 168.8� 4
0 0.3572 202.5� 5
4 0.3939 247.5� 6
0 0.5714 292.5� 7
6 0.0909 337.5� 8
3 0.3224 4.1� 1
6
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images by using quality metric, it correlates with the quality per-
ception of the human visual system (HVS). The SSIM is defined
by (Ferroukhi et al., 2019):

SSIM ðx; yÞ ¼ lðx; yÞ½ �a � cðx; yÞ½ �b � sðx; yÞ½ �c ð15Þ
where l is a comparison function of luminance, and c is a compar-
ison function of contrast, and s is a comparison function of the
structure. l; c; s are defined by (Ferroukhi et al., 2019):

l p; qð Þ ¼ 2lplq þ C1

l2
p þ l2

q þ C1
ð16Þ

c p; qð Þ ¼ 2rprq þ C2

r2
p þr2

q þ C2
ð17Þ

s p; qð Þ ¼ rpq þ C3

rprq þ C3
ð18Þ

where p is the cover image, q is the watermarked image, C1, C2, and
C3 are positive constants to avoid null denominators. The lumi-
nance function measures the closeness of two image’s luminance.
The contrast function calculates the similarity of two image’s con-
trast. Next, the function measures the correlation coefficient
between two images.

3.7.2. Confusion matrix
The tamper detection of the proposed AuSR1 scheme is evalu-

ated by using the confusion matrix, which comprises true positive,
false negative, false positive, and true negative. The confusion
matrix is shown in Table 1.

According to Table 1, the true-positive is the number of cor-
rectly detected pixels within the actual tampered area. The false-
negative represents the number of undetected pixels within the
actual tampered area. The false-positive represents the number
of incorrectly detected pixels within the untampered area. The
true-negative means the number of undetected pixels within the
untampered area. Furthermore, the tamper detection of the pro-
posed AuSR1 scheme is evaluated by using true-positive rate
(TPR), false-negative rate (FNR), false-positive rate (FPR), and
true-negative rate (TNR) as defined by:

TPR ¼ TP
TP þ FN

ð19Þ

FNR ¼ FN
TP þ FN

ð20Þ

FPR ¼ FP
FP þ TN

ð21Þ

TNR ¼ TN
FP þ TN

ð22Þ

where TPR represents the ratio between the correctly detected area
compared to the actual tampered area. The true-positive rate is also
called recall or sensitivity. FNR represents the ratio between the
undetected area and the actual tampered area. The higher the TPR
value and lower the FNR value mean that the tamper detection
algorithm correctly detects the tampered area of the image. The
FPR represents the ratio between the incorrectly detected area
and the untampered area. The TNR represents the ratio between
undetected and untampered areas. The higher the FPR and the
lower the TNR represent the tamper detection algorithm incorrectly
detects the untampered area as the tampered area. In addition, the
precision is also computed to measure the effectiveness of the tam-
per detection of the proposed AuSR1 scheme. The precision is
defined by:
11
precision ¼ TP
TP þ FP

ð23Þ

where precision represents the ratio between the true-positive com-
pared to the true-positive and false-positive. TP is the true-positive,
FP is the false positive. A high precision represents the superiority of
the tamper detection algorithm in detecting the correct tampered
area of the images.
4. Experimental results

The AuSR1 scheme is evaluated using eight color images with
the size of 512 � 512 pixels. The images are namely ‘‘Airplane”,
‘‘Baboon”, ‘‘House”, ‘‘Lena”, ‘‘Peppers”, ‘‘Sailboat”, ‘‘Splash”, and
‘‘Tiffany”. The visual images are shown in Fig. 11. The experiments
are performed on a computer with AMD Ryzen 7 5700U processor
and 32 GB memory. The operating system installed is Windows 10
with MATLAB 2021a. The AuSR1 scheme is evaluated under regular
alteration attacks in the center of the image. The collage attacks
have been applied in the watermarked image with the various
tamper attack sizes, including 10%, 20%, 30%, 40%, 50%, 60%, 70%
and 80%. In addition, the watermarked images were also tested
under irregular attacks by using Adobe Photoshop version 22.3.1.

Molina-Garcia et al. (Molina-Garcia et al., 2020) presented
image tampering detection and self-recovery by using image
inpainting. The authors replicated the scheme by Molina-Garcia
et al. (Molina-Garcia et al., 2020) and improved on the bit-
adjustment for embedding, hierarchical tamper detection, and
image inpainting for recovery. The proposed scheme presented
LSB shifting algorithm to decrease pixel variation between the
cover image and watermarked image. The proposed scheme also
presented three-layers tamper detection for improving the preci-
sion of the tamper detection. Scheme by Molina-Garcia (Molina-
Garcia et al., 2020) interpolated the tamper coincidence problem
by using an average of eight surrounding pixels of tamper coinci-
dence. However, it still produced a granular effect in the recovered
image. The scheme tested the image inpainting scheme by adding
noises in the central region from 10% to 80%. This research pre-
sented a new image inpainting with a spiral outward direction to
interpolate the tamper coincidence problem. Furthermore, the pro-
posed scheme also tested with same noises in the central region
from 10% to 80%. The experimental results in terms of impercepti-
bility of the watermarked image, precision of the tamper detection
and the quality of the self-recovered image against various attacks
are then compared to the existing schemes, including the scheme
by Molina-Garcia (Molina-Garcia et al., 2020).

In fragile watermarking, the amount of embedding data into the
cover image becomes crucial to obtain a high quality of the water-
marked image. The AuSR1 scheme has embedded the watermark
into two (2) LSB of the cover image. Schemes by Dadkhah
(Dadkhah et al., 2014), Fan (Fan and Wang, 2018), Tai (Tai and
Liao, 2018), and Molina-Garcia (Molina-Garcia et al., 2020) stated
that two LSB were able to support image authentication and recov-
ery in fragile watermarking. When two LSB were fully employed in
the fragile watermarking, the quality of the watermarked image
was about 44 dB. However, the proposed AuSR1 scheme using a
new image inpainting technique with LSB shifting achieves the
watermarked image quality of about 45 dB. The proposed scheme
can improve 2.2% in terms of PSNR value from the existing schemes
embedded into two LSB. The imperceptibility comparison of the
proposed AuSR1 scheme with other existing schemes is listed in
Tables 2 and 3.

According to Table 2, the proposed AuSR1 produces a higher
PSNR value than other existing schemes, except for Tiffany image.
Meanwhile, the quality of the watermarked image is slightly lower
than a scheme by Molina-Garcia (Molina-Garcia et al., 2020).



Fig. 11. A set of test images (a) Airplane (b) Baboon (c) House (d) Lena (e) Peppers (f) Sailboat (g) Splash (h) Tiffany.

Table 1b
Confusion matrix.

Tampered types Detected Undetected

Actual Tampered True Positive (TP) False Negative (FN)
Actual Untampered False Positive (FP) True Negative (TN)
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Table 3 shows the proposed AuSR1 scheme superior to other
watermarking schemes in terms of SSIM value. In this research,
the watermarked images are tested under regular tamper attacks
in the center of the image. The watermarked images have been
tampered with under various Tampering Rates (TR). The water-
marked images have tampered with tampering rates of 10% to
80%. The tamper detection performance of the AuSR1 scheme is
evaluated by precision and recall. The comparison of tamper detec-
tion performance between the proposed AuSR1 scheme and the
existing schemes is listed in Table 4.

The experimental results show that implementing three-level
authentications can achieve high precision and recall values. The
proposed AuSR1 scheme achieves slightly lower precision under
a tampering rate of 40% due to the occurrence of false-positive
detection. According to Table 4, it can be noticed that the proposed
AuSR1 scheme produced a precision value of about 0.9938. The
false-positive will occur when the image block was partially tam-
Table 2
The PSNR value comparison of the watermarked image between the proposed AuSR1 sche

Image Tong (Tong et al.,
2013)

Dadkhah (Dadkhah
et al., 2014)

Singh (Singh and
Singh, 2016)

Fa
20

Airplane 37.88 44.12 37.88 44
Baboon 37.90 44.14 37.90 44
House 37.88 44.19 37.88 44
Lena 37.90 44.13 37.90 44
Peppers 37.79 44.06 37.79 44
Sailboat 37.90 44.12 37.90 44
Splash 37.84 44.08 37.84 44
Tiffany 37.44 43.85 37.44 43
Average 37.82 44.09 37.82 44

12
pered image. If a pixel in the image block has been tampered with,
then its block considers a tampered area. In the image authentica-
tion scheme, the false-positive error can be recovered while the
false negative error will never be recovered. The schemes by
Dadkhah (Dadkhah et al., 2014), Tai (Tai and Liao, 2018), and
Molina-Garcia (Molina-Garcia et al., 2020) used the block size of
4 � 4 pixels. Large block size can increase the watermark capacity.
However, this practice may lead to provide a high false-positive
rate. In contrast, the proposed AuSR1 scheme utilizes a block size
of 2 � 2 pixels, it can achieve a higher precision value than the
existing schemes. The experiments applied collage attacks at the
center of the eight images. Each image undergoes various tamper-
ing rates from 10% up to 80%. Afterward, the tampered images are
recovered using the proposed recovery algorithm. The experimen-
tal results show that the AuSR1 scheme yields superior recovered
image quality compared to the existing schemes. The PSNR and
SSIM values of the recovered image are listed in Tables 5 and 6.

According to Tables 5 and 6, the AuSR1 scheme produces high-
quality of the recovered images under various tampering rates. The
Splash image produced a highest PSNR value of 41.18 dB and for
the House image obtained a lowest PSNR value of 35.67 dB under
10% tampering rate. It can be noticed that it showed significantly
different results in the self-recovered image. The PSNR
measurement utilized Mean Square Error (MSE), it has poor fidelity
prediction and imperceptibility evaluation (Wang and Bovik,
me and the other existing schemes.

n (Fan and Wang,
18)

Tai (Tai and Liao,
2018)

Molina-Garcia (Molina-Garcia
et al., 2020)

AuSR1

.11 44.12 44.69 45.68

.12 44.14 44.64 45.70

.18 44.18 44.66 45.69

.13 44.12 44.60 45.71

.06 44.06 44.54 45.54

.10 44.11 44.61 45.68

.08 44.09 44.47 45.57

.84 43.85 44.87 44.95

.08 44.08 44.64 45.57



Table 3
The SSIM value comparison of the watermarked image between the proposed AuSR1 scheme and the other existing scheme.

Image Tong (Tong et al.,
2013)

Dadkhah (Dadkhah
et al., 2014)

Singh (Singh and
Singh, 2016)

Fan (Fan andWang,
2018)

Tai (Tai and Liao,
2018)

Molina-Garcia (Molina-Garcia
et al., 2020)

AuSR1

Airplane 0.9194 0.9782 0.9194 0.9781 0.9781 0.9812 0.9889
Baboon 0.9763 0.9941 0.9763 0.9941 0.9941 0.9947 0.9990
House 0.9319 0.9815 0.9319 0.9815 0.9815 0.9834 0.9967
Lena 0.9307 0.9820 0.9307 0.9820 0.9820 0.9840 0.9993
Peppers 0.9234 0.9791 0.9234 0.9791 0.9791 0.9816 0.9991
Sailboat 0.9494 0.9868 0.9493 0.9867 0.9868 0.9884 0.9980
Splash 0.8942 0.9695 0.8942 0.9695 0.9696 0.9737 0.9983
Tiffany 0.9246 0.9806 0.9246 0.9804 0.9805 0.9846 0.9985
Average 0.9312 0.9815 0.9312 0.9814 0.9815 0.9840 0.9972

Table 4
Comparison of the tamper detection compared to the existing scheme.

TR Tong (Tong
et al., 2013)

Dadkhah (Dadkhah
et al., 2014)

Singh (Singh and
Singh, 2016)

Fan (Fan and
Wang, 2018)

Tai (Tai and Liao,
2018)

Molina-Garcia (Molina-Garcia
et al., 2020)

AuSR1

20 Precision 0.9826 0.9658 0.9824 0.9025 0.9657 0.9336 0.9978
Recall 0.7479 1.0000 0.7507 1.0000 0.9963 1.0000 1.0000

40 Precision 0.9936 0.9938 0.9937 0.9697 0.9938 0.9697 0.9918
Recall 0.7489 1.0000 0.7501 1.0000 0.9966 1.0000 1.0000

60 Precision 0.9902 0.9801 0.9901 0.9801 0.9801 0.9608 0.9925
Recall 0.7496 1.0000 0.7502 1.0000 0.9962 1.0000 1.0000

80 Precision 0.9956 0.9870 0.9956 0.9701 0.9870 0.9701 1.0000
Recall 0.7505 1.0000 0.7487 1.0000 0.9962 1.0000 1.0000

Table 5
Comparison of the recovered image PSNR value under various tampering rate.

TR Airplane Baboon House Lenna Peppers Sailboat Splash Tiffany Average

10 36.44 37.50 35.67 37.77 37.94 37.09 41.18 40.09 37.96
20 32.90 33.17 32.19 34.12 35.47 33.61 38.36 37.38 34.65
30 30.39 28.76 29.60 31.19 33.26 30.45 35.18 35.47 31.79
40 28.14 25.47 27.27 29.17 31.24 27.85 32.99 33.72 29.48
50 26.43 23.39 25.49 27.65 29.49 25.95 30.90 31.87 27.64
60 24.69 21.67 23.78 26.05 27.28 24.04 28.68 29.58 25.72
70 22.97 20.26 21.98 24.47 24.57 21.93 26.56 27.65 23.80
80 21.00 18.78 20.04 22.11 21.67 19.66 24.19 25.58 21.63

Table 6
Comparison of the recovered image SSIM value under various tampering rate.

TR Airplane Baboon House Lenna Peppers Sailboat Splash Tiffany Average

10 0.9794 0.9958 0.9879 0.9959 0.9960 0.9935 0.9973 0.9965 0.9928
20 0.9671 0.9894 0.9752 0.9909 0.9932 0.9857 0.9956 0.9942 0.9864
30 0.9496 0.9595 0.9584 0.9828 0.9890 0.9709 0.9920 0.9916 0.9742
40 0.9237 0.9047 0.9327 0.9731 0.9835 0.9502 0.9881 0.9883 0.9555
50 0.8937 0.8436 0.9033 0.9632 0.9764 0.9258 0.9825 0.9826 0.9339
60 0.8546 0.7730 0.8670 0.9511 0.9632 0.8931 0.9739 0.9711 0.9059
70 0.8067 0.7008 0.8175 0.9355 0.9402 0.8429 0.9624 0.9577 0.8705
80 0.7433 0.6227 0.7511 0.9072 0.9027 0.7662 0.9440 0.9377 0.8219
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2009). PSNR is more sensitive against degradation that occurs in
the image because of Gaussian noise addition (Horé and Ziou,
2013). In addition, the low texture on the watermarked image
may produce low PSNR and SSIM values of the recovered image
due to the significance distortion. In contrast, the watermarked
image with high texture can be recovered with high PSNR and
SSIM values. The center area of the Baboon image has the most
complex texture compared to the available test images. Further-
more, the complexity of the image texture in the cover image also
contribute to the effects of SSIM value of the recovered image. SSIM
measurement is calculated based on loss correlation, luminance
distortion and contrast distortion, it makes SSIM more correlated
to the human visual system (Horé and Ziou, 2013). Therefore, the
self-recovered of the Baboon image produced a high SSIM value
13
against tampering rate of 10% compared to the Airplane image.
The visual comparison of the recovered image obtained from the
proposed AuSR1 and the scheme by Molina-Garcia (Molina-
Garcia et al., 2020) is shown in Table 7.

Table 7 shows regularly tampered in the center of the Lena
image. Table 7 also shows the tampered image with collage attack
and the tamper coincidence of the image. The scheme by Molina-
Garcia (Molina-Garcia et al., 2020) shows that the scheme pro-
duces artifacts on the recovered image. The AuSR1 implemented
an image inpainting algorithm to solve the tamper coincidence
problem. The schemes by Tai et al. (Tai and Liao, 2018) and
Molina-Garcia et al. (Molina-Garcia et al., 2020) also performed
an image inpainting algorithm to solve tamper coincidence of the
recovered image. However, the image inpainting algorithm in the



Table 7
AuSR1 performance under regular attacks.
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scheme by Tai et al. (Tai and Liao, 2018) and Molina-Garcia et al.
(Molina-Garcia et al., 2020) only consider eight surrounding blocks
from the tamper coincidence. The experimental results show that
tamper detection successfully marked the tampered area locations.
14
The untampered area is presented by black color and the tampered
area is presented by white color in the second column of Table 7. In
the recovery stage, the tampered image is recovered by using the
recovery data which previously embedded into the two LSB. The
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recovery data itself is embedded into another block based on the
chaotic block map. A large tampering area may produce tamper
coincidence. The tamper coincidence has occurred when the origi-
nal block location and the recovery data location have been tam-
pered with. To overcome this problem, the image inpainting
algorithm is employed in the AuSR1 scheme. The experimental
results show that the proposed image inpainting on AuSR1 pro-
duces better-recovered image quality than the existing schemes
by Molina-Garcia et al. (Molina-Garcia et al., 2020). The compar-
ison of the PSNR and SSIM values between the proposed AuSR1
scheme and other schemes is shown in Tables 8 and 9.

The schemes by Tong (Tong et al., 2013) and Singh (Singh and
Singh, 2016) embedded the watermark bits into three LSB of the
cover image. The schemes produced an average PSNR value of
37 dB. Even though the schemes modified three LSB to store a
large amount of recovery data, the scheme will produce the low
quality of the watermarked image. The scheme is not able to
achieve the high quality of the recovered image. Hence, the mod-
ified two LSB in the fragile watermarking is the most reliable
option for embedding the watermark. It can preserve the water-
marked image quality and retain the quality of the recovered
image under various tamper attacks. The modified one LSB in
the fragile watermarking has limited space to store the recovery
bits. In addition, schemes by Tai et al. (Tai and Liao, 2018) and
Molina-Garcia et al. (Molina-Garcia et al., 2020) used an average
value of the surrounding pixel with the size of 3 � 3 pixels to
overcome the tamper coincidence pixels. The surrounding pixel
of each pixel may have tamper coincidence, therefore the image
inpainting value may significantly obtain error distortion. In con-
trast, the AuSR1 scheme considers the distance between the tam-
per coincidence pixel and the neighboring pixels which are
untampered coincidence pixels. The visual comparison of the
PSNR and SSIM values between AuSR1 and the existing bench-
marks is shown in Fig. 12.

Figrr. 12. shows that AuSR1 produces high quality of the recov-
ered images compared to the existing schemes. The AuSR1 scheme
produces a slightly higher PSNR value than the scheme by Molina-
Garcia et al. (Molina-Garcia et al., 2020). The AuSR1 scheme can
Table 8
Comparison of the recovered image PSNR value of the existing scheme.

TR Tong (Tong et al.,
2013)

Dadkhah (Dadkhah
et al., 2014)

Singh (Singh and Singh,
2016)

Fan (F
2018)

10 34.20 22.51 26.55 31.47
20 25.77 17.32 21.47 28.36
30 21.04 14.52 18.27 21.62
40 17.26 12.64 15.96 15.79
50 14.29 11.40 14.16 15.69
60 11.84 10.39 12.59 11.57
70 9.82 9.61 11.29 11.57
80 8.11 9.03 10.23 8.10

Table 9
Comparison of the recovered image SSIM value of the existing scheme.

TR Tong (Tong et al.,
2013)

Dadkhah (Dadkhah
et al., 2014)

Singh (Singh and Singh,
2016)

Fan (F
2018)

10 0.9733 0.9131 0.9290 0.973
20 0.9171 0.7983 0.8310 0.950
30 0.8282 0.6855 0.7257 0.887
40 0.7150 0.5731 0.6215 0.723
50 0.5849 0.4704 0.5139 0.720
60 0.4520 0.3586 0.3984 0.424
70 0.3233 0.2506 0.2855 0.424
80 0.2042 0.1511 0.1799 0.009
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produce the PSNR value of 21.63 dB of the recovered image under
a tampering rate of 80%. In contrast, the schemes by Tai (Tai and
Liao, 2018), Fan (Fan and Wang, 2018), Singh (Singh and Singh,
2016), Dadkhah (Dadkhah et al., 2014), and Tong (Tong et al.,
2013) rapidly degrade the PSNR value against a higher tampering
rate. The AuSR1 scheme produces a superior SSIM value compared
to the existing schemes. The other existing schemes produce lower
SSIM values than the proposed scheme under a large tampering
rate. The AuSR1 successfully maintains an SSIM value of 0.8219
under an 80% tampering rate, while the best existing method by
Molina-Garcia et al. (Molina-Garcia et al., 2020) can only reach
the SSIM value of 0.3958 on the same tampering rate.

In this research, the watermarked image is also tampered with
irregularly tamper attacks using Adobe Photoshop 22.3.1. The
watermarked image has tampered with copy-move, copy-paste,
mosaic, removal, color change, background change, and face swab
attack. The copy-move is an attack that copies the object and
moves it to another location on the image. This attack is widely
used to duplicate the interest object on an image. The copy-paste
attack copies a part of the external image to be embedded into
the target image. Next, the mosaic attack has been widely used
to censor the specific part of the object image. For example, a crime
victim’s face is censored by using a mosaic attack. The removal
attack is used to remove some parts of the image. A newer version
of Adobe Photoshop has a content-aware tool that allows the user
to remove a specific area of an image and replace it with new infor-
mation based on the surrounding colors. Traditionally, the
removed part of the image was filled with a background color.
Next, the color change attack modifies the color of an object on
the image. The background change attacks become popular in edit-
ing digital images. This attack can replace the background color
with the other colors. Next, the face swab attack has the capability
to replace the human face on the image with other human faces
from the external image. This type of attack has been misused to
incriminate someone by swabbing their face to the other face on
the image. The visualization of the tamper detection and the recov-
ered image is shown in Table 11.
an and Wang, Tai (Tai and Liao,
2018)

Molina-Garcia (Molina-Garcia
et al., 2020)

AuSR1

25.89 37.34 37.96
20.57 33.98 34.65
17.43 31.28 31.79
15.21 28.47 29.48
13.54 26.00 27.64
12.01 23.51 25.72
10.80 21.23 23.80
9.81 19.20 21.63

an and Wang, Tai (Tai and Liao,
2018)

Molina-Garcia (Molina-Garcia
et al., 2020)

AuSR1

1 0.9384 0.9714 0.9928
2 0.8443 0.9390 0.9864
5 0.7364 0.8977 0.9742
0 0.6226 0.8368 0.9555
2 0.5135 0.7571 0.9339
9 0.3899 0.6460 0.9059
9 0.2744 0.5157 0.8705
4 0.1655 0.3958 0.8219



Fig. 12. The comparison of the (a) PSNR value (b) SSIM value of the recovered image under regular attacks.
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The proposed AuSR1 scheme achieves a TPR value of 0.9996
under irregular attacks. The detection rate under irregular attacks
is slightly lower than the detection rate under regular attacks
due to the uniform shape of the irregular attacks. Therefore, the
uniformity attack will cut through the block, then it can contribute
to the false-positive detection. Overall, the AuSR1 scheme can
recover the tampered image and provide a good quality of the
recovered image. The proposed scheme produces an overall false-
positive rate of 0.005 for both regular and irregular attacks. In
the tamper recovery algorithm, the false-positive detection will
be considered as tampered area, and the whole block will be recov-
ered. In contrast, false-negative detection will lead to unrecover-
able tampered areas. The experimental results obtained from the
AuSR1 scheme show that the false-negative detection only
occurred on the irregular attack with the overall value of 0.0004,
it is lower than the false positive rate of 0.005. Furthermore, the
AuSR1 successfully recover the tampered area with high-quality
under irregular attacks. The Normalized Cross-correlation (NC)
and Bit Error Rate (BER) of the recovered image under tampering
rates of 10–40% are presented in Table 12.

The watermark correlation coefficient is computed between
two watermark images. The first watermark image is obtained
from the difference between the original and watermarked images.
The second watermark image is obtained from the difference
between the original and recovered images. The first and the sec-
ond watermarks are computed by using NC and BER measure-
ments to obtain the correlation coefficients. The experimental
results showed that the AuSR1 achieved NC and BER values of
about 0.966 and 0.0691 under 10% tampering rate. It means that
the recovered image under various tamper attacks is closer
towards the cover image. The computational time of the proposed
scheme is computed based on the time taken to run the proposed
algorithm. The computational time for the watermark embedding
process is listed in Table 13.

According to Table 13, the watermark embedding requires an
average time of about 4.89 s for generating block map, watermark
data and embedding watermark. The watermark embedding pro-
cess consumed largest computational time due to the scrambled
watermark was performed on the 2 LSB. The scrabled LSB provides
additional security of the watermarked image and the authentica-
tion bits are located on the scrambled locations for each block. The
attackers may difficult to destroy the integrity of the images. The
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computational time for the tamper detection process is shown in
Table 14.

Table 14 shows the computational time for block map genera-
tion, watermark extraction and three-layers tamper detection
under various tampering rates. Each image was tampered by using
regular attacks, with the tampering rates from 10% to 80%. First,
the block map should be generated from the watermarked image.
Thus, the watermark is then extracted under various attacks. The
first layer authentication performs XOR operation on two authen-
tication matrices. The second layer authentication removes the
mark on the untampered area based on the first layer authentica-
tion. The third layer authentication also performs OR operation on
three RGB channels. Overall, the proposed scheme requires 2.59 s
to detect the altered image. Next, the computational time for the
tampered recovery is listed in Table 15.

Based on the Table 15, the tampered recovery consumes a large
computational time for recovering the altered image due to it
involves the image inpainting technique. The image inpainting
required a large computational time if the large altered was
occurred in the image. To recovered image, it requires pre-
detection, tamper detection, coincidence localization, inpainting
process, then finally tamper recovery. The cumulative of the recov-
ered image required 9.7 s under 10% tampering rates. The water-
mark inpainting process consumes a large computational time,
the consequence a high tampering rate, it will provide a high tam-
per coincidence. The proposed scheme will find the available sur-
rounding block to cover the tamper coincidence area. As a result,
applying 80% tampering rate consumes 52.6 s to perform image
inpainting.
5. Conclusion

This research has presented an AuSR1 scheme using blind frag-
ile image watermarking for tamper detection and self-recovery.
The AuSR1 utilizes a small block size of 2 � 2 to achieve high pre-
cision of the tamper detection and quality of the recovered image.
The watermark data is obtained from the cover image, while it con-
sists of authentication and recovery bits. The watermark data has
been scrambled to ensure embedding security. The authentication
data is embedded into the current block location, while the recov-
ery data is embedded into the distant location from the original
location based on the block mapping. The watermark data is then



Table 11
Tamper detection and tamper recovery obtained from AuSR1 scheme under irregular attacks.
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Table 12
The NC and BER value of the recovered image under tampering rates 10–40%.

Image 10 20 30 40

NC BER NC BER NC BER NC BER

Airplane 0.9658 0.0690 0.9306 0.1389 0.8951 0.2087 0.8593 0.2796
Baboon 0.9650 0.0691 0.9291 0.1391 0.8937 0.2087 0.8578 0.2788
House 0.9648 0.0689 0.9291 0.1391 0.8936 0.2088 0.8576 0.2793
Lena 0.9652 0.0688 0.9301 0.1385 0.8943 0.2082 0.8588 0.2784
Pepper 0.9660 0.0688 0.9317 0.1387 0.8970 0.2089 0.8609 0.2797
Sailboat 0.9654 0.0690 0.9301 0.1392 0.8946 0.2090 0.8589 0.2794
Splash 0.9672 0.0692 0.9329 0.1395 0.8981 0.2089 0.8633 0.2792
Tiffany 0.9689 0.0696 0.9371 0.1408 0.9050 0.2115 0.8724 0.2825
Average 0.9660 0.0691 0.9313 0.1392 0.8964 0.2091 0.8611 0.2796

Table 13
Watermark embedding time in seconds (s).

Image Block map generation Watermark generation Watermark embedding Cumulative of the watermark embedding

Airplane 0.0581 1.6919 3.0937 4.8437
Baboon 0.0123 1.6440 3.3594 5.0157
House 0.0506 1.6057 3.2188 4.8751
Lena 0.0212 1.6507 3.0937 4.7656
Pepper 0.0625 1.8751 3.0936 5.0312
Sailboat 0.0443 1.7369 3.2968 5.0780
Splash 0.0232 1.6018 3.0780 4.7030
Tiffany 0.0332 1.6074 3.2187 4.8593
Average 0.0382 1.6767 3.1816 4.8965

Table 14
Tampered detection time under various tampering rates in seconds (s).

Tampering
rate

Pre-detection Tamper Detection Cumulative of the tamper
detection

Block map
generation

Watermark
extraction

Cumulative of the pre-
detection

1st
layer

2nd
layer

3rd
layer

10 0.1015 5.9258 6.0274 0.0011 2.5829 0.0078 2.5918
20 0.0273 5.9747 6.0020 0.0016 2.2559 0.0081 2.2656
30 0.0801 6.0664 6.1465 0.0019 2.0265 0.0067 2.0351
40 0.0742 5.9844 6.0586 0.0013 1.8347 0.0078 1.8438
50 0.0683 5.9102 5.9785 0.0018 1.5797 0.0083 1.5898
60 0.0781 5.9629 6.0410 0.0014 1.3003 0.0069 1.3086
70 0.0352 5.8887 5.9239 0.0012 1.0659 0.0072 1.0743
80 0.0254 5.7266 5.7520 0.0015 0.8441 0.0078 0.8534

Table 15
Tampered recovery time under various tampering rates in seconds (s).

Tampering rate Pre-detection Tamper detection Tamper recovery Cumulative of the recovered image

Coincidence localization Watermark inpainting Tamper recovery

10 6.0274 2.5918 0.0014 0.1490 0.9804 9.7500
20 6.0020 2.2656 0.0039 0.6289 1.2930 10.1934
30 6.1465 2.0351 0.0098 1.5293 1.4044 11.1250
40 6.0586 1.8438 0.0215 3.0977 1.6524 12.6739
50 5.9785 1.5898 0.0156 5.5742 1.7970 14.9552
60 6.0410 1.3086 0.0137 10.6778 1.9318 19.9728
70 5.9239 1.0743 0.0176 21.8789 2.1741 31.0687
80 5.7520 0.8534 0.0156 52.6679 2.3674 61.6563
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embedded into the two LSB by using LSB shifting algorithm to
maintain the quality of the watermarked image. The experimental
results show that the proposed AuSR1 scheme achieves a high
PSNR value of about 45.57 dB and an SSIM value of 0.9972 for
the watermarked image. It outperforms the existing schemes in
terms of PSNR and SSIM values since the LSB shifting algorithm
can minimise the pixel intensity variation between the cover and
watermarked images. The watermarked images are tested under
regular attacks with a tampering rate of up to 80% and irregular
attacks. The AuSR1 presents three-layers authentication check bits
18
to achieve a high detection rate. The AuSR1 achieves a high recall
value of 1 and a high precision value of 0.9943, which outperforms
the existing schemes. The AuSR1 scheme also proposes a new
image inpainting technique to overcome the tamper coincidence
problem, it plays an important role for recovering the altered
image. The proposed image inpainting technique achieves high
quality of the recovered image with SSIM value of 0.9339 under
a 50% tampering rate. It searches the non-tamper coincidence pixel
in a spiral outward direction to interpolate the tamper coincidence
problem with the weight factors.
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