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ABSTRACT:

The RADG (Reaction Automata Direct Graph) cryptosystem is the automata direct graph and reaction states
combination. The classical RADG does not require key exchange (keyless), or agreement between users just the
design of RADG, which is static. The RADG algorithm with keys has two agreements between users, one is on the
keys, and other is a design of RADG. The RADG design depends on states and transitions between them, since
transitions between states are static transitions, or dynamic transitions have agreement between users to determine
the type of state (Jump state, Reaction state) of RADG algorithm with keys, and the transition between states must
cover each states scenario of RADG design .This article presents algorithm called (Auto- Transition Function
(ATF)), which merge properties of RADG algorithm with chaotic system to obtain on transitions between states
are automatic. The parameters of ATF are chaotic initial value, parameter of chaotic function, and characteristics of
RADG, then ATF is an auto creation of transitions among all states in RADG, and it satisfies each scenario of
RADG design.

Keywords chaotic system, cryptography, RADG, Block Cipher, Chaotic tent map, Auto-Transitions function, ATF
for RADG.

1. Introduction

In recent years, chaotic systems have been extensive studies in many different fields of science, such as medicine,
engineering, mathematic, economic, biology and chemistry [1][2][3]. The chaotic systems are very interesting phenomenon
in systems of nonlinear dynamical [4][5] . A chaotic system have unique properties such as high sensitivity on initial
conditions and unpredictability [6][7], These properties can play important role in constructing transition function between
states in RADG cryptosystems [8].

Reaction Automata Direct Graph (RADG) is based on reaction states (R) and Automata Direct Graph (ADG), where R
used to reduce and increase the random expectations, and ADG is a direct graph has states, and transitions corresponding
verities, and edges in the graph with respectively, the relation between states in RADG dependent on transitions between
them. The classic RADG (keyless) depends on the static design and characteristics by utilizing in the private
communication, therefore design of RADG and transitions between states are static [9]. In [8] proposed a chaotic RADG,
which is combined logistic map with RADG to obtain dynamic transitions between states, dynamic transitions not cover all
transitions between states, which have more than one component of RADG digraph, and each state determined by
agreement between users, moreover dynamic transitions may have loop in some of standard states. in [10], the dynamic
transitions between states in RADG are sequence of addresses depended on McEliece encryption of previous address ,with
reverse ,and negation of cipher-previous-address , to select the next address, that means there are no warranty to cover all
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states in ME-RADG (McEliece-RADG), and design of RADG scenario. In [11] improved design of RADG by developing
single Reaction states into Multi-Reaction called Multi-Reaction Automata Direct Graph(MRADG), which used transition
function between states, the transition function used two keys between communications parties, one is public key and other
secondary key, as well as have agreement between parties to determine reaction states and jump states, therefore transition
function in MRADG added more agreements between parties communication, and there is no guarantee the design covering
all states of MRADG.

In this article presents Auto- Transition Function (ATF), which is solved problems of transitions between states in RADG
design (with keys, without keys). ATF provides a simple transitions between states, which covers all the states in RADG
design, as well as not addition more agreements between parties communication, therefore it satisfies scenario of RADG
design. ATF depends on the initial value of chaotic system, parameter of chaotic system, and characteristics of RADG
design. ATF uses the chaotic tent map is utilized for producing chaotic sequences. The chaotic tent map is an iterated
function that forms a dynamic system of discrete time, which demonstrates a chaotic dynamical behavior [12]. Chaotic tent
map expression is presented by [13]:

X, = { UXp_q Xp_1 <05 0

u(l —x,_1) Otherwise

Where, Xn € [0, 1], for n > 0. This map transforms the interval [0,1] on itself also include just a
parameter of control p , respectively, where p € [0, 2].

2. Reaction Automata Direct Graph (RADG)

RADG design can be presented by set of tuples (sextuple) as (R; Q; X; ¥; J; T) where: R represent finite set of reaction
states, Q represent finite set of standard states, X represent finite set of input data, ¥ represent finite set of output transitions,
J represent finite set of jump states (which is subset of Q), and T represent transition function, which have (state address,
message bit) [14].The encryption process of RADG depends on (n, m, k and 1), where n =|Q|, such (n>2), m =|R|, k is the

number of jump states (kflgj), and A represent the number of values in each state except jump states, jump states has not

any value, it only transmits from one state to another state [9].

The encryption process in RADG starts by selecting a random state from Q-set (expect jump states), if Q state lead to jump
state, then select a random state from R states, after that back to Q-set to continue encryption process [9]. The state in
RADG design consists from (state address and values of state). In Fig.1, assume A = 2, then Y. ={0, 1} (this means the state
have state address and two values).Example 2.1 illustrates how RADG method is working.

4 State-addressT 5
| Firstvalue|
% | Secondvaheq 4

S _,.-"'-'

Figurel Representation of the state
Example 2.1:
Ifn=5,m=2, k=1,assume A =2, then ) ={0, 1},and ¥ ={11, 12,13,14,15,16,17,18,19,20,21,22}.
Let state numbers4 and 5 are states of R (set of reaction states)as well as the number of state 0,1,2 ,3 and6 are states of Q
(set of standard states), the state number 6 is J(jump state) in Q sets (since k=1) In this example, assume the plain text is
0001, which encrypts by using RADG algorithm.

Suppose transitions between states are static and the RADG algorithm selects state 0 as first state with first bit of plain text
is 0, then the transition function will be as the following :
Stepl: T (0,0) = (2,11)

e T (0,0): The first value is a state address which is 0 and the second value is the first bit of plain text which is 0.

e (2,11): this means message 0 gives 11 as cipher and moves to state 2 by transition drawing.
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Step2:T(2,0)=(3,13)
e T (2,0): The first value is a state address which is 2 and the second value is the second bit of plain text which is 0.
e  (3,13): this means message 0 gives 13 as cipher and moves to state 3 by transition drawing.

Step3:T(3,0) =(4,17)
e T (3,0): The first value is a state address which is 3 and the second value is the third bit of plain text which is 0.

e  (4,17): this means message 0 gives 17 as cipher and moves to jump state which is 6, then jump state selects a
random state from reaction states , suppose jump state selects state 4.

Step4:T(4,1) =(1,20)
e T (4,1): The first value is a state address which is 4 and the second value is the fourth bit of plain text which is 1.

® (1,20): this means message 1 gives 20 as cipher and moves to state 1 by transition drawing.
The cipher text is 11,13,17 and 20 respectively.

1 L 16 L

Figure 2 Implementation of RADG algorithm

3. Auto-Transition Function

The purpose of the Auto-Transition Function (ATF) is to make transitions between states in RADG design generated
automatically by using chaotic tent map. ATF satisfies scenario of RADG design, which covers all states in RADG design,
ATF is depended on keys (number of states in Q set, number of states in R set, number of states in J set (jump state) , the
number of transitions from Q to J which denoted by ®, the initial value of chaotic map function , and the parameter of
chaotic map) of the RADG cryptography between the sender, and the receiver, these keys will be changed with modification
of ATF, keys might depend on the chaotic sequences (Tent, logistic, Gaussian, ...) map start from X0, with parameters
depended on the chaotic map. The chaotic system used in this article is a chaotic tent map. The chaotic tent map created
sequence of values from (Eq.1). where (xo0,X1,X2,...) depend on recurrence relation of X, and the value of the parameter p
(within 0 and 2), the next value X,+1 in the interval [0, 1], the iterating a point start from X initial value in [0,1] gives rise to
a sequence (Xi,X2, ...).

ATF is to find the next state from state s, and the order value v in state s, with tent sequence start from xo, the parameter
0<p<2, and fixed value states A , ATF has three components as the following:
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r+a—-1 As+v)e],andj. =As+v
ATF(5,v) ={f(Xsy Mk, T) s<n—k—1l,and As+v) &) )
X540 (n — k)] Otherwise

Where s denoted to the address of state, v denoted to the order value in the state s, n the number of standards states in set Q,
k the number of jump states, A is a number of values in each states of RADG, m the number of reaction states in set R, and
T the number of values in RADG design where

t=An+m-k) 3)

in (Eq.2), the value x4, belong to the set {x, X1, ..., X;1x—1} Which generate from (Eq.1), where s = 0,1,...,a —1, and
v=01,..,4—-1.
The number of states in RADG except jump states denoted by a, where

a=Mm+m-—k) (4)

The first component of (Eq.2), is next jump state, where (r=1,2,.....,k ), @ is number of states in RADG except jump states,
and (As + v) € J', where ]’ € V; such that J" = {j;, ..., ji}, and j; a random k-values between 0, and A(n — k) — 1, denoted
by Vo ,i=1,2,.. k.

The ]’ set is a subset of order values of V, selected a random states under chaotic tent sequence from ( x; to X4 j—1).
To calculate the J' set apply the fallowing steps:
1- change (x; to x;,,_4) to integer number by the following equation :
A={a;|a; =11 (n—k)Xi4r-1], Xiyr—1 EX,and i =1,2,...,k} ®)
Where X = { x;|x; are Tent value mapi =0,1,...,t+ k — 1}
The purpose of finding 4 is to determine the next state from V,, to jump state

2- To ignore the reparation that happen in 4. find a sequence of P and B ,which used to choose different nest state
from Vj, to jump state , where P and B have integer elements define by :

P ={p;lp; = 1,if a; € E,otherwisep, =0,E ={ay,..,a;_1},1 <i< k} 6)
B={b;|bj&A0<b < |Vo|—1j=12..,|V|} (7)

Then the sequence jj, ja, ..., ji of distinct integer number is defined by:
J'={iljii = A = pa +pibyi_ ., @ €Ap; €Pandbyi , €B}

j=15]
Then
J =0y i 0< ji<An—k) =1, i=12,..k ®)

This Example explains how to find J' set:
Let n=15, m=9, k=7, A=2, x¢=0.137, and p=1.98, and x5, to x,, are
0.4453 0.8817 0.2342 04637 09180 0.1623 0.3213

then 1=34 from (Eq. 3), 0=17 from (Eq. 4) , 4={7,14,3,7,14, 2 ,5} from (Eq. 5), P={0,0,0,1,1,0,0} from (Eq.6) and B={0,1,
4,6,8,9,10,11,12,13,15} from (Eq.7)
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Then J'={7,14,3,0,1,2,5} from equation (8)

The second component of (Eq. 2), is the next state from set V, = {0,1,:-,A(n — k) — 1 } to same set V, = {0,1,---, A(n —
k)—1},if s<n—k—1,and (As + v) ¢ J', its under the function of four independent parameters x; ,n, k,and a , such
that the function f(x;, n, k, @) is define by:

|_(X + kle X <6
fOun k@) =4 (lx; (= k)] + 1) mod (n—k) if lx; (n— k)] = |5] ©)
lx; (n — k)] otherwise

The first component of (Eq.9), is to make extra next state from V,, to jump state.

Where & is much less than one (6 <<1), the value (8) dependent on the numbers #, k, 4, {xi};lz(?_k). The extra next state from

Vo to jump state denoted by w , where k < w < M,
2

and |VQ| = An —k).

The value (8) calculates by following equation:

(min<m—k){xl-}|i‘;‘f|)+(min<w—k+1){xi}|i‘:‘f|)
= 2 (10)

Vol
i=1 »

Vol

The above (Eq.10) means that when sorted the set {x;},

to the set {x;} such that x{ < x;, and i<j for all

ij=1,2,...,| V|, then x/,_; = min(“)‘k){xi}lizg|.
Example to calculate the value (9) : let n = 7, A=2, w=4, k=2 , then |VQ| =10
{x;31%, = {0.3370,0.6673,0.6588,0.6755,0.6425,0.7079,0.5783, 0.8350, 0.3267, 0.6469 }
{x/}12, = {0.3267,0.3370,0.5783,0.6425,0.6469, 0.6588, 0.6673,0.6755,0.7079, 0.8350}
x3 = x;, = min®{x;}}%, =0.337
x5 = x, = min®{x;}12, = 0.5783

_ 0337 +0.5783

> = 0.4577

The first component of (Eq.9), if x; < &, where x; belong to the set {xo, X1 een) x|VQ|_1}, and the set that satisfy x; < &
denoted by /@) such ™0 = {x] ,x}, ..., x, L x| <x/, i <j, i,j =12,..,0 —k, where J©® c{0,1,...,|V,| -

1.

The problem of the set J(“~%) is biased to the interval is less than 3, that is unbalance because it must be in the interval (0,1),
then by the following steps convert the set J(“~%) ( each element in /(“~%) belong to the interval [ x], x.,_] ) to the interval
(y,1 —v) such that:

min{x},,-x}} .

- y= — i=0,1,2,..., o-k-1, where x; = 0. (11

Then to convert interval [ xq,x,,_;] to interval [y, 1 — y] by using equation of a straight line as the following:
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1-2 ,
2- Vi = (x; — x) +v (12)

Xw-k~*1
To calculate y; suppose /@9 = {x] = 0.3267,x; = 0.3370 },then y = 0.0052 from (Eq.11)

Then
y; = 0.0052,y, = 0.9948

If ®=kthen J@% = J(O) = ¢ which mean there is not extra next state from Vj to jump state .

The second component of (Eq.9), if next state |x; (n — k)] is the same state s = BJ, or [x;(n—k)] = H, then next state
(lx; (n — k)] + 1) mod (n — k) in Vy, where V; = {0,1, -+, A(n — k) — 1}, where the purpose of second component in
(Eq.9), is to ignore the loop in states.

The third component of (Eq.9) is next state with otherwise of first, and second components.

The third component of (Eq.2) is next state from set Vg to set V, , where Vp = {A(n — k), A(n—k) + 1,--,A(n + m —
k) —1}and V, ={0,1,--,A(n— k) — 1}

3.1 Algorithm of ATF:

Input :
Chaotic data : xo .
RADG data : n, m, k, A, o.
Condition for jump state: k < w <

Output:

Array D from 1 to A* (n+m-k)

Process:

T =A% (n+tm-k);

o= n+m-k;

Var=n-k;

|VQ |= AV

Lx=t+k;

Set the tent chaos sequence xo , X1,..., Xrik-1;

A(n—k)
2

o Vol-1 o Vol-1
B (min(@-k+D {xi}li:g| )+ (min®© k){xz}li:‘ﬁ,l )
2
D)= xi-t* V], i=1,2,..,1;
](w—k) =

min{x; — x;
= M, such thatx;, x; < &

if xi.1<d

Vi = Ll (

min©=0 g9 = minpee
D()=la + k y;]i=1,2,.., [Vg|;
J@ = J@= y (D (D));

X — min(l){xi}Ligl_l) +y

end

i1

i TJ ==D(i)

D(i)=(D(i)+1 ) mod Vpi=1.2,.., |V, |;
End

Z(1)= Xeio1 i=1,2,..k;
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z()=2(1), JEkL L V|
Dk1(i) = |z(i) * |Vp|| i=L.2....kk+1, ..., V]
B array is different between Dk1, and 0,1,..., |VQ |-1
P array of zero-one , one if repeat element in Dk1, otherwise zero.
k=0;
fori=1,2,..., Vo]
if p(i)==1 then
k=k+1;Dk2(i)=B(k);

else

Dk2(i)=Dk1 ()

end

Dk(i)= Dk2(i) i=1,...k

D(Dk(i)+1)= ati-1; j(i)= Dk(i)+1 ; =1, ...,k

J ={i(D),...,j(k)}, withDifferent values of J' U J(@~)
End Process

3.2 Example of ATF
Suppose n=8, m=4, k=3, =2 ,then >, ={0, 1}, x0=0.74, p=1.98, and ©=3

1-
2-

Find number of values in all states from (Eq.2), Tt = A (n+m-k) =18
Generating sequence of x; from (Eq.1), such as xi = {xg, Xy, ..., Xr4x—1}, Where x; (i=0,1,...,18, 19,20 ) under chaotic
tent map are

Chaotic sequences under chaotic tent map

X0 X1 X2 X3 X4 X5 X6 X7 X8 X9 X10

0.7400 | 0.5148 | 0.9607 | 0.0778 | 0.1541 | 0.3051 | 0.6041 | 0.7839 | 0.4279 | 0.8471 | 0.3026

X11 X12 X13 X14 X15 X16 X17 X18 X19 X20

0.5992 | 0.7935 | 0.4089 | 0.8096 | 0.3770 | 0.7465 | 0.5020 | 0.9861 | 0.0275 | 0.0544

3.
4-

since w = k,then J@% = J(© = ¢  which mean there is not extra next state from Vj to jump state
Calculate J* as the following to find next state from V;, to jump state:

e  Generate chaotic sequence of xj, where xi =( Xx; t0 X;,,_1) ,such x; (i=18,19,20) are:
x18=0.9861 , x19= 0.0275 ,x20= 0.0544

e Find 4 from (Eq.5), Then 4= {9,0,0 },
e To ignore the reparation of values that happen in 4 , finding P and B, where P={0,0,1} from (Eq.6), and
B={1,2,3,4,5,6,7,8}from (Eq.7)

Then ]’ :j1=9, j»=0, j3=1, from (Eq.8)

Find number of states in RADG design (except jump states) from (Eq.4), then a« = 9.

Representation the states with their values, where each state in Q\J and R have values, the values of states are chaotic
sequences and {0,1} because A=2, where Q\J means standard states (except jump states), and R means reaction state. as
the following table
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State

State
number

Q\J

State
value

Chaotic
sequences

0.4279

0.8471

State

State
number

R

State
value

Chaotic
sequences

0.3026

0.5992

0.7935

0.4089

0.8096

0.3770

0.7465

0.5020

7- Converting the chaotic sequences to integer values by using (|x; (n — k)]). To get the next state. If the integer value of
next state is same number of state then used the second component of (Eq.9) to ignore the loop in states.

State

State
number

Q\J

State
value

Next
state

State

State
number

R

State
value

0

1

0

1

0

Next

state

1

2

3

2

4

8- Finding jump state from the first component of (Eq.2) as the following

r+ a-1 | Jump state
1+9-1 9
2+9-1 10
3+9-1 11

Sine J' is 9, 0, 1 corresponding for state number (s), and value of state (v), then the elements of J' lead to jump states as
the following :

J' | State number (s) | Value of state(v) | r+ a-1 | Jump state
9 4 1 1+9-1 9
0 0 0 2+9-1 10
1 0 1 3+9-1 11
9- Representation the table of transitions from state to the next state as the following
State | Ot 0 1 2 3 4
number
VSS‘IEZ 0 1 0 1 0 1 0 1 0 1
Qu Next
10 11 4 0 0 1 4 4 2 9
state
State | Ot 5 6 7 8
number
State | 1 0 1 0 1 0 1
R value
Next 1 2 3 2 4 1 3 2
state
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The Graph Design of RADG by using ATF:

o l{ /_? 2
I " \ .

C—
OO
s x/—?\

5

N

Figure 3 RADG Design Using Auto-Transition Function

3.3 Case Study:
Applying the ATF-Algorithm with input data n=360, m=215, k=20, A=2, x0=0.4121, p=1.97, and ©=30 then
T = A (ntm-k) =1110, n-k=340, a=n+m-k=555, then description RADG design transition by the following graph:

00 ¢ : T T T

Figure 4 RADG states distribution (case study)

4. Analysis of ATF

The analysis of the power of ATF dependent on the sensitivity of different value of initial value of chaotic

sequences, and parameter of chaotic tent map.
Let the values of initial value standard xy=0.7459, u=1.98 and comparison RADG design with other initial values

0.01, 0.02, ...., 0.99, with same parameter p=1.98 then the following figure Fig.5 describe the similarity with standard
initial value xo=0.7459, where n=30, m=15, k=12, A=2, and =12
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+

60 - .
s0r .

401 .

0 & 4% +  + * o+t
IR AP AR
oL T g v L ek
0 0 3 09

Rl

6 07 08 1

Figure 5 : The comparison RADG design at x0=0.7459, with 0.01, 0.02, 0.03, ..., 0.99

Where initial value x0=0.74 , and the comparison with transition RADG design with other initial values
0.741,0.742, ..., 0.79, are greater than 0.74, then the following figure Fig.6 shows the similarity of values with
standard initial value xo=0.74

70 T T T T T T T T T

*

60 - A

40t .

30r q

U 1 1 1 1 1 1 1 1
0 0.1 0.2 03 0.4 05 06 07 0.8 0.9 1

Figure 6 : The comparison RADG design at x0=0.74, with 0.0.741, 0.742, 0.743, ..., 0.79

Where xp=0.74 , and comparison RADG design of left standard value xo=0.74 with the following values 0.6,0.601,
..., 0.69. then the following figure Fig.7 shows comparison RADG design at x0=0.74, with 0.6,0.601, ..., 0.69

10
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70 T T T T T T T T T

*

60 - .

50 .

40t .

30 .

20F g

U 1 1 1 1 1
0 0.1 0.2 0.3 0.4 0.5

Figure 7 : The comparison RADG design at x0=0.74, with 0.6,0.601, ..., 0.69

5. CONCLUSIONS

This paper proposes Auto-Transition Function (ATF), which salved problems of transitions between states in RADG design
based on chaotic tent map. ATF satisfies scenario of RADG design, which covers the states in RADG design, as well as not
addition more agreements between parties communication, ATF depends on keys (number of states in Q set , number of
states in R set , number of states in Jump set, the number of transitions from Q to jump denoted by o, the initial value of
chaotic tent map function, and the parameter of chaotic tent map) of the RADG cryptography between the sender, and the
receiver, these keys will be changed with other communication between them and can be modification of ATF.
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