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ABSTRAK 

Sistem kabur ialah sistem yang berasaskan peraturan yang menggunakan kepakaran 

manusia di mana ia memegang nilai kebenaran atau fungsi keahlian untuk membuat 

keputusan tertentu. Walau bagaimanapun, sukar untuk menghasilkan parameter kabur 

secara manual apabila diterapkan pada masalah yang terlalu rumit untuk diselesaikan. 

Oleh itu, algoritma metaheuristik sebagai kaedah pengoptimumam diperlukan untuk 

menyelesaikan masalah ini. Satu eksperimen kecil telah dihasilkan untuk memilih 

algoritma metaheuristik terbaik di mana tujuh algoritma metaheuristik dianalisis dari segi 

pengukuran prestasi mereka yang melibatkan “accuracy”, “recall”, “precision”, dan “f-

measure”. Algoritma tersebut ialah “Genetic Algorithm”, “Differential Evolution 

Algorithm”, “Particle Swarm Optimization”, “Butterfly Optimization Algorithm”, 

“Teaching-Learning-Based Optimization Algorithm”, “Harmony Search Algorithm” and 

“Gravitational Search Algorithm”. Kaedah kajian yang dicadangkan adalah untuk 

membaiki masalah yang berlaku dalam system kabur dengan menggunakan kaedah 

pengoptimuman. Selain itu, “Butterfly Optimization Algorithm” dan “Harmony Search” 

telah digabungkan sebagai kaedah pengoptimuman yang membawa kepda kaedah baru 

dinamakan “BOAHS”. Algoritma yang dicadangkan telah memanfaatkan kelebihan 

kedua-dua algoritma tersebut untuk mengimbangi proses pencarian “exploration” dan 

“exploitation”. Eksperimen ini dijalankan dengan menggunakan teknik “k-fold cross 

validation” untuk meramalkan prestasi algoritma klasifikasi. Dengan itu, dua dataset; 

Laman Web Phishing Dataset dan Phishing Laman Web Dataset telah digunakan untuk 

menguji prestasi kaedah yang dicadangkan. Hasilnya, nilai ketepatan purata untuk kedua-

dua dataset masing-masing adalah 98.69% dan 98.80%. Kaedah yang telah dicadangkan 

telah terbukti mengatasi kaedah-kaedah lain termasuklah algoritma BOA dan HS yang 

asal.  
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ABSTRACT 

A fuzzy system is a rule-based system that uses human experts’ knowledge which holds 

the truth or false values to make a particular decision. However, it is difficult to generate 

fuzzy parameters manually to classify data when it comes to a very complex problem. 

Therefore, metaheuristic algorithm as the optimization method is needed to solve this 

issue. A small experiment was being performed to choose the best metaheuristic 

algorithm where seven metaheuristic algorithms were analyzed in terms of their 

performance measurement that including accuracy, recall, precision, and f-measure. The 

algorithms involved were Genetic Algorithm, Differential Evolution Algorithm, Particle 

Swarm Optimization, Butterfly Optimization Algorithm, Teaching-Learning-Based 

Optimization Algorithm, Harmony Search Algorithm and Gravitational Search 

Algorithm. The proposed method of this study is to cater the problems occur in fuzzy 

systems by using optimization method. Moreover, Butterfly Optimization Algorithm and 

Harmony Search Algorithm were combined as optimization method led to a new method 

named BOAHS. The proposed algorithm has utilized the advantages of both algorithms 

to balance the exploration and exploitation search process. The experiment was executed 

by using k-fold cross validation techniques for predicting the classification algorithm 

performance. Thereby, two datasets; Website Phishing Dataset and Phishing Websites 

Dataset were used to test the performance of the proposed method. As a result, the 

average accuracy value for both datasets are 98.69% and 98.80% respectively. The 

proposed method has proven to outperform the other methods including the standard 

BOA and HS algorithm.  

  



v 

TABLE OF CONTENT 

DECLARATION 

TITLE PAGE  

ACKNOWLEDGEMENTS ii 

ABSTRAK iii 

ABSTRACT iv 

TABLE OF CONTENT v 

LIST OF TABLES ix 

LIST OF FIGURES x 

LIST OF ABBREVIATIONS xi 

CHAPTER 1 INTRODUCTION 1 

1.1 Background of the Study 1 

1.2 Problem Statements 3 

1.3 Goals and Objectives of the Study 4 

1.4 Scope of the Study 5 

1.5 Significance of the Study 5 

1.6 Structure of the Thesis 6 

CHAPTER 2 LITERATURE REVIEW 7 

2.1 Introduction 7 

2.2 Phishing Detection 7 

2.3 Classification Method 9 

2.3.1 Fuzzy System 10 



vi 

2.3.2 Artificial Neural Network 11 

2.3.3 Support Vector Machine 12 

2.3.4 Decision Tree Algorithm 13 

2.3.5 Comparative Study on Classification Method 14 

2.4 Metaheuristic Algorithm 15 

2.4.1 Evolutionary Algorithm 16 

2.4.2 Swarm Intelligence 18 

2.4.3 Human Behaviour-based 20 

2.4.4 Physics-chemical System-based 22 

2.4.5 Comparative Analysis of Metaheuristic Algorithm 23 

2.5 Chapter Summary 24 

CHAPTER 3 RESEARCH METHODOLOGY 25 

3.1 Introduction 25 

3.2 Research Framework 25 

3.2.1 Phase 1: Problem Background 27 

3.2.2 Phase 2: Experimental Design and Analysis 29 

3.2.3 Phase 3: Report Writing 34 

3.3 Chapter Summary 34 

CHAPTER 4 METAHEURISTIC ALGORITHMS FOR FUZZY MODELLING35 

4.1 Introduction 35 

4.2 The Representation of Fuzzy Parameter 35 

4.3 Pilot Study 39 

4.3.1 Genetic Algorithm 41 

4.3.2 Differential Evolution Algorithm 41 



vii 

4.3.3 Particle Swarm Optimization Algorithm 42 

4.3.4 Butterfly Optimization Algorithm 43 

4.3.5 Teaching-Learning-Based Optimization Algorithm 44 

4.3.6 Harmony Search Algorithm 45 

4.3.7 Gravitational Search Algorithm 46 

4.4 Results 47 

4.5 Discussion 56 

4.6 Chapter Summary 57 

CHAPTER 5 A HYBRIDIZATION OF BUTTERFLY OPTIMIZATION 

ALGORITHM AND HARMONY SEARCH ALGORITHM FOR FUZZY 

MODELLING 58 

5.1 Introduction 58 

5.2 Butterfly Optimization Algorithm Harmony Search 58 

5.3 Steps of BOAHS in Fuzzy 59 

5.4 Results and Discussion 62 

5.4.1 Result on Website Phishing Dataset 63 

5.4.2 Result on Phishing Website Dataset 65 

5.5 Comparative Analysis of BOA, HS and BOAHS 67 

5.6 Chapter Summary 72 

CHAPTER 6 CONCLUSION 73 

6.1 Concluding Remarks 73 

6.2 Future Works 74 

6.3 Dissemination 76 

REFERENCES 77 



viii 

APPENDIX A 95 

APPENDIX B 98 

APPENDIX C 104 

 

 



77 

REFERENCES 

Ab Wahab, M. N., Nefti-Meziani, S., & Atyabi, A. (2015). A Comprehensive Review of 

Swarm Optimization Algorithms. PLoS ONE, 10(5), 1–36. 

https://doi.org/10.1371/journal.pone.0122827 

Abdel-Raouf, O., & Abdel-Baset Metwally, M. (2013). A Survey of Harmony Search 

Algorithm. International Journal of Computer Applications, 70(28), 17–26. 

https://doi.org/10.5120/12255-8261 

Abdelhamid, N. (2014a). Multi-label Rules for Phishing Classification. Applied 

Computing and Informatics, 11(July). https://doi.org/10.1016/j.aci.2014.07.002 

Abdelhamid, N. (2014b). Phishing Detection based Associative Classification Data 

Mining. Expert Systems With Applications (ESWA), 41(2014), 5948–5959. 

Abed, T. M., & Abdul-wahab, H. B. (2019). Anti-Phishing System Using Intelligent 

Techniques. 2019 2nd Scientific Conference of Computer Sciences (SCCS), 44–50. 

https://doi.org/10.1109/SCCS.2019.8852601 

Abi, S., & Bouyghf, H. (2019). A Comparative Study between ACO and DE Techniques 

by Numerical Functions Optimization. IEEE. 

https://doi.org/10.1109/ICOA.2019.8727614 

Aguilera-Rueda, V. J., Ameca-Alducin, M. Y., Mezura-Montes, E., & Cruz-Ramírez, N. 

(2017). Particle Swarm Optimization with feasibility rules in constrained numerical 

optimization. A brief review. 2016 IEEE International Autumn Meeting on Power, 

Electronics and Computing, ROPEC 2016, 1(Ropec). 

https://doi.org/10.1109/ROPEC.2016.7830581 

  



78 

Aleroud, A., & Zhou, L. (2017). Phishing Environments, Techniques, and 

Countermeasures: A survey. Computers & Security, 68, 160–196. 

https://doi.org/10.1016/j.cose.2017.04.006 

Alkawaz, M. H., & Steven, S. J. (2020). Detecting Phishing Website Using Machine 

Learning. IEEE. https://doi.org/10.1109/CSPA48992.2020.9068728 

Almeida, F. S. De. (2019). Optimization of Laminated Composite Structures using 

Harmony Search Algorithm. Composite Structures, 221(January), 110852. 

https://doi.org/10.1016/j.compstruct.2019.04.024 

Almseidin, M., Al-Sawwa, J., & Alkasassbeh, M. (2021). Anomaly-based Intrusion 

Detection System Using Fuzzy Logic. In 2021 International Conference on 

Information Technology (ICIT) (pp. 290–295). 

https://doi.org/10.1109/ICIT52682.2021.9491742 

Alswailem, A., Alabdullah, B., Alrumayh, N., & Alsedrani, A. (2019). Detecting 

Phishing Websites Using Machine Learning. 2nd International Conference on 

Computer Applications and Information Security, ICCAIS 2019. 

https://doi.org/10.1109/CAIS.2019.8769571 

Altos, L. (2014). Support Vector Machine. Patent Application Publication, 1(19). 

Amir Latif, R. M., Umer, M., Tariq, T., Farhan, M., Rizwan, O., & Ali, G. (2019). A 

Smart Methodology for Analyzing Secure E-Banking and E-Commerce Websites. 

Proceedings of 2019 16th International Bhurban Conference on Applied Sciences 

and Technology, IBCAST 2019, 589–596. 

https://doi.org/10.1109/IBCAST.2019.8667255 

Arora, S., & Anand, P. (2019). Binary Butterfly Optimization Approaches for Feature 

Selection. Expert Systems With Applications, 116, 147–160. 

https://doi.org/10.1016/j.eswa.2018.08.051 



79 

Arora, S., & Singh, S. (2019). Butterfly Optimization Algorithm: A Novel Approach for 

Global Optimization. Soft Computing, 23(3), 715–734. 

https://doi.org/10.1007/s00500-018-3102-4 

Azieta, N., Aseri, M., Ismail, M. A., Fakharudin, A. S., & Ibrahim, A. O. (2020). Review 

of The Meta-Heuristic Algorithms for Fuzzy Modeling in The Classification 

Problem. International Journal of Advanced Trends in Computer Science and 

Engineering, 9(1), 387–400. https://doi.org/10.30534/ijatcse/2020/5691.42020 

Basit, A., Zafar, M., Liu, X., Rehman, A., Zunera, J., & Kashif, J. (2021). A 

Comprehensive Survey of AI-Enabled Phishing Attacks Detection Techniques. 

Telecommunication Systems, 76(1), 139–154. https://doi.org/10.1007/s11235-020-

00733-2 

Baykara, M., & Gurel, Z. Z. (2018). Detection of Phishing Attacks. 6th International 

Symposium on Digital Forensic and Security, ISDFS 2018, 2018, 1–5. 

https://doi.org/10.1109/ISDFS.2018.8355389 

Behrooz, F., Mariun, N., Marhaban, M. H., Radzi, M. A. M., & Ramli, A. R. (2018). 

Review of Control Techniques for HVAC Systems-nonlinearity Approaches Based 

on Fuzzy Cognitive Maps. Energies, 11(3). https://doi.org/10.3390/en11030495 

Bergmeir, C., & Ben, M. (2015). FRBS: Fuzzy Rule-Based Systems for Classification. 

Journal of Statistical Software, 65(6), 1–30. https://doi.org/10.18637/jss.v069.i12 

Chapla, H., Kotak, R., & Joiser, M. (2019). A Machine Learning Approach for URL 

Based Web Phishing Using Fuzzy Logic as Classifier. Proceedings of the Fourth 

International Conference on Communication and Electronics Systems (ICCES 

2019), (Icces), 383–388. 

  



80 

Chiew, K. L., Sheng, K., Yong, C., & Tan, C. L. (2018). A Survey of Phishing Attacks: 

Their Types, Vectors and Technical pproaches. Expert Systems With Applications, 

106, 1–20. https://doi.org/10.1016/j.eswa.2018.03.050 

Deng, L., & Yang, P. (2019). An Improved Genetic Algorithm. 2019 IEEE 5th 

International Conference on Computer and Communications, (3), 47–51. 

https://doi.org/10.1109/ICCC47050.2019.9064374 

Ding, W. (2016). A New Improved Gravitational Search Algorithm Based on Chaos. 

2016 12th International Conference on Computational Intelligence and Security, 

514–517. https://doi.org/10.1109/CIS.2016.124 

Ding, Y., Luktarhan, N., Li, K., & Slamu, W. (2019). A Keyword-based Combination 

Approach for Detecting Phishing Webpages. Computers & Security, 84, 256–275. 

https://doi.org/10.1016/j.cose.2019.03.018 

Fan, Y., Shao, J., Sun, G., & Shao, X. (2020). A Self-Adaption Butterfly Optimization 

Algorithm for Numerical Optimization Problems. IEEE Access, 8, 88026–88041. 

https://doi.org/10.1109/ACCESS.2020.2993148 

Fehringer, G., & Barraclough, P. A. (2017). Intelligent Security for Phishing Online using 

Adaptive Neuro Fuzzy Systems. International Journal of Advanced Computer 

Science and Applications, 8(6), 1–10. 

https://doi.org/10.14569/IJACSA.2017.080601 

Ferreira, R. P., Martiniano, A., Napolitano, D., Romero, M., Dante, D., Gatto, D. O., … 

Sassi, R. J. (2018). Artificial Neural Network for Websites Classification with 

Phishing Characteristics. Scientific Reseacrh Publishing, 7, 97–109. 

https://doi.org/10.4236/sn.2018.72008 

  



81 

Gao, X. Z., Govindasamy, V., Xu, H., Wang, X., & Zenger, K. (2015). Harmony Search 

Method: Theory and Applications. Computational Intelligence and Neuroscience, 

2015, 1–10. https://doi.org/10.1155/2015/258491 

García-Monzó, A., Migallón, H., Jimeno-Morenilla, A., Sánchez-Romero, J. L., Rico, H., 

& Rao, R. V. (2019). Efficient Subpopulation Based Parallel TLBO Optimization 

Algorithms. Electronics (Switzerland), 8(1). 

https://doi.org/10.3390/electronics8010019 

Geem, Z. W., Kim, J. H., & Loganathan, G. V. (2001). A New Heuristic Optimization 

Algorithm: Harmony Search. Simulation, 76(2), 60–68. 

https://doi.org/10.1177/003754970107600201 

Ghamisi, P., Plaza, J., Chen, Y., Li, J., & Plaza, A. J. (2017). Advanced Spectral 

Classifiers for Hyperspectral Images: A review. IEEE Geoscience and Remote 

Sensing Magazine, 5(1), 8–32. https://doi.org/10.1109/MGRS.2016.2616418 

Glover, F. (1986). Future Paths for Integer Programming and Links to Artificial 

Intelligence. Computers & Operations Research, 13(5), 533–549. 

https://doi.org/https://doi.org/10.1016/0305-0548(86)90048-1 

Gorzałczany, M. B., & Rudziński, F. (2016). A multi-objective genetic optimization for 

fast, fuzzy rule-based credit classification with balanced accuracy and 

interpretability. Applied Soft Computing Journal, 40, 206–220. 

https://doi.org/10.1016/j.asoc.2015.11.037 

Gruginskie, L. A. dos S., & Vaccaro, G. L. R. (2018). Lawsuit Lead Time Prediction: 

Comparison of Data Mining Techniques Based on Categorical Response Variable. 

PLoS ONE, 13(6), 1–26. https://doi.org/10.1371/journal.pone.0198122 

  



82 

Guo, L., Wang, G. G., Wang, H., & Wang, D. (2013). An Effective Hybrid Firefly 

Algorithm with Harmony Search for Global Numerical Optimization. The Scientific 

World Journal, 2013, 125625. https://doi.org/10.1155/2013/125625 

Gupta, A., Sharma, N., & Sharma, H. (2016). Accelerative Gravitational Search 

Algorithm. 2016 Intl. Conference on Advances in Computing, Communications and 

Informatics (ICACCI), Sept, 21-2, 1902–1907. 

https://doi.org/10.1109/ICACCI.2016.7732328 

Holland, J. H. (1975). Adaptation in Natural and Artificial Systems: An Introductory 

Analysis with Applications to Biology, Control, and Artificial Intelligence. 

University of Michigan Press. Oxford, England: U Michigan Press. 

Huang, He, Deng, H., Chen, J., & Ye, X. (2017). Study on Fuzzing Test Strategy Based 

on Improved Differential Evolution Algorithm. 2017 International Conference on 

Computer Technology, Electronics and Communication (ICCTEC), 655–659. 

https://doi.org/10.1109/ICCTEC.2017.00147 

Huang, Huajun, Qian, L., & Wang, Y. (2012). A SVM-based Technique to Detect 

Phishing URLs. Information Technology Journal, 11(7), 921–925. 

https://doi.org/10.3923/itj.2012.921.925 

Hudaib, A. A., & Hwaitat, A. K. Al. (2018). Movement Particle Swarm Optimization 

Algorithm. Modern Applied Science, 12(1), 148–164. 

https://doi.org/10.5539/mas.v12n1p148 

Jamali, A., Mallipeddi, R., Salehpour, M., & Bagheri, A. (2020). Multi-Objective 

Differential Evolution Algorithm with Fuzzy Inference-Based Adaptive Mutation 

Factor for Pareto Optimum Design of Suspension System. Swarm and Evolutionary 

Computation, 54(November 2019), 100666. 

https://doi.org/10.1016/j.swevo.2020.100666 



83 

Jupin, J. A., Sutikno, T., Ismail, M. A., Mohamad, M. S., & Kasim, S. (2019). Review of 

The Machine Learning Methods in The Classification of Phishing Attack. Bulletin 

of Electrical Engineering and Informatics, 8(4), 1545–1555. 

https://doi.org/10.11591/eei.v8i4.1344 

Kang, H., Peng, J., Shen, Y., Sun, X., Chen, Q., Li, Y., … Chen, T. (2018). A New 

Particle Swarm Optimization Algorithm Based on Local-World Evolving Network 

Model. 2018 IEEE 4th International Conference on Computer and 

Communications, ICCC 2018, 598–601. 

https://doi.org/10.1109/CompComm.2018.8781049 

Karamizadeh, S., Abdullah, S. M., Halimi, M., Shayan, J., & Rajabi, M. J. (2014). 

Advantage and Drawback of Support Vector Machine Functionality. I4CT 2014 - 

1st International Conference on Computer, Communications, and Control 

Technology, Proceedings, (I4ct 2014), 63–65. 

https://doi.org/10.1109/I4CT.2014.6914146 

Karnik, R. (2016). Support Vector Machine Based Malware and Phishing Website 

Detection. Internationl Journal of Computing and Technology, 3(5), 295–300. 

Kaur, K. (2020). Swarm Intelligence and Its Applications towards Various Computing : 

A Systematic Review. 2020 International Conference on Intelligent Engineering 

and Management (ICIEM), 57–62. 

https://doi.org/10.1109/ICIEM48762.2020.9160177 

Kennedy, J., & Eberhart, R. (1995). Particle Swarm Optimization. In Proceedings of 

ICNN’95 - International Conference on Neural Networks (Vol. 4, pp. 1942–1948 

vol.4). https://doi.org/10.1109/ICNN.1995.488968 

Kim, K. (2016). A Hybrid Classification Algorithm by Subspace Partitioning Through 

Semi-Supervised Decision Tree. Pattern Recognition, 60, 157–163. 

https://doi.org/10.1016/j.patcog.2016.04.016 



84 

Konar, M., & Bagis, A. (2016). Performance Comparison of Particle Swarm 

Optimization , Differential Evolution and Artificial Bee Colony Algorithms for 

Fuzzy Modelling of Nonlinear Systems. Elektronika Ir Elektrotechnika, 22, 8–14. 

https://doi.org/10.5755/j01.eie.22.5.16336 

Kulkarni, A., & Brown, L. L. (2019). Phishing Websites Detection using Machine 

Learning. International Journal of Advanced Computer Science and Applications, 

10(7), 8–13. https://doi.org/10.14569/IJACSA.2019.0100702 

Kumar, K. N. M., & Alekhya, K. (2016). Detecting Phishing Websites using Fuzzy 

Logic. International Journal of Advanced Research in Computer Engineering & 

Technology (IJARCET), 5(10). 

Kumar, R., Jain, M., Singh, S., & Assad, A. (2019). Fuzzy Modeling and Harmony 

Search Optimization for Machining System With General Repair, Standby Support 

and Vacation. Applied Mathematics and Computation, 361, 858–873. 

https://doi.org/10.1016/j.amc.2019.05.053 

Kumoye, A. O., Prasad, R., & Fonkam, M. (2020). Swarm Intelligence Algorithm and its 

Application: A Critical Review. 2020 International Conference in Mathematics, 

Computer Engineering and Computer Science (ICMCECS). 

https://doi.org/10.1109/ICMCECS47690.2020.246996 

Kwiecień, J., & Filipowicz, B. (2012). Firefly Algorithm in Optimization of Queueing 

Systems. Bulletin of the Polish Academy of Sciences: Technical Sciences, 60(2), 

363–368. https://doi.org/10.2478/v10175-012-0049-y 

Lambora, A., Gupta, K., & Chopra, K. (2019). Genetic Algorithm: A Literature Review. 

2019 International Conference on Machine Learning, Big Data, Cloud and Parallel 

Computing (COMITCon), (1998), 380–384. 

https://doi.org/10.1109/COMITCon.2019.8862255 



85 

Li, G., Shuang, F., Zhao, P., & Le, C. (2019). An Improved Butterfly Optimization 

Algorithm for Engineering Design Problems Using the Cross-Entropy Method. 

Symmetry, 11(8), 1049. https://doi.org/10.3390/sym11081049 

Li, S., Gu, Q., Gong, W., & Ning, B. (2020). An Enhanced Adaptive Differential 

Evolution Algorithm for Parameter Extraction Of Photovoltaic Models. Energy 

Conversion and Management, 205(January), 112443. 

https://doi.org/10.1016/j.enconman.2019.112443 

Liu, S., & Li, Z. (2017). A Modified Genetic Algorithm for Community Detection in 

Complex Networks. 2017 International Conference on Algorithms, Methodology, 

Models and Applications in Emerging Technologies, ICAMMAET 2017, 2017-

Janua, 1–3. https://doi.org/10.1109/ICAMMAET.2017.8186747 

Liu, W., & Wang, J. (2019). A Brief Survey on Nature-Inspired Metaheuristics for 

Feature Selection in Classification in This Decade. Proceedings of the 2019 IEEE 

16th International Conference on Networking, Sensing and Control, ICNSC 2019, 

424–429. https://doi.org/10.1109/ICNSC.2019.8743245 

Ma, J., Saul, L. K., Savage, S., & Voelker, G. M. (2011). Learning to Detect Malicious 

URLs. ACM Transactions on Intelligent Systems and Technology, 2(3). 

https://doi.org/10.1145/1961189.1961202 

Machado, L., & Gadge, J. (2017). Phishing Sites Detection based on C4.5 Decision Tree 

Algorithm. International Conference on Computing, Communication, Control and 

Automation, 1–5. https://doi.org/10.1109/ICCUBEA.2017.8463818 

Masoumi, A., & Azad, I. (2020). The Challenges and Advantages of Fuzzy Systems 

Applications, (May). https://doi.org/10.13140/RG.2.2.22310.96328 

  



86 

Mittal, A. (2015). A Review On : Generation of Automatic Fuzzy Rule Base from 

Numerical Data using Nature-Inspired Approach. International Journal of 

Advanced Research in Computer Science and Software Engineering, 5(7), 225–228. 

Mohanty, S., Jha, M. K., Raul, S. K., Panda, R. K., & Sudheer, K. P. (2015). Using 

Artificial Neural Network Approach for Simultaneous Forecasting of Weekly 

Groundwater Levels at Multiple Sites. Water Resources Management, 29(15), 

5521–5532. https://doi.org/10.1007/s11269-015-1132-6 

Mohd Foozy, C. F., Ahmad, R., Faizal Abdollah, M. A., & Wen, C. C. (2017). A 

Comparative Study with RapidMiner and WEKA Tools over some Classification 

Techniques for SMS Spam. IOP Conference Series: Materials Science and 

Engineering, 226(1). https://doi.org/10.1088/1757-899X/226/1/012100 

Nagpal, S., Arora, S., Dey, S., & Shreya, S. (2017). Feature Selection using Gravitational 

Search Algorithm for Biomedical Data. Procedia Computer Science, 115, 258–265. 

https://doi.org/10.1016/j.procs.2017.09.133 

Nguyen, L. A. T., & Nguyen, H. K. (2015). Developing An Efficient Fuzzy Model for 

Phishing Identification. In 2015 10th Asian Control Conference: Emerging Control 

Techniques for a Sustainable World, ASCC 2015. 

https://doi.org/10.1109/ASCC.2015.7244834 

Niu, W., Zhang, X., Yang, G., Ma, Z., & Zhuo, Z. (2017). Phishing Emails Detection 

Using CS-SVM. 2017 IEEE International Symposium on Parallel and Distributed 

Processing with Applications and 2017 IEEE International Conference on 

Ubiquitous Computing and Communications (ISPA/IUCC), 1054–1059. 

https://doi.org/10.1109/ISPA/IUCC.2017.00160 

Niu, W., Zhang, X., Yang, G., Ma, Z., & Zhuo, Z. (2018). Phishing emails detection using 

CS-SVM. In Proceedings - 15th IEEE International Symposium on Parallel and 

Distributed Processing with Applications and 16th IEEE International Conference 

on Ubiquitous Computing and Communications, ISPA/IUCC 2017 (pp. 1054–1059). 



87 

https://doi.org/10.1109/ISPA/IUCC.2017.00160 

Oliveira, L. S. De, & Rodrigues, L. R. (2016). Parameter Tuning of the Teaching-

Learning Based Optimization Algorithm Applied To Troubleshooting. Conference: 

Simpósio Brasileiro de Pesquisa Operacional (SBPO). 

Pandiarajan, K., & Babulal, C. K. (2016). Fuzzy Harmony Search Algorithm Based 

Optimal Power Flow for Power System Security Enhancement. International 

Journal of Electrical Power and Energy Systems, 78, 72–79. 

https://doi.org/10.1016/j.ijepes.2015.11.053 

Patil, S. P., Thakare, A. D., & Dhote, C. A. (2015). An Efficient Hybrid Data Clustering 

Method Based on Candidate Group Search And Genetic Algorithm. 2015 4th 

International Conference on Reliability, Infocom Technologies and Optimization: 

Trends and Future Directions, ICRITO 2015, 1–5. 

https://doi.org/10.1109/ICRITO.2015.7359279 

Patil, V., Thakkar, P., Shah, C., Bhat, T., & Godse, S. P. (2018). Detection and Prevention 

of Phishing Websites Using Machine Learning Approach. Proceedings - 2018 4th 

International Conference on Computing, Communication Control and Automation, 

ICCUBEA 2018, 2–6. https://doi.org/10.1109/ICCUBEA.2018.8697412 

Pezhman Ramezani, M. A. (2013). Harmony Search Algorithm: Strengths and 

Weaknesses. Journal of Computer Engineering & Information Technology, 02(01), 

1–7. https://doi.org/10.4172/2324-9307.1000102 

Piotrowski, A. P., Napiorkowski, J. J., & Piotrowska, A. E. (2020). Population Size in 

Particle Swarm Optimization. Swarm and Evolutionary Computation, 58(May), 

100718. https://doi.org/10.1016/j.swevo.2020.100718 

  



88 

Pratiwi, M. E., Lorosae, T. A., & Wibowo, F. W. (2018). Phishing Site Detection 

Analysis Using Artificial Neural Network. Journal of Physics: Conference Series, 

1140. https://doi.org/10.1088/1742-6596/1140/1/012048 

Pravesjit, S., & Kantawong, K. (2017). An Improvement of Genetic Algorithm for 

Optimization Problem. 2nd Joint International Conference on Digital Arts, Media 

and Technology 2017: Digital Economy for Sustainable Growth, ICDAMT 2017, 

226–229. https://doi.org/10.1109/ICDAMT.2017.7904966 

Priyadharshini, P., Prakashraj, K., & Padmapriya, S. (2019). Improved Butterfly 

Optimization Algorithm using Local Search Operator for Capacitated Vehicle 

Routing Problem. International Research Journal of Engineering and Technology 

(IRJET), 6(4), 983–988. 

Qian, K., Li, W., & Qian, W. (2017). Hybrid Gravitational Search Algorithm Based on 

Fuzzy Logic. IEEE Access, 5. https://doi.org/10.1109/ACCESS.2017.2768439 

Qin, A. K., & Forbes, F. (2011). Harmony Search with Differential Mutation Based Pitch 

djustment. Genetic and Evolutionary Computation Conference, GECCO’11, 545–

552. https://doi.org/10.1145/2001576.2001651 

Rajakumar, R., Dhavachelvan, P., & Vengattaraman, T. (2016). A Survey on Nature 

Inspired Meta-Heuristic Algorithms with its Domain Specifications. 2016 

International Conference on Communication and Electronics Systems (ICCES), 1–

6. https://doi.org/10.1109/CESYS.2016.7889811 

Ramos-figueroa, O., Quiroz-castellanos, M., & Mezura-montes, E. (2020). 

Metaheuristics to Solve Grouping Problems: A Review and A Case Study. Swarm 

and Evolutionary Computation, 53(January), 100643. 

https://doi.org/10.1016/j.swevo.2019.100643 

  



89 

Roopak, S., Vijayaraghavan, A. P., & Thomas, T. (2019). On Effectiveness of Source 

Code and SSL Based Features for Phishing Website Detection. 1st International 

Conference on Advanced Technologies in Intelligent Control, Environment, 

Computing and Communication Engineering, ICATIECE 2019, 172–175. 

https://doi.org/10.1109/ICATIECE45860.2019.9063824 

Saraswat, P., & Parmar, G. (2015). A Comparative Study of Differential Evolution and 

Simulated Annealing for Order Reduction of Large Scale Systems. 2015 

Interational Conference on Communication, Control and Intelligent Systems 

(CCIS), (2), 2–6. https://doi.org/10.1109/CCIntelS.2015.7437923 

Sazonov, E. S., Klinkhachorn, P., Gangarao, H. V. S., & Halabe, U. B. (2002). Fuzzy 

Logic Expert System for Automated Damage Detection From Changes In Strain 

Energy Mode Shapes. Nondestructive Testing and Evaluation, 18(1), 1–20. 

https://doi.org/10.1080/10589750290026556 

Sharma, Sonia, & Pandey, H. M. (2016). Genetic Algorithm, Particle Swarm 

Optimization and Harmony Search: A Quick Comparison. Proceedings of the 2016 

6th International Conference - Cloud System and Big Data Engineering, Confluence 

2016, 40–44. https://doi.org/10.1109/CONFLUENCE.2016.7508044 

Sharma, Sushmita, & Saha, A. K. (2020). m-MBOA: A Novel Butterfly Optimization 

Algorithm Enhanced with Mutualism Scheme. Soft Computing, 24. 

https://doi.org/10.1007/s00500-019-04234-6 

Sheshasaayee, A., & Sridevi, D. (2016). Fuzzy C-Means Algorithm with Gravitational 

Search Algorithm in Spatial Data Mining. 2016 International Conference on 

Inventive Computation Technologies (ICICT). 

https://doi.org/10.1109/INVENTIVE.2016.7823259 

Shrivas, A. K., & Suryawanshi, R. (2017). Decision Tree Classifier for Classification of 

Phishing Website with Info Gain Feature. International Journal for Research in 

Applied Science & Engineering Technology, 5(V), 780–783. 



90 

Shukla, A. K., Singh, P., & Vardhan, M. (2020). An Adaptive Inertia Weight Teaching-

Learning-Based Optimization Algorithm and Its Applications. Applied 

Mathematical Modelling, 77, 309–326. https://doi.org/10.1016/j.apm.2019.07.046 

Shukla, A., Pandey, H. M., & Mehrotra, D. (2015). Comparative Review of Selection 

Techniques in Genetic Algorithm. 2015 1st International Conference on Futuristic 

Trends in Computational Analysis and Knowledge Management, ABLAZE 2015, 

515–519. https://doi.org/10.1109/ABLAZE.2015.7154916 

Son-Il Kwak, Gang Choe, In-Song Kim, Gyong-Ho Jo, C.-J. H. (2015). A Study of an 

Modeling Method of T-S fuzzy System Based on Moving Fuzzy Reasoning and Its 

Application. CoRR, 1–24. 

Sönmez, Y., Tuncer, T., Gökal, H., & AvcÕ, E. (2018). Phishing Web Sites Features 

Classification Based on Extreme Learning Machine. 2018 6th International 

Symposium on Digital Forensic and Security (ISDFS), 1–5. 

https://doi.org/10.1109/ISDFS.2018.8355342 

Soofi, A., & Awan, A. (2017). Classification Techniques in Machine Learning: 

Applications and Issues. Journal of Basic & Applied Sciences, 13(September), 459–

465. https://doi.org/10.6000/1927-5129.2017.13.76 

Storn, R., & Price, K. (1995). Differential Evolution - A Simple and Efficient Heuristic 

for Global Optimization over Continuous Spaces. Journal of Global Optimization, 

11(4), 341–359. https://doi.org/10.1023/A:1008202821328 

Tiwari, A., & Pradhan, M. K. (2017). Applications of TLBO Algorithm on Various 

Manufacturing Processes: A Review. 5th International Conference of Materials 

Processing and Characterization (ICMPC 2016), 4(2), 1644–1652. 

https://doi.org/10.1016/j.matpr.2017.02.003 

  



91 

To, B. L., Anh, L., Nguyen, T., Nguyen, H. K., & Nguyen, M. H. (2014). A Novel Fuzzy 

Approach for Phishing Detection. IEEE Fifth International Conference on 

Communications and Electronics, 530–535. 

https://doi.org/10.1109/CCE.2014.6916759 

Tubishat, M., Alswaitti, M., Mirjalili, S., Member, S., Al-garadi, M. A. L. I., En, M. A., 

… Rana, T. A. (2020). Dynamic Butterfly Optimization Algorithm for Feature 

Selection. IEEE Access, 8, 194303–194314. 

https://doi.org/10.1109/ACCESS.2020.3033757 

Tuo, S., Yong, L., Deng, F., Li, Y., Lin, Y., & Lu, Q. (2017). HSTLBO: A Hybrid 

Algorithm Based on Harmony Search And Teaching-Learning- Based Optimization 

For Complex High Dimensional Optimization Problems. PLoS ONE, 12(4), 1–23. 

https://doi.org/10.1371/journal.pone.0175114 

Tzu-TsungWong. (2015). Performance Evaluation of Classification Algorithms By K-

Fold And Leave-One-Out Cross Validation. Pattern Recognition, 48, 2839–2846. 

https://doi.org/https://doi.org/10.1016/j.patcog.2015.03.009 

Valdez, F., Vazquez, J. C., Melin, P., & Castillo, O. (2017). Comparative Study of The 

Use of Fuzzy Logic In Improving Particle Swarm Optimization Variants For 

Mathematical Functions Using Co-Evolution. Applied Soft Computing Journal, 52, 

1070–1083. https://doi.org/10.1016/j.asoc.2016.09.024 

Vikhar, P. A. (2016). Evolutionary Algorithms: A Critical Review and Its Future 

Prospects. 2016 International Conference on Global Trends in Signal Processing, 

Information Computing and Communication, 261–265. 

https://doi.org/10.1109/ICGTSPICC.2016.7955308 

Voskoglou, M. (2013). Fuzzy Logic as a Tool for Assessing Students’ Knowledge and 

Skills. Education Sciences, 3(2), 208–221. https://doi.org/10.3390/educsci3020208 



92 

Vrbančič, G., Fister, I., & Podgorelec, V. (2018). Swarm Intelligence Approaches for 

Parameter Setting of Deep Learning Neural Network. In Proceedings of the 8th 

International Conference on Web Intelligence, Mining and Semantics - WIMS ’18 

(pp. 1–8). New York, New York, USA: ACM Press. 

https://doi.org/10.1145/3227609.3227655 

Wang, C. (2015). A Study of Membership Functions on Mamdani-Type Fuzzy Inference 

S. Theses and Dissertations, Paper 1665. 

Xiang, W. L., Meng, X. L., An, M. Q., Li, Y. Z., & Gao, M. X. (2015). An Enhanced 

Differential Evolution Algorithm Based On Multiple Mutation Strategies. 

Computational Intelligence and Neuroscience, 2015. 

https://doi.org/10.1155/2015/285730 

Xiao-Ying Shi, Zhi-Bang Xu, Jing-Hong Gong, H. Y. (2015). Genetic Algorithm 

Optimization for Water Curtain Cooling Fuzzy Control System, 281, 3–8. 

https://doi.org/10.3233/978-1-61499-619-4-3 

Xu, J., & Zhang, J. (2014). Exploration-Exploitation Tradeoffs In Metaheuristics: Survey 

And Analysis. Proceedings of the 33rd Chinese Control Conference, CCC 2014, 

8633–8638. https://doi.org/10.1109/ChiCC.2014.6896450 

Yadav, A., & Deep, K. (2014). An Efficient Co-Swarm Particle Swarm Optimization For 

Non-Linear Constrained Optimization. Journal of Computational Science, 5(2), 

258–268. https://doi.org/10.1016/j.jocs.2013.05.011 

Yang, S., Feng, Q., Liang, T., Liu, B., Zhang, W., & Xie, H. (2018). Modeling grassland 

above-ground biomass based on artificial neural network and remote sensing in the 

Three-River Headwaters Region. Remote Sensing of Environment, 204(December), 

448–455. https://doi.org/10.1016/j.rse.2017.10.011 

  



93 

Yang, X., Yan, L., Yang, B., & Li, Y. (2017). Phishing Website Detection Using C4 . 5 

Decision Tree. International Conference on Information Technology and 

Management Engineering, 2(Itme), 119–124. 

https://doi.org/10.12783/dtcse/itme2017/7975 

Yasin, A., & Abuhasan, A. (2016). An Intelligent Classification Model for Phishing 

Email Detection. International Journal of Network Security & Its Applications, 8(4), 

55–72. https://doi.org/10.5121/ijnsa.2016.8405 

Zabihimayvan, M., & Doran, D. (2019). Fuzzy Rough Set Feature Selection to Enhance 

Phishing Attack Detection. 2019 IEEE International Conference on Fuzzy Systems 

(FUZZ-IEEE), 1–6. https://doi.org/10.1109/FUZZ-IEEE.2019.8858884 

Zadeh, L. (1965). Fuzzy Sets. Information and Control, 8(3), 338–353. 

https://doi.org/https://doi.org/10.1016/S0019-9958(65)90241-X 

Zamli, K. Z., Din, F., Baharom, S., & Ahmed, B. S. (2017). Fuzzy Adaptive Teaching 

Learning-Based Optimization Strategy For The Problem Of Generating Mixed 

Strength T -Way Test Suites. Engineering Applications of Artificial Intelligence, 

59(December 2016), 35–50. https://doi.org/10.1016/j.engappai.2016.12.014 

Zhang, T., & Woo, Z. (2019). Review Of Harmony Search With Respect To Algorithm 

Structure. Swarm and Evolutionary Computation, 48(April 2018), 31–43. 

https://doi.org/10.1016/j.swevo.2019.03.012 

Zhang, Yiying, Jin, Z., & Chen, Y. (2020). Knowledge-Based Systems Hybrid Teaching 

– Learning-Based Optimization and Neural Network Algorithm for Engineering 

Design Optimization Problems. Knowledge-Based Systems, 187, 104836. 

https://doi.org/10.1016/j.knosys.2019.07.007 

  



94 

Zhang, Yunfeng, Liu, X., Bao, F., Chi, J., Zhang, C., & Liu, P. (2020). Particle Swarm 

Optimization With Adaptive Learning Strategy. Knowledge-Based Systems, 196, 

105789. https://doi.org/10.1016/j.knosys.2020.105789 

Zhao, F., Xue, F., Zhang, Y., Ma, W., Zhang, C., & Song, H. (2018). A Hybrid Algorithm 

Based On Self-Adaptive Gravitational Search Algorithm And Differential 

Evolution. Expert Systems With Applications, 113, 515–530. 

https://doi.org/10.1016/j.eswa.2018.07.008 

Zou, F., Chen, D., & Xu, Q. (2019). A Survey Of Teaching-Learning-Based 

Optimization. Neurocomputing, 335, 366–383. 

https://doi.org/10.1016/j.neucom.2018.06.076 

Zubair Hasan, K. M., Hasan, M. Z., & Zahan, N. (2019). Automated Prediction of 

Phishing Websites Using Deep Convolutional Neural Network. 5th International 

Conference on Computer, Communication, Chemical, Materials and Electronic 

Engineering, IC4ME2 2019, 11–12. 

https://doi.org/10.1109/IC4ME247184.2019.9036647 

Zuraiq, A. A. (2019). Review : Phishing Detection Approaches. 2019 2nd International 

Conference on New Trends in Computing Sciences (ICTCS), 1–6. 

https://doi.org/10.1109/ICTCS.2019.8923069 

 

  




