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ABSTRAK

Rangkaian kenderaan yang dicipta dengan IoT telah membuka arena baharu untuk pen-
galaman pemanduan yang selesa dan lancar. IoT telah pun digabungkan dalam hampir
setiap aspek kehidupan manusia sejak beberapa tahun yang lalu. Selama bertahun-tahun,
ia telah menunjukkan perkembangan yang luar biasa dalam industri automotif. Dengan
pertumbuhan eksponen penderia dan protokol komunikasi di dalam kenderaan, rangkaian
dalaman kenderaan menjadi terlalu padat dan lebih kompleks dari hari ke hari. Ini menim-
bulkan banyak isu seperti-l QoS (Kualiti Perkhidmatan), kepadatan rangkaian, kehilangan
paket, kelewatan penghantaran, pencerobohan, daya pemprosesan yang tidak memuaskan
dan lain-lain. Masalah ini juga timbul bagi sistem pemantauan kesihatan kenderaan. Untuk
mengatasi cabaran tersebut, adalah menjadi satu keperluan untuk membangunkan protokol
komunikasi yang berkesan bagi menangani permasalahan. Dalam tesis ini, bidang tumpuan
utama ialah penambahbaikan protokol MAC. TCP/IP adalah protokol komunikasi piawaian
yang berasaskan kepada lima lapisan yang dapat memudahkan komunikasi antara peranti
melalui internet. Protokol dan fungsi rangkaian yang ini diberi kuasa dalam setiap lapisan.
Dalam penyelidikan ini, ia tertumpu sepenuhnya pada pengoptimuman lapisan MAC dalam
kenderaan. Lapisan MAC hibrid adalah gabungan MAC-berasaskan-sejarah dan MAC-
berasaskan-keutamaan yang menggabungkan ciri-ciri terbaik pada kedua-dua skim yang
dicadangkan dalam tesis ini. Kecekapan sistem dinilai dengan mengira daya pengeluaran
sistem menggunakan pengiraan rantai Markov yang dipertingkatkan serta melakukan sim-
ulasi ns-3 untuk situasi yang berbeza. Objektif penyelidikan ini adalah untuk menam-
bah baik skalabiliti MAC dan mengurangkan trafik rangkaian dan isu kesesakan dengan
menambah baik daya pemprosesan serta mengurangkan perlanggaran dan kelewatan. MAC
Hibrid yang dicadangkan telah menunjukkan peningkatan yang ketara dalam pemprosesan
berbanding MAC-berasaskan-sejarah dan MAC-berasaskan-keutamaan selain kecekapan
dalam mengurangkan kelewatan dan perlanggaran dalam rangkaian.
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ABSTRACT

Vehicular networks, coined with IoT, have opened a new arena of possibilities for a com-
fortable and seamless driving experience. IoT is already incorporated into almost every as-
pect of human life for the past couple of years. Over the years, it has also shown remarkable
development in the automotive industry. With the exponential growth of sensors and com-
munication protocols inside a vehicle, intra-vehicular networks are becoming overcrowded
and more complex day by day. This raises many issues, such as degraded QoS (Quality
of Service), network congestion, packet loss, transmission delay, intrusions, unsatisfactory
throughput, etc. These problems are also apparent in vehicular health monitoring systems.
To overcome such challenges, it is necessary to develop an elaborate communication pro-
tocol to address them. In this thesis, the main area of focus was improving MAC protocol.
TCP/IP is a five-layer standardized communication protocol that facilitates communication
between devices over the internet. Unique network protocols and functions are authorized
for each of the five layers. In this research, the work is fully focused on optimizing the
MAC layer in vehicles. A hybrid MAC layer is a history-based and priority-based MAC
combining the best features of both schemes proposed in this thesis. Here, the efficiency
of the system is evaluated by calculating the system’s throughput using enhanced Markov
chain calculation as well as doing ns-3 simulation for different conditions. The objective of
this research is to improve MAC’s scalability and mitigate network traffic and congestion
issues by improving the throughput and reducing collision and delay. The proposed Hy-
brid MAC shows a significant increase in throughput compared to history-based MAC and
priority-based MAC, as well as efficiency in mitigating delay and collision in the network.
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Security of wi-fi on-board intra-vehicular communication: Field trials of tunnel sce-
nario. In 2013 13th international conference on its telecommunications (itst) (pp.
278–283).

Song, L., Vasilakos, A. V., Jiao, B., Wang, J., & Chen, W. (2011). Emerging techniques

for wireless vehicular communications. Wiley Online Library.
Stanica, R., Chaput, E., & Beylot, A.-L. (2012). Properties of the mac layer in safety

vehicular ad hoc networks. IEEE Communications Magazine, 50(5), 192-200. doi:
10.1109/MCOM.2012.6194402

Star, T. (2020 (accessed January 2, 2021)). Road deaths and accidents drop by over

30 percent — the star. https://www.thestar.com.my/news/focus/2020/12/
06/road-deaths-and-accidents-drop-by-over-30?fbclid=IwAR0buVo3M4
xdFhkfIq9AthdqRYhO3kNISjsTEwADlYIIh7VxaxLkMIdtxQ.

Subramanian, A. K., & Paramasivam, I. (2017). Prin: A priority-based energy efficient mac
protocol for wireless sensor networks varying the sample inter-arrival time. Wireless

Personal Communications, 92(3), 863–881.
Sumorek, A., & Buczaj, M. (2012). New elements in vehicle communication “media ori-

ented systems transport” protocol. Teka Komisji Motoryzacji i Energetyki Rolnictwa,
12(1).

Suthaputchakun, C., & Sun, Z. (2012). Priority based routing protocol with reliability
enhancement in vehicular ad hoc network. In 2012 international conference on com-

munications and information technology (iccit) (pp. 186–190).
Svensson, O., Thelin, S., Byttner, S., & Fan, Y. (2017). Indirect tire monitoring system-

machine learning approach. In Iop conference series: Materials science and engi-

neering (Vol. 252, p. 012018).
Tang, F., Mao, B., Fadlullah, Z. M., Kato, N., Akashi, O., Inoue, T., & Mizutani, K. (2017).

On removing routing protocol from future wireless networks: A real-time deep learn-
ing approach for intelligent traffic control. IEEE Wireless Communications, 25(1),
154–160.

Tielert, T., Jiang, D., Hartenstein, H., & Delgrossi, L. (2013). Joint power/rate congestion
control optimizing packet reception in vehicle safety communications. In Proceeding

of the tenth acm international workshop on vehicular inter-networking, systems, and

applications (pp. 51–60).
Tsiropoulou, E. E., Kapoukakis, A., & Papavassiliou, S. (2013). Energy-efficient subcarrier

116



allocation in sc-fdma wireless networks based on multilateral model of bargaining.
In 2013 ifip networking conference (pp. 1–9).

Tsiropoulou, E. E., Kapoukakis, A., & Papavassiliou, S. (2016). Uplink resource allocation
in sc-fdma wireless networks: A survey and taxonomy. Computer Networks, 96, 1–
28.

Turan, B., Narmanlioglu, O., Ergen, S. C., & Uysal, M. (2016). On the performance of
mimo ofdm-based intra-vehicular vlc networks. In 2016 ieee 84th vehicular technol-

ogy conference (vtc-fall) (pp. 1–5).
Verma, A., & Ranga, V. (2018). Statistical analysis of cidds-001 dataset for network intru-

sion detection systems using distance-based machine learning. Procedia Computer

Science, 125, 709–716.
Vigneshwaran, S., Nithya, B., Raghul, K., Nivas, B., & Kishore, V. (2020). Design of

bus tracking and fuel monitoring system. In 2020 6th international conference on

advanced computing and communication systems (icaccs) (pp. 348–351).
Wampler, D., Fu, H., & Zhu, Y. (2009). Security threats and countermeasures for intra-

vehicle networks. In 2009 fifth international conference on information assurance

and security (Vol. 2, pp. 153–157).
Wang, J., Ni, D., & Li, K. (2014). Rfid-based vehicle positioning and its applications in

connected vehicles. Sensors, 14(3), 4225–4238.
WHO. (2020 (accessed January 5, 2021)). Road traffic injuries. https://www.who.int/

news-room/fact-sheets/detail/road-traffic-injuries?fbclid=
IwAR3e3bdaNGGTscYDvY-5dMiG5A9Tcnt YciFsrWkFJCF3vgdUGInM4M-FCc.

Wolf, M., Weimerskirch, A., & Paar, C. (2006). Secure in-vehicle communication. In
Embedded security in cars (pp. 95–109). Springer.

Xiang, W. (2007). A vehicular ultra-wideband channel model for future wireless intra-
vehicle communications (ivc) systems. In 2007 ieee 66th vehicular technology con-

ference (pp. 2159–2163).
Xing, J., Zhang, J., Li, W., Cheng, H., Shi, X., & Li, C. (2006). Vehicle gps real time

monitoring communication system base on gprs/csd. In 2006 6th world congress on

intelligent control and automation (Vol. 2, pp. 8745–8749).
Yang, J., Poellabauer, C., & Mitra, P. (2017). Using bluetooth low energy for dynamic

information-sharing in vehicle-to-vehicle communication. SAE International Jour-

nal of Passenger Cars-Electronic and Electrical Systems, 10(2017-01-1650), 240–
247.

Yang, Z., Zheng, K., Yang, K., & Leung, V. C. (2017). A blockchain-based reputa-
tion system for data credibility assessment in vehicular networks. In 2017 ieee 28th

annual international symposium on personal, indoor, and mobile radio communica-

tions (pimrc) (pp. 1–5).
Zeng, W., Khalid, M., & Chowdhury, S. (2015). A qualitative comparison of flexray and

117



ethernet in vehicle networks. In 2015 ieee 28th canadian conference on electrical

and computer engineering (ccece) (pp. 571–576).
Zhang, E., Kuang, Y., Jiang, W., & Umer, M. A. (2011). Active rfid positioning of ve-

hicles in road traffic. In 2011 11th international symposium on communications &

information technologies (iscit) (pp. 222–227).
Zhang, W., Lin, B., Gao, C., Yan, Q., Li, S., & Li, W. (2018). Optimal placement in rfid-

integrated vanets for intelligent transportation system. In 2018 ieee international

conference on rfid technology & application (rfid-ta) (pp. 1–6).
Zhang, Y., & Zhao, J. (2005). Performance simulation of fixed-point for mb-ofdm uwb

system. In Proceedings. 2005 international conference on wireless communications,

networking and mobile computing, 2005. (Vol. 1, pp. 292–295).
Zhong, J., Du, S., Zhou, L., Zhu, H., Cheng, F., Chen, C., & Xue, Q. (2017). Secu-

rity modeling and analysis on intra vehicular network. In 2017 ieee 86th vehicular

technology conference (vtc-fall) (pp. 1–5).

118




