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Abstract— Malware steals, encrypts, and damages data of the targeted machines for private, money, or fame purposes. The types of 

malwares are root exploit, cryptojacking, Trojan, worms, viruses, spyware, ransomware, and adware. Among these types, root exploit 

is one of the most destructive malware types since it disguises and obscures all types of malwares and provides a mechanism for other 

malware to carry out malicious acts invisibly. To review the progress of root exploitation efforts globally, there is a need to inspect all 

publications that involve root exploitation. Among all malware reviews previously, to date, there is still no trace of any bibliometric 

analysis that demonstrates the research impacts of root exploit and trends in bibliometric analysis. Hence, this paper adopts bibliometric 

analysis specifically on root exploit studies which evaluate: (1) Wordcloud; (2) WordTreeMap; (3) Three fields plot; (4) Thematic 

evolution; (5) Thematic maps; (6) Correspondence analysis (CA); (7) Dendrogram; and (8) Multiple correspondence analysis (MCA). 

To conclude, our bibliometric discovers that; 1) Linux and Android become the main interest in root exploit studies. 2) Types of root 

exploit in the virtualization layer and studies to detect this area are increasing. 3) USA and China have become the leaders in root 

exploitation research. 4) Research studies are more towards memory forensics to detect root exploit, which is more promising. 5) Instead 

of researching new methods of root exploit in compromising victims, root exploits researchers were more focused on detecting root 

exploits.  
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I. INTRODUCTION 

Malware is any malicious software designed or written to 

attack and harm a computer system. Among all the malware 

categories, root exploit is one of the most dangerous threats 

as it can conceal and hide all varieties of malware and provide 

a way for other malware to execute malicious actions 

stealthily [1]. Root exploit is a type of malware that modifies 

the operating system's kernel (OS) and subsequently steals 
sensitive and confidential data without the user's permission. 

Root exploit attackers have unrestricted administrator rights 

once the OS kernel has been broken. If these privileges are 

granted, all harmful executions will be flagged as approved 

by the antivirus or intrusion detection system. Because the 

root vulnerability may avoid antivirus and intrusion detection, 

the attacker can carry out any harmful activity invisibly [2]. 

Securelist from Kaspersky recently discovered a new rootkit 

or root exploit known as 'Moriya'. With the famous rootkit's 

capability to execute malicious actions stealthily, it installs 

passive backdoors on public-facing servers, establishing a 

covert command and control (C&C) for botnet 
communication channels without having been recognized by 

antivirus [3]. In another recent case, Microsoft officially 

verified that they authorized a malicious driver distributed in 

gaming environments. This "Netfilter" driver is a rootkit that 

has been observed communicating with the command and 

control (C&C) Internet protocol (IP), without raising any 

suspicion at all [4]. 

On the other hand, although the existing surveys provide a 

profound view of malware efforts, there are unavailable 

review publications that specifically focus on root exploit. 

Furthermore, no trace of any bibliometric analysis is seen that 
demonstrates the research impacts of root exploit and trends 

in bibliometric analysis. Hence, this paper fills in the gap and 

reviews the root exploit publications activities using 

bibliometric analysis. 

A quantitative analysis of publications published on a 

certain topic is known as bibliometrics. The bibliometric 

method is used to assess published papers' impact and aid 

researchers in comprehending the research life cycle. It shows 

the study's focus, increasing the interest and attention of 
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scholars and funding organizations. The bibliometric method 

allows for comparing the countries that contributed to the 

publications based on their respective fields. Bibliometric 

research has benefited the COVID-19 pandemic [5], 

environmental, agricultural [6], sustainable development [7], 

accounting [8], economic [9], linguistic decision making [10], 

and fuzzy research [11]. The benefits of bibliometric analysis 

include: (a) the ability for academics to use the publication of 

relevant studies for future investigations; and (b) the ability 

for new researchers to increase their expertise. (b) disclose the 

development of research based on the institution and 
performance; (c) reveal the importance of research in a related 

field; (d) reveal the importance of research in a related field; 

(e) reveal the importance of research in a related field. 

The contribution of this bibliometrics analysis are as 

follows: 

 The bibliometric analysis involves root exploit studies 

that were retrieved from the Scopus database, which 

includes all categories of papers, including ISI-indexed. 

 This study investigates root exploit research globally by 

evaluating the number of publications, citations, title, 

authors, affiliation, abstract, and keywords. 
 Finally, this study addresses the enthusiasm of root 

exploit efforts by elucidating the bibliometrics analysis 

thus far and then utilizing these to forecast possible 

future reflections. 

II. MATERIAL AND METHOD 

Bibliometrics is a statistical analysis technique to 

systematically measure the influential factors of research 

publications, such as their productivity and visibility in a 
particular scientific field [12]. A search engine is used to 

explore valid scientific publications, and various scientific 

pools exist to search and index articles. For examples, Web of 

Science (WoS), Scopus, Google Scholar, IEEE Explore, 

Association for Computing Machinery (ACM), and springer. 

However, three main sources of bibliometric analysis for 

exploring literature include WoS, Elsevier Scopus, and 

Google Scholar [13], [14], [15]. In this paper, we used only 

the Scopus database for the following reasons; a) Scopus 

provides a simple logical expression function to include or 

exclude rules into the search query b) WoS only has a few 
papers related to root exploits c) Scopus has more 

publications focused on root exploit than WoS d) impact 

factor articles in Scopus are also indexed WoS [16], [17]. e) 

Google Scholar has a low quality of data which raises 

questions about its suitability [18], transparency of the 

coverage [19], and inconsistencies of data [15] for research 

evaluation. 

In this paper, we have employed various strategies to 

collect publications that correspond to our analysis (Fig. 1). It 

describes a set of tools, materials, and methods used to 

conduct this study. The methodology applies three phases: 1) 
data collection, 2) data analysis, and 3) data visualization. The 

first phase is where a set of keywords is selected to explore 

valid scientific publications. In the interest of searching all 

root exploit publications, we used the term "root exploit" OR 

"rootkit" as the main keyword in the search engine. This is 

because several researchers utilize the rootkit term, while the 

others used root exploit. 

 

 
Fig. 1  Flowchart of the methodology 

 

The second phase refines the retrieved publications from 

the previous phase by implying a more optimized query to 

trim the collected materials. We have excluded the unrelated 

databases from [16] by removing non-English languages and 

excluding databases like KCI-Korean Journal Database, 

Derwent Innovations Index, and SciELO Citation Index. 

Therefore, only WoS Core Collection was chosen to retrieve 

high-quality articles. Besides, some unwanted document 
types such as editorial material, retracted publications, 

corrections, and news items were removed from the results.  

The findings in the third phase are analyzed based on the 

following criteria: a) impact journal, b) highly cited article, c) 

research area, d) productivity, e) keyword frequency, f) 

institutions, and g) authors. Finally, we have adopted an 

interactive data visualization software Tableau [20] and the 

bibliometric package [21] from the open-source statistical 

software known as R to visualize the result of our analysis.    

III. RESULTS AND DISCUSSION  

A. Productivity 

Fig. 1 visualizes a trend that root exploit researchers were 

most interested in publishing conference papers in the form of 

proceedings, rather than an accumulation of papers published 

on websites or in book form. The reason is that the conference 

papers were submitted before the conference event, so the 

papers became available to all the participants. This situation 

allows the readers to understand the idea behind the papers 

and where possible, to submit their feedback after the 

presentation of the papers when the conference ends. Based 
on this, the conference papers' authors can then improve and 

revise their research ideas based on significant feedback. 

Therefore, conference publications before the conference are 

much more useful as it allows the readers to read multiple 

times and understand the research in detail. Following this, 

the root exploit authors are able to retrieve the audience's 

feedback much better during the conference event. 
 

 
Fig. 1  Document type 
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B. Institutions 

Here, it discusses the number of publications based on 

institutions or affiliations. It aims to identify which 

institutions are active in root exploit studies and measure their 

interest by comparing institutions according to the 
publications and collaborations.  

A comparison of these institutions was made based on 

publications and collaborations. Table 1 below tabulates the 

number of articles based on institutions according to the top 

10 rankings. The University of Illinois was placed at the top 

rank, with five articles, followed by the Cylab Carnegie 

Mellon University and Rutgers University. In this ranking, the 

universities involved were from the United States of America 

(USA), and Asia (China, South Korea, and India). The 

countries of the USA and China served as the two top nations 

with active universities that contributed the knowledge on 
root exploit to the world.  

TABLE I 

AFFILIATION OF ROOT EXPLOIT ARTICLES  

Affiliations Articles 

University of Illinois at 
Urbana champaign united 
states 5 
Cylab CMU Pittsburgh pa 
united states 4 
department of computer 

science Rutgers university 
united states 4 
Georgia Institute of 
Technology united states 4 
North Carolina State 
University united states 4 
school of computer science 
and engineering Beihang 

university Beijing 100191 
China 4 
university of Chinese academy 
of sciences Beijing China 4 
Beijing Institute of SYSTEM 
engineering Beijing China 3 
Catholic University of Daegu 
South KOREA 3 

Department of Computer 
Science And Engineering 
Pondicherry Engineering 
College Puducherry 605 014 
India 3 

 

From the level of collaboration between affiliations, as 

noted in Fig. 2, it can be noticed that the universities were not 

well connected in terms of research. When it comes to root 

exploit research, several of these universities operate as 

independent organizations, suggesting that very few 

universities are interested in collaborating with others in root 

exploit studies. Most of these universities were apparently, 
more comfortable in conducting root exploit research within 

their circle. This shows that the possibility of expanding the 

root exploit research among universities is high if these 

universities make an effort to collaborate so as to detect more 

advanced types of root exploits.  

 

 
Fig. 2  Collaboration network between institutions 

C. Authors 

Here, it discusses the number of publications based on 

authors from continents. The aim is to identify the most active 
researchers in terms of authorship. The author's publications, 

dominance ranking factor, and total citations were analyzed 

to accomplish this. Fig. 3 shows the top 20 rankings. The blue 

circles indicate the number of publications, the bigger the 

circle, the more the publications. This figure reveals how 

many labeled publications were initiated and discontinued by 

the authors (time of year). As seen in the top five rankings, 

the highest authorship ranking was led by Jiang X, Xu D, Lin 

Z, and Wang X, who published from 2004 to 2020. It appears 

that Jiang X stopped publishing root exploit articles in 2014, 

while Lin Z (ranking three) and Wang X (ranking four) 

continuously published articles until 2018.  
 

 
Fig. 3  Authors production over time in the top 20 ranking 

 

A scatter plot demonstrates (Fig. 5) the h and g indexes, 

respectively. The figure depicts that Jiang X surpassed all 
other authors in both the h and g-index and outperformed all 

other authors with a significant margin, as noted in the upper 

right corner. The scatter plot thus indicates that Jiang X has a 

significant experience in root exploit studies, with outstanding 

publications. In contrast, Wang X was placed below the Riley 

R and Iftode L due to the fewer h-index. This demonstrates 

that both Riley R and Iftode L had more citations than Wang 

X even though Wang X had a higher number of publications. 
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Fig. 4  Scatter plot between h and g index 

D. Words Analysis 

Here, it discusses the keywords used by researchers in root 

exploit publications. Word analysis is important because it 

examines the terms often used, the relationship between 

keywords in root exploit research and the research trends. It 

also identifies the research gaps in the malware domain, the 

research field which interests researchers the most, by 

combining them within the root exploit research.  

Fig. 5 displays a word cloud, with most occurrences being 
in the biggest font size. The center of the cloud showed that 

many researchers were attempting to detect root exploits from 

compromising machines rather than conducting experiments 

to uncover vulnerabilities by penetrating the OS. 

The word analysis began with the 'detection' word, 

followed by the word 'monitored' (font with blue color in the 

bottom of the cloud). This suggests that researchers had also 

utilized 'monitoring' as part of their published titles. Hence the 

word served as one of the main choices when detecting root 

exploits. 

Apart from detection, it shows that even with all the current 
OSes available (Windows, Linux, MacOS, IOS, and Android), 

only one OS, which is Android, has been mentioned in the 

word cloud. This indicates that many root exploits researchers 

were focusing on Android, whether in detection or attacks 

(font with green color under the detection word). 

 

 
Fig. 5  Word cloud of titles 

 
In the following word cloud, the author's keywords were 

also listed below the abstracts of each publication. Fig. 6 

highlights three similar keywords: 1) root exploit (small font 

located on top of rootkit word), 2) rootkits, and 3) rootkit. This 

shows the various keywords related to root exploit studies.  

Other words found to be related to detection include 

intrusion detection (left side of the word cloud), monitoring 

(bottom of the cloud), malware detection, anomaly detection, 

static analysis, dynamic analysis, and control flow integrity 

(most of them are located in the right side of the word cloud). 

This predominance has helped many researchers conduct 

experiments aiming to detect root exploits through various 

efforts.    

It is interesting to note that root exploits researchers prefer 

to use several words related to virtualizations, such as those 

shown in Fig. 6, which include: virtual machines, virtual 

machines, virtual machine monitor, virtualization, and virtual 

machine introspection. This shows that the researchers 

actively scrutinized the virtual machine part in their root 

exploit research efforts.  
From the perspective of memory, two words were found to 

be related to memory: memory forensics (left side), and 

memory acquisition (right side). This means that researchers 

were also keen to inspect the memory part in root exploit 

investigations besides looking at the virtual machine area. 

 

 
Fig. 6  Word cloud of author's keywords 

E. Three Fields Plot 

1) Sources, keywords and countries: Fig. 8 depicts the 
three-field plot which combines sources, keywords, and 

countries. It shows that most universities in many countries 

were interested in 'kernel' (the longest rectangle in gray color), 

and 'detection' (one of the longest rectangles in pink color), 

apart from other keywords. This occurrence suggests that root 
exploit researchers were spending their time in the detection 

and kernel area instead of attacking. Researchers also 

included keywords like 'monitoring', which served as one of 

the detection methods mentioned above. This shows that 

monitoring may be one of the solutions for improving 

computer security and preventing it from root exploit attacks. 

Other keywords that were relevant to monitoring include 

memory and virtual. This indicates that many researchers 

preferred to monitor the memory and virtual features when 

aiming to detect root exploits in their studies. 
 

 
Fig. 7  Three fields plot of sources, keywords, and countries 
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Fig. 7 also illustrates that the word of kernel, memory and 

virtual existed in the middle plot. By combining those three 

terms, the countries were more interested in monitoring the 

kernel, memory, and virtual area when detecting root exploit. 

2) Universities, keyword, and keyword plus: Fig. 9 shows 

the three-field plot which involved affiliations, keywords, and 

keyword plus. From the left side, the plot showed the 

affiliation, a keyword closely related to another. In the middle 

field is the keyword. A keyword is an idea or piece of content 

that defines what the article is about. In the right field is the 

keyword plus (extended by Scopus system). The keyword 
plus (ID) refers to the Scopus system's extended keywords 

and phrases, which are made up of keywords derived from the 

references utilized by the authors of a publication. 

 
Fig. 8  Three fields plot of affiliation, keywords, and keyword plus 

 

There were terms related to virtualization, such as virtual 

machine, virtual machine introspection, virtualization, and 

hypervisor, which were mentioned in the keywords (middle). 

The keyword plus (right side) lists keywords, such as virtual 

machines, virtualizations, virtual reality, and hypervisors. 

This observation suggests that root exploit researchers were 

beginning to focus on the virtual level and considering 

virtualization as one of the important areas when examining 

and detecting root exploit and its attacks. In the middle of the 
figure (third last row), and on the right side (last row), the 

focus was on the keyword of hypervisor, which is the essential 

part of virtualization. All these keywords revealed that root 

exploits researchers were conducting experiments widely in 

virtualization. 

From another perspective, the figure also addresses 

forensic memory (the last row in the middle plot), and this 

shows that researchers were beginning to show interest in 

forensic memory. This is because a root exploit that remains 

in the memory can be a challenge since it is integrated with 

the memory. The only way to remove the root exploit is to 

modify the memory. Moreover, attackers can infiltrate 
confidential information through the memory without being 

recognized by the antivirus. This is because the antivirus only 

scans the hard disc and excludes the memory. 

The graph (middle plot) only shows two operating systems, 

Linux and Android, excluding other OS such as Windows, 

iOS, and Ubuntu. The academic security community prefers 

these two types of operating systems because they are both 

open sources that are accessible to anyone with interest in the 

security area. Here, researchers were free to modify the 

configurations and settings so as to fulfill the requirements of 

specific situations based on their needs.   

Fig. 8 also demonstrates the strong interest in research in 

root exploit detection. Several detection terms, such as 

malware detection, intrusion detection system (IDS), machine 

learning, static analysis [22], [23] rootkit detection, and 

virtual machine introspection (VMI) were mentioned in the 

middle plot. VMI is a technique that externally monitors the 

runtime state of a system-level virtual machine. This figure 

shows that root exploits are extremely harmful, and so they 

require more effective detection methods.  

Another method of detection that has been utilized is 

machine learning. Fig. 8 highlights machine learning in the 
8th row in the middle plot. Machine learning has become a 

top priority for researchers when deciding on the detection 

method for their research [24], [25]. This is due to the 

advancement of AI technology [26]–[30]. Many research 

studies have discovered that machine learning effectively and 

efficiently detects root exploits [35].  

The left plot depicts the various universities actively 

conducting root exploit research. From the continental 

perspective, Asia has eight Chinese universities, the Middle 

East has one university from Israel, and the West has eleven 

universities from the USA. Computer crime is the most 
intriguing of the many terms included in the keyword plus 

(right plot, second row). This demonstrates that academics 

had explicitly used 'computer crime' to refer to the existing 

crime involving root exploit. This implies that attacking a 

victim through root exploit is a computer crime, hence, a 

serious matter.  

F. Countries 

Here, it discusses productivity among the continents. 

Productivity in publications refers to the frequency or number 
of publications incurred. It is used as a tool to measure the 

number of articles that were published among the continents. 

This productivity analysis helps researchers to focus on the 

research components and their strengths, thereby helping 

researchers to get an overview of the productivity 

performance of the publication in targeted research areas.  

TABLE II 

COUNTRIES WITH FREQUENCIES OF PUBLICATIONS  

Region Frequencies 

  
USA 364 
China 202 
India 56 
South Korea 43 
Germany 27 

France 22 
Australia 20 
Israel 16 
Taiwan 16 
Japan 15 
UK 15 
Malaysia 12 
Austria 11 

Iran 10 
Italy 10 
Canada 9 
Pakistan 8 
Singapore 7 
Spain 6 
Egypt 5 
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Researchers can also discover newer technologies or better 

methods from this productivity analysis. The productivity 

analysis may also assist researchers in evaluating the 

performance of various countries. As provided above, Table 

2 tabulates the level of frequency among the countries.  

TABLE III 

COUNTRIES WITH TOTAL CITATIONS  

Country 
Total 

Citations 
Average Article Citations 

Per Year 

USA 4908 31.87 
China 322 4.29 
Australia 170 21.25 
Canada 156 39.00 
Korea 140 6.67 

Japan 127 9.77 
Austria 121 20.17 
Germany 116 7.73 
Israel 115 16.43 
India 108 3.72 
Netherlands 68 68.00 
France 62 8.86 
Iran 38 12.67 

Italy 37 12.33 
Greece 35 11.67 
Qatar 29 14.50 
Turkey 21 7.00 
United 
Kingdom 20 3.33 
Saudi Arabia 18 18.00 
Taiwan 18 4.50 

 

The USA was noted to be the country with the highest 
frequency of root exploit publications, followed by China, and 

then India. Three countries from Asia that were included in 

the top 5 rankings encompassed China, India, and South 

Korea. This indicates that many researchers chose to conduct 

root exploit studies in Asia. It also shows that these countries 

were well-supported by the government in terms of 

technological advancement as well as security, and these 

factors had driven them to become more knowledgeable about 

cyber security. This occurrence thus leads to more novel ideas 

of security which can be implemented in their respective 

countries. 

Fig. 9  Country collaboration engagement in root exploit research 
 

Fig. 9 depicts the individual country's collaboration 

worldwide, as hinted by the blue color. The dark blue shade 

indicates a higher frequency of collaboration with other 
countries. In this regard, China, the United Kingdom, 

Germany, India, France, the USA, and Australia were among 

the countries that actively interacted with others. According 

to the maps, the USA is the country that collaborated the most 

by practically being involved, with all the active countries 

publishing research in root exploit. The next country in line 

was China, and a few European countries. As the USA 

projected the highest frequency of publications, it also 

indicates that international partnerships can be an advantage, 

and it helps to boost the USA's publications. 

In contrast, countries that were less interested in having 

collaborations in root exploit publications were indicated 
through the gray color, highlighting countries like New 

Zealand, Papua New Guinea, Russia, Algeria, Zimbabwe, 

Brazil, Argentina, and Mexico. This indicates that these 

countries were concentrating their efforts on other sorts of 

malware (botnets, ransomware, and Trojans), rather than root 

exploits. Alternatively, they also focused on topics other than 

cyber security (medical, plantation, or climate). 

Table 3 tabulates the ranking of countries with citations in 

root exploit publications. In the top 5 rankings, it was 

observed that the USA has the highest total citations, followed 

by China, Australia, Canada, and Korea. The analysis shows 
three of these countries were from Asia (China, Australia, and 

Korea). This information reveals that researchers from Asia 

were also prominent in examining root exploits, besides those 

from the West (the USA and Canada). 

As usual, the USA leads the ranking in citations. This may 

be due to the fact that events like world forums, such as 

Blackhat, were organized in the USA, resulting in increased 

citations for the USA. It also served as one of the most 

preferred references from all over the world. Additionally, the 

preference may also be affected by the convergence of 

international corporations such as Microsoft, Red Hat, Intel, 

and others, which tend to congregate in the USA, making the 
research atmosphere more intriguing [16]. 

From the general perspective, it can be seen that the 

Netherlands held the highest number of average article 

citations, totaling 68, followed by Canada, and then the USA. 

Nevertheless, even with the highest overall citations, the 

average number of papers derived from the USA was actually 

the lowest compared to the Netherlands and Canada. This 

phenomenon implies that even though papers from the 

Netherlands were fewer comparatively, it received more 

citations which means that the Netherlands had attracted the 
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majority of root exploit researchers who examined security 

improvements. 

G. New Discoveries from Bibliometric of Root Exploit 

1) Open-source OS (Android and Linux) has become the 
main interest in root exploit studies: Open source refers to 

software that is intended to be freely available to the public. 

Users have the capability to edit, change, and share the code 

based on their objectives. The open source was created 

decentralized and collaborative, with peer review and 

community output stated as key components. Since it was 

built by communities, the open source is frequently less 

expensive, more adaptable, and has a longer lifespan than 

proprietary alternatives. One of the open-source examples is 
Android. 

Fig. 5 and Fig. 6 were mentioned Android, highlight, that 

researchers mentioned Android more than any other operating 

system, suggest that researchers use several terms that were 

associated with Android. This outcome suggests that Android 

is becoming one of the trends in root exploit studies. 
Furthermore, the number of Android users has grown since its 

release, with wide prices ranging from cheap to expensive. 

There is also more addition of smart devices (smartphone, 

smart glasses, smart television, smart vacuum, smart 

refrigerator, and smart shoes) today, which also adopted 

Android as their OS. The number of Android users is more 

than desktop computers. Hence Android is more prone and 

vulnerable to root exploit attacks.  

From the analysis, it was noted that many studies involving 

root exploit also looked at Linux OS. Fig. 6 displays the use 

of author keywords, including Linux, in many publications, 

as noted in the third branch of the dendrogram. This keyword 
was further combined with other keywords like execution, 

and overhead. The figure shows that Linux was listed with 

Android in the middle plot. Since Linux is the OS that was 

distributed prior to Android, which was developed based on 

the Linux kernel, it is thus, crucial to investigate the Linux OS 

in the initial study.  

2) The rapid increase of root exploit in the virtualization 

area: Virtualization uses software to build an abstraction 

layer over the hardware components, for instance, processors, 

memory, or storage. Since 2006, Joanna Rutkowska had been 

presenting the 'BluePill' virtual root attack, which 
compromises the virtual layer in AMD processors. Prior to 

that, root exploit researchers had also made virtualization a 

top priority when researching the virtual characteristics and 

risks connected with root exploits. 

The current bibliometric analysis was able to uncover 

several insights in terms of virtualization in root exploit 
publications. For instance, we uncovered the use of virtual 

machine (without s), virtual machines, virtual machine 

monitor, virtualization, and virtual machine introspection. 

Additionally, Fig. 8 depicts the use of main words, such as 

virtualization, and machines in the publications. This 

occurrence demonstrates that virtualization has a high risk of 

being attacked by root exploit, thereby exposing users to 

potential precarious activities. As a result, more novel 

research on root exploit relating to virtual machines is 

required. 

3) Country involvement: Overall, it can be seen that the 

USA is leading in root exploit investigations. Previous figures 

and tables imply that the USA has the highest-ranking, hence 

more researchers who were involved in this area of research. 

In brief, it had more experts in root exploit studies. From the 

perspective of Asia, some statistics also indicate that Asia 

possesses active researchers involved in root exploit efforts. 

Previous figures and tables display the fact that the top 

countries in root exploit research include China, India, and 

South Korea, thereby suggesting that Asian countries have 

also contributed to root exploit studies over the years. These 
countries would probably outgrow other countries in the near 

future. 

4) Significant authors in root exploit: In this regard, 
several authors or researcher practitioners were found to have 

a high impact in the root exploit research. The significant 

authors who were most active in root exploit studies and 

publications include Jiang X, Xu D, Lin Z, and Wang X, all 

of whom had published similar studies between 2004 to 2020. 

They were also among the researchers with the highest h and 

g indexes. It appears that they were constantly stepping up 

their efforts in this area and adding to the body of knowledge 
on root exploit research. Even though some authors seemed 

to have departed from root exploit research, their 

contributions to root exploit studies were still relevant for the 

future. 

5) Enhancement of the potential of memory forensics: 
Memory is a critical component in computer hardware; it is 

required for running the system or for executing the system. 

Memory can be used to control contents as the program runs, 

whether on a normal or virtual basis. One component that is 

familiar to memory is the memory dump. It is the process of 

transferring all information contained in the RAM to a storage 
drive. This was also included as part of the computer forensic 

examination process. 

Here, the word, 'analysis' and 'table' were presented 

together. Fig. 6 shows the terms used in the research title 

which was noted in the hardware frequency called memory. 

This demonstrates that memory can also be at risk of a root 
exploit attack, which can be performed at the privileged level 

rather than the operating system level. The root exploit is able 

to execute codes (hypervisor level) on a privileged level (user 

level), with the assistance of hardware virtualization 

technology. This allows attackers to gain access through the 

hypervisor, leaving the users vulnerable to 'Man-In-The-

Middle' attacks. As a result, root exploits were able to spy and 

execute without being noticed, hence the reason why security 

practitioners need to consider the importance of the 

hypervisor level in preventing root exploit attacks [29], [30]. 

The three-field plot, the terms, memory, memory forensics, 

and memory acquisition appeared in the author's keywords, 
indicating that security practitioners were focusing their 

attention on memory as a component at high potential risk of 

root exploit. This demonstrates that the root exploit area 

necessitates the use of memory forensics, which can be traced 

and used to determine memory activities. It also suggests that 

memory forensics is an important part of root exploit research 

and may become a high priority in the near future. 
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6) Detection is the main activity in root exploit 

investigation: In root exploit publications, it seems that many 

researchers had conducted experiments in developing new 

methods to detect root exploit as well as new methods of root 

exploits in compromising the victim. However, detection was 

the main interest when compared to attacks. Fig. 7 depicts 

detection (one of longest rectangles in pink color) when 

compared to other keywords, and exhibits several detection 

terms - malware detection, intrusion detection system (IDS), 

machine learning, static analysis, rootkit detection. This 

outcome showed that it is challenging to detect root exploit, 
despite the many efforts made to detect it. As the nature of 

root exploit is to gain administrative privileges, the result of 

the detection is vague because the administrator actions were 

executed either by the real administrator or by the root exploit 

itself.  

7) Monitoring method in root exploit detection: Fig. 5, 

Fig. 6, Fig. 7 and Fig. 8 exhibit the term, 'monitoring' among 

the countries. According to these figures and tables, security 

practitioners were placing a high value on the term, 

'monitoring'. This shows that security researchers preferred 

the monitoring methods when exploring various detection 
methods of root exploit. The majority of the research was 

conducted to develop a better method of preventing root 

exploit attacks, identifying root exploits, and dealing with root 

exploit attacks, specifically its impact on hardware. The 

outcome derived would assist academia in gaining a better 

understanding of the interactions between hardware 

performance and root exploit. 

IV. CONCLUSION 

The advance of root exploit has drastically propelled 

security practitioners to conduct experiments in both root 

exploit attacks, and root exploits detection. As many devices 

were being invented (smart glasses, smart shoes, and smart 

vacuum), more OSes were created to cater to the operations 

and functions of these devices, based on the smart devices' 

objectives. Due to this prevalence, many malware attackers 

were also developing more root exploits which can be used to 

compromise the OS kernel of the smart devices, by stealing 

personal data which are then used for selfish and private 

purposes.    
Many reviews examined malware in many aspects, but 

very few focused on root exploits. Addressing this gap, the 

current paper thus focused on showcasing the depth and 

breadth of this research area by conducting a bibliometric 

analysis of 32 years of publication involving root exploit. A 

total of 598 articles published between 1989 and 2021 were 

retrieved for analysis. Through this review, we were able to 

understand that many aspects of the research area encompass 

productivity performance. Our findings showed that 

throughout the year, the number of publications on this topic 

had increased exponentially, suggesting the research area's 
popularity.  

Our bibliometric analysis also revealed that: 1) Linux and 

Android served as the main interest in root exploit studies. 

Linux is the OS invented earlier while Android was developed 

based on the Linux kernel. Due to this, it is crucial to 

investigate the Linux OS for initial studies. 2) The types of 

root exploit in the virtualization layer and studies have also 

increased. Many researchers focused on root exploit attacks 

and root exploit detection within the virtual parts, especially 

in CPUs embedded with virtual features. 3) The USA and 

China have become leaders in root exploit research. 4) Root 

exploit studies were more inclined towards memory forensics 

to examine root exploit detection, which is more promising. 

Nevertheless, there were still many research gaps that can be 

addressed in memory forensics, especially in smart devices. 5) 

Root exploit researchers were more focused on detecting root 

exploit, rather than finding ways to attack root exploits. This 

is because once a novel method has been compromised by 
root exploit, it becomes more challenging to detect since root 

exploits can surpass the existing security parameters.  
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