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Abstract: Physical layer security for wireless sensor networks (WSNs) is a laborious and highly
critical issue in the world. Wireless sensor networks have great importance in civil and military
fields or applications. Security of data/information through wireless medium remains a challenge.
The data that we transmit wirelessly has increased the speed of transmission rate. In physical layer
security, the data transfer between source and destination is not confidential, and thus the user has
privacy issues, which is why improving the security of wireless sensor networks is a prime concern.
The loss of physical security causes a great threat to a network. We have various techniques to
resolve these issues, such as interference, noise, fading in the communications, etc. In this paper we
have surveyed the different parameters of a security design model to highlight the vulnerabilities.
Further we have discussed the various attacks on different layers of the TCP/IP model along with
their mitigation techniques. We also elaborated on the applications of WSNs in healthcare, military
information integration, oil and gas. Finally, we have proposed a solution to enhance the security of
WSNs by adopting the alpha method and handshake mechanism with encryption and decryption.

Keywords: MAC; physical layer; wireless sensor network; attack; challenges; security; cryptography

1. Introduction

Science and technology have worked together to make our lives much easier and more
comfortable than ever [1]. Due to its various inventions and discoveries, human life has
become much more comfortable and modernized. Nowadays, we are always connected to
our mobile phones and computers twenty-four hours a day, and our data is maintained
or saved either in our devices or in our cloud storage [2]. Therefore, in order to save our
data from unauthorized access and from hackers, we use the different security approaches
to make a network secure [3]. This paper covers the basic concept of secure networks in
wireless medium along with its advantages, disadvantages and applications [4].

Wireless sensor network security is the process of making our devices such as smart
phones [5], tablets, computers and all the other handheld portable devices secure along
with the network to which they are connected [6]. It helps us to prevent other users
who are unauthorized from accessing our devices and data so that our data cannot be
manipulated [7]. Since we are more focused on the wireless medium, the most common
threat which needs to be addressed is therefore to make our devices secure while using
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the internet, and for that, we use Wi-Fi networks [8]. Therefore, in Wi-Fi networks we use
Wi-Fi security that contains Wired Equivalent Privacy (WEP) and Wi-Fi Protected Access
(WPA) [9].

Wired Equivalent Privacy (WEP) was developed for the security of networks which
were running on wireless medium in September 1999 [10]. As the name applies, it was
designed in such a way that it could provide the same level of security as the wired
mediums, but it was very hard to configure and had many security flaws [11]. WEP also
managed to be broken, which exposed our personal data and devices easily to the hackers
all over the internet [12]. Due to its drawbacks, many devices were updated with different
security protocols which were configured on WEP, and it was officially abandoned by the
Wi-Fi alliances in 2004 [13].

WEP is a security algorithm for IEEE 802.11 wireless networks, and it mainly consists
of 10 or 26 hexadecimal digits which makes 40 or 104 bits, respectively [14]. In 2004, WEP-40
and WEP-104 (128 and 256 bits) were declared “dead” because of the frequent attacks and
flaws [15]. Basically, WEP used to run based on two algorithms [9].

The first algorithm was RC4-Key Scheduled Algorithm (KSA) which converts the key
of length ranging from 1 to 256 bits to numbers 0 to N. It works as it contains the two
numbers “i” and “j” which are used as pointers to the element of S [8,16].

The second algorithm is RC4-Pseudo Random Generation Algorithm (PGRA). This
algorithm works by generating a byte of random or pseudorandom characters from internal
state and then updates the internal state [17,18].

As mentioned earlier, WEP was exposed to many attacks which made it a vulnera-
ble protocol when it comes to security, and some of them include packet injection, fake
authentication, FMS attack, Chop attack, and Kore K attack [19].

Wireless sensor networks (WSNs) are now a hot topic for study. After being deployed
in dangerous, hostile, or isolated places, the sensors are typically left unattended. These
nodes are constrained by their finite and nonrenewable energy supplies. One of the primary
design goals for these sensing devices is energy efficiency [20]. In this paper, we outline
the difficulties in developing a medium access control protocol, which is a protocol for
wireless sensor networks. We discuss several protocols for the WSNs, highlighting their
advantages and disadvantages whenever feasible [21]. Some cluster-based networks are
also used in a WSN especially, the main tendency in this scenario being either distributed
decision making via sharing information with nearby nodes till the cluster and its members
are picked, or centralized decision making at the base station for the selection of the cluster
and its members [22]. Due to excessive broadcasting, particularly in large networks, as well
as ensuring a higher until a final decision is made, both strategies dramatically increase
energy usage [23]. Our cutting-edge layer-based hybrid approach for selecting cluster
heads and cluster members results in a cutting-edge WSN communication architecture [24].

MCDA, or multilayer cluster designing algorithm, improves network lifespan perfor-
mance. To accomplish the goal, new time slot allocation methods, cluster head complete
candidate minimization, and cluster member-selecting node association to cluster head all
play key roles. Transmissions are reduced as a result of these MCDA incorporations [25].

Wireless sensor network-based security threats comprise three major factors as shown
in Figure 1.

WSN-related literature are discussed in Section 2, and the technologies of wireless
sensor network based on security attacks with its major components are presented in
Section 3. An accurate discussion on a TCP/IP network model architecture based on five
layers, with the different layers of security in the WSN used, is provided in Section 4. The
industries currently providing useful, relevant information related to technologies that are
necessary for investing in, in order to thwart WSN attacks, are explained in Section 5. Lastly,
many aspects brought to light to improve the proposed solution to enhance the security of
wireless networks, considering all its issues and challenges, are presented in Section 6.
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Figure 1. Wireless sensor network components-based security threats with types.

2. Related Work

Wired communication is more protected and secured as compared to wireless commu-
nication, due to the fact that the broadcast nature of a wireless interface is open to everyone
even for the client and also for an unauthorized person, whereas wired communication acts
like peer-to-peer communication because only the concerned devices or users are connected
to each other through wires [26]. That means that with the advancement of technology and
living standards, we are becoming more and more exposed to hackers over the internet,
and our data is not as secure as it used to be [27].

According to research, nowadays, almost forty percent of the overall population
worldwide uses the Internet in their daily lives, and the number of personal mobile users
reached 6.8 million [28,29]. Obviously, the increment of these devices will also lead to more
cyber-crime-related activities, and in a 2012 report by Norton cybercrime, it was reported
that people lose around EUR 83 billion due to fake online transactions, hacking of their
data, financial information theft and fraud [30]. There is no doubt that certain measures
need to be taken as people are now dependent on the Internet for shopping, business,
banking, etc. [31].

The software-defined networks (SDN) paradigm may offer flexible routing and accom-
modate the various wireless sensor network (WSN) communication patterns. However, it is
not simple to apply this approach to resource-constrained networks, especially if secure ser-
vices are needed [32]. With time, resource-constrained requirements have been addressed
by existing SDN-based techniques for WSNs. They do not, however, incorporate security
services with their planning or execution. A secure-by-design SDN-based architecture for
wireless sensor networks is the core contribution of this study [33]. Key features that the
framework must offer are secure network admissions and an end-to-end main stream to
facilitate secure communication. In light of device and protocol restrictions, we discuss its
definition, design, implementation, and experimentation [34].

Software-defined networks (SDN) play a prominent role in the orchestration, pro-
grammability, dynamic configuration, flexible interaction, application of the innovative
protocols, scalability, and robustness of a wireless sensor network (WSN). This is because
SDN obtains a global view of the WSN, due to central management through the controller,
which can improve the QoS through the selection schemes as illustrated in [35–37], as
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the controller in SDN applies the policies for controlling the behavior of the network
and forwarding packets if its flow rules are not found in the SDN switches. Hence, con-
troller selection and placement in the network is important in various technologies such
as IoT [38,39] to provision the end-to-end (E2E) quality of service [40] and manage link
failures in the network [41].

Many real-world WSN applications, including smart grids, smart agriculture, and
smart health, would necessitate the deployment of tens of thousands to hundreds of thou-
sands of sensor networks and actuators [42]. An efficient WSN management system must
be included in order to guarantee correct operation and performance in terms of throughput
of such a network of sensor nodes [32,43]. However, implementing efficient traditional
WSN management has proven difficult due to the inherent difficulties of WSNs, including
sensor/actuator heterogeneity, application dependence, and resource limitations. As the
WSN gets bigger, this management challenge gets harder. By enabling the segregation of
the control system from the sensor nodes/actuators, software-defined Networks (SDN)
offers a viable option in flexible management WSNs [42].

If we talk about the mechanism and working of these wireless networks, then it is
based on the OSI model [44]. The OSI model was created for the communication between
two devices while ensuring that all the standard protocols and standards are maintained as
shown in Figure 2. In order to overcome the vulnerability and security threats of this model,
protection is applied on every layer to make this model more effective and efficient for
every day communication [45]. One of the most common and frequent methods to maintain
authenticity, security and confidentiality of wireless communication is cryptography [34].
Although it improves the security of this medium, it requires additional power and time
for the encryption and decryption of data at the sending and receiving ends [46].
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Moreover, to guarantee that the communication is secure, some wireless networks
follows multiple authentication approaches which are implemented at different layers of
this model, namely, the MAC layer, network layer and transport layer [47]. The MAC
layer of the model ensures that the data or packets are being transferred to the authentic
MAC address [48]. In the network layer, the functionality of WPA and WPA 2 are used,
whereas in the transport layer, SSL and TLS protocols are used [49]. This ensures that the
communication is pretty much secure but the consumption of latency is very high, and it
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also leads to computational complexity [50]. Figure 3 (below) shows the design factors of a
wireless sensor network [51]. This section of the paper covers the weaknesses and flaws
which are commonly found in wireless networks.
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As mentioned earlier, every OSI layer has its own security to provide and enhance
protection for communication in a wireless medium, and therefore, it leads to individual
challenges and issues [52].

Due to the nature and requirements of contemporary industry, IWSNs (industrial
wireless sensor network) have evolved into the next stage in the development of WSNs
(wireless sensor networks) [53]. This kind of network enables the development of adaptable
and scalable designs that can accommodate several traffic sources with various character-
istics [21]. Due to the wide range of application scenarios, it is necessary to include extra
capabilities that can ensure a sufficient degree of dependability and that may change to
accommodate the dynamic behavior of the active applications [54]. The usage of SDNs
(software-defined networks) expands the network’s potential for control and makes it
possible for its industrial-scale implementation [55]. Heavy signaling traffic must use the
same channels as the data traffic between nodes and the controller. To get around this
problem, the traffic can be divided at the MAC layer into flows, known as slices, and
properly scheduled [56].

This article suggests the addition of a Time Slotted Channel Hopping (TSCH) Scheduler
and the integration of a transport manager, a routing procedure that assigns various routes
in accordance with various flows [43]. Additionally, the framework software-defined
network solution for wireless sensor networks incorporates the TSCH (Time Slot Channel
Hopping), and this protocol has been changed to convey the TSCH schedule. These
components work together to segment and schedule the data that will be transmitted from
the controller to the nodes in a single packet [43,57]. The results demonstrate how the
combined use of the routing and the TSCH Scheduler, which enables the creation of slices
by flows with varying quality of service needs, and increases flexibility, adaptability, and
determinism [58]. In turn, this promotes the maintenance of the DMR (Deadline Miss Ratio),
increases the packet delivery ratio for the flows with the greatest priority, and lengthens
the network lifetime [59].

3. Attacks on Wireless Security

Sinkhole attacks are the most dangerous attacks in wireless sensor networks in which
fake nodes distribute fake routing updates such as the shortest path to a sink node to
disturb the network traffic. A comprehensive review is conducted by [60] to show the
up-to-date sinkhole attacks along with their mitigation approaches. Furthermore, they also
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discussed the state-of-the-art challenges in the detection and prevention of sinkhole attacks
in wireless sensor networks.

In wireless sensor networks, the node structure is restricted by memory, computation
and energy limitations. The lifetime of a node having limited energy resources directly
affects the overall performance of a wireless sensor network. Cluster head selection and
data transmission strategy play a key role in the performance enhancement of WSNs.
A new energy-aware as well as adaptive routing scheme was developed by [61], which
is based on the fuzzy TOPSIS method and performs well in terms of energy efficiency,
network life, less overhead on cluster head selection and data transmission.

We have categorized the attacks over wireless network equipment. Some categories
are mentioned below in Figure 4.
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3.1. Packet Injection-Based Attacks

The packet injection attack is based on the concept of ARP request. In packet injection,
the hacker or unauthorized user captures the packet of a targeted network of any type. That
allows the user to produce and send a large amount of traffic to the network [62]. Although
the packet over a network is always secured by encryption, the packet type can be figured
out easily by the packet size [63]. The size of ARP packet is 28 bytes. By reinjecting a
packet into a network, it sends packets to all the clients. Encrypted packets are captured by
sending additional packets, and by sending out more packets, the hacker will probably be
able to break out of WEP faster [64].

3.2. Fake Authentication-Based Attacks

Fake authentication is a method through which an attacker can break into the WEP-
protected network even without having access of the root key [65]. This can be achieved in
two ways:

1. Open system authentication: in this type of authentication, the user can access the
system without any kind of user verification by the network [66]. It is also referred to
as null verification because no kind of authentication takes place between the devices,
and it is an exchange of frames (hellos) between the client and the AP.

2. Shared key authentication; this is the same as open system authentication but it
includes a challenge (requires WEP keys to be matched) and response between AP
and the user [67,68]. In this method, the key is delivered to wireless clients with the
help of a secured and protected channel which is independent of any standard and
protocols being used. The client or user just has to simply log in by submitting their
credentials and can access the network [69].

3.3. Fluhrrer, Mantin and Shamir Attacks

The FMS attack, released in 2001 by Fluhrrer, Mantin and Shamir, is based on the
weakness of RC4. This can be performed as the attacker tries to manipulate RC4, which
allows him to guess the byte of the key. If the key is invalid, the attacker tries again, and
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in order to reach fifty percent probability, the attacker has to capture a large number of
packets, which can reach approximately six million [70]. The key can be figured out as the
bites are somehow related to each other; therefore, if the attacker manages to figure out the
first bit of the key, they will manage to have a hint regarding the other bit, and that will
eventually help him to get on the right track [71].

3.4. Wi-Fi Protected Access (WPA) Attacks

Wi-Fi Protected Access (WPA) was introduced as the updated version of WEP and
became available in 2003. The main motive of WPA was to overcome and eliminate the
vulnerabilities which failed to be handled by WEP protocol. From then onwards, it has
been recognized as the standard of security for devices over a wireless network [72]. The
most common WPA configuration is WPA-PSK, and the size of the key used in WPA is 256
bits. WPA includes an integrity check, which means that it validates and checks that no
packet has been altered and/or captured by an unauthorized user between the end user
and the access point [73].

Moreover, WPA contains the Temporary Key Integrity Protocol (TKIP), which is
more secure and effective as compared to the fixed key system which is used in WEP.
However, still there have been some attacks which managed to bypass the security of this
protocol [74]. Some of the attacks include Back and Tew’s Improved Attack, Ohigashi-Morii
Attack, Michael Attacks, etc. [75]. There are three categories of WPA attacks, as discussed
below in Figure 5.
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3.4.1. Back and Tew’s Improved Attack

This attack is based on the poisoning of ARP. The attacker tries to exploit the weakness
by decrypting the ARP and sending the flow of packets to the network, which leads to ARP
poisoning [76]. Furthermore, this attack requires quality of service and allows consumption
of several channels. Every channel has its own TKIP sequence counter, respectively, but
channel 0 has the ability to hold down the most traffic [77].

3.4.2. Ohigashi-Morii Attack

This attack was introduced in 2009, and it was an improved version of Back and
Tew’s improved attack [78,79]. It was more efficient for all modes of Wi-Fi Protected
Access (WPA).

3.4.3. Michael Attack

In 2010, Beck was able to discover that the internal state tends to reset if it reaches a
certain point, causing the whole algorithm to start all over again. Due to this, an attacker
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might be able to insert some text in a packet, meaning that even though the content of
the package was different, the result of the algorithm was still accurate [57]. However,
the requirements of this attack were very high compared with Back and Tew’s improved
attack [80].

3.5. Wi-Fi Protected Access 2 (WPA2) Attacks

WPA2 replaced Wi-Fi Protected Access due to the advancements and security concerns
for new technology and devices. The certification started in 2004, and by the end of March
2006, it was mandatory for every device to be compatible with and have the features of
WPA2 [64]. The most important upgrade in this protocol was about the replacement of
TKIP with the AES algorithm and the introduction of CCMP (AES CCMP, Counter Cipher
Mode with Block Chain Message Authentication Code Protocol). However, one of the most
common and frequent attacks which was found in this protocol was Hole196 [81].

3.5.1. KRACK Attack

The KRACK attack was discovered in 2016 by Mathy Vanhoef and Frank Piessens.
This attack targets the four-way handshake procedure in WPA2 protocol, and it is one of the
most severe replay attacks [82]. In this protocol, during disconnection from a Wi-Fi network,
it is possible for the user to reconnect to the network by using the same key for a quick
handshake, so that the connection can be quickly reconnected and can be continued [13].
Therefore, since it allows the user to reconnect without generating a new key, it is highly
possible that a hacker or the defaulter can deploy a replay attack [83].

3.5.2. PMKID Attack

This attack was discovered on 4th August of 2014, and it is particularly dangerous
for those protocols which consist of WPA/WPA-PSK (pre-shared Key). This attack allows
the attacker to obtain the PSK key [84]. Moreover, this attack was discovered accidently
while the protocol was being tested and new ways of failing this secure connection were
being discovered. The thing which makes this attack unique and different from others is
that the unauthorized person does not have to access the whole four-way hand shaking
procedure [53,85]. However, it is performed with the help of an RSN IE (Robust Security
Network Information System). Some of the benefits of this attack include:

1. The attacker might be able to have direct communication with the access point, and
therefore, it is a client-less attack as it does not need to have a regular user for its
deployment [82].

2. This attack is less time consuming because of the fact that the unauthorized person
does not have to wait for the four-way handshaking process [86].

3. They are faster because it does not require replaying of counter values.
4. One of the key benefits is that the final data or result will not be shown in different

format, but it will appear to be in regular hexadecimal format [67].
5. There is no loss of EAPOL frames, since the AP and client are too far away from

the attacker.

4. TCP/IP Model Layers Attacks

The TCP/IP model has five layers, and every layer has its own security, as discussed
in the sections below. However, unfortunately, attacks have also been performed over each
layer, as mentioned below.

4.1. Physical Layer Attacks

The physical layer is the last layer which is present on the OSI model and it is respon-
sible for the transmission of bits to the medium [87]. The two main types of attacks which
are commonly found in the physical layer are the eavesdropping and jamming attacks.
The concept of the eavesdropping attack is the interference of the unauthorized user by
intercepting the communication of the clients or authorized user. As long as the coverage or
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communication lies in the range of the eavesdropper, the hacker can hack into it. Therefore,
in order to make it secure, secret keys are used which use the concept of cryptography. In
particular, SN and DN shares a secret key, and the text is encrypted with the help of cipher
text. The main advantage of this is that even if the eavesdropper manages to access the
data or text, it will still not manage to understand it since it will be encrypted and will only
be accessible with the help of that specific special key [88].

The jamming attack is also known as the DoS attack, and in this kind of attack, the
hacker tries to access the data with the help of a malicious node, as shown in Figure 6. The
jammer helps and prevents the device from connecting to and accessing the authorized
node, and instead of that, it allows the device to connect to a malicious node which is being
controlled by the unauthorized user [82].
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Zero Day DdoS attacks are emerging types of attacks and are increasing in IoT-based
systems which are empowered by WSNs. A machine learning-empowered honeypot-based
sustainable framework is proposed by [89] for preventing Zero Day DdoS attacks.

4.2. MAC Layer Attacks

In recent years, a number of authentication methods have been published, although
the majority of earlier plans do not offer enough privacy for these wireless connections.
We suggest the Cogent fingerprint authentication scheme as an effective and lightweight
authentication method to overcome the drawbacks of earlier methods (COBBAS). The
suggested system employs lightweight procedures to improve the network’s efficiency in
terms of the time, capacity, and battery usage. It is dependent on biometric data. Burrows-
Abadi-Needham logic is used in a formal security study of COBBAS to ensure that the
system protocol offers safe mutual authentication [48].

Each network node is equipped with an NIC card which contains the MAC address
of the device, which is unique worldwide [20]. This MAC address helps the user to be
identified all over. MAC spoofing is performed by the hackers, allowing them to change
the assigned MAC address of their devices over the Internet, and this is one of the primary
attacks which target the MAC layer [90]. Although the MAC address is imprinted and
hard coded, still they manage to hide their true identity and manage to have an alternative
MAC address. Moreover, an unauthorized user may also be able to hear the ongoing
communication between the two devices and might be able to steal and use the MAC
address of another device; this kind of crime lies under identity-theft attack [70].

Moreover, MITM attacks and network injections are also quite common on this layer,
as shown is Figure 7. In a MITM attack, the defaulter tries to break into the network with the
help of sniffing, and then he tries to learn one of the MAC addresses of the communicating
devices. Then, that person impersonates himself as one of the users and establishes the
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connection which helps them to access the data. It helps the hacker to control the whole
communication environment, whereas for the users, it seems like a normal conversation
as their communication is not interrupted [91]. On the other hand, the network injection
consists of injecting commands in the switches and routers, which allows the devices to be
re-configured. Therefore, it allows the network to be paralyzed, or it may even require the
whole system to be rebooted as the configuration gets disturbed upon updating commands.
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4.3. Network Layer Attacks

The network layer is responsible for delivering the packets from source to destination
and vice versa with the help of the IP address. The network layers basically target the
weakness of the IP address, which leads to IP spoofing, IP hijacking and Smurf attacks [92].

In IP spoofing, the user creates an IP packet which has a changed address that helps
either to hide the true IP address of the hacker or to represent itself as another device [70,91].
It is a common technique which is used to initiate DoS attack against a device or a network,
as shown in Table 1.

Table 1. Network layer attacks.

Network Attacks Characteristics and Features

IP Spoofing Falsification of IP address
IP Hijacking Impersonation of a legitimate users IP address
Smurf Attack Paralyzation of a network by launching a huge number of ICMP requests

The Smurf attack is also a DoS attack in which the unauthorized user sends a huge
number of ICMP packets to the network. Upon request, the victim needs to respond to
all the requests and it replies back, which leads to excess traffic at the victim’s end. Due
to the congestion produced by the large number of requests, it paralyzes the network of
the victim. A possible solution to a Smurf attack is to make sure that we configure all the
devices such as routers and switches individually, in a way that they do not respond to
ICMA requests. Moreover, we can also use a firewall that will help to block the malicious
packets [90].

4.4. Transport Layer Attacks

In a transport layer attack, the attackers mainly attack the User Datagram Protocol
(UDP) or Transmission Control Protocol (TCP). In short, TCP is a connection oriented
protocol which is used for communication between server and client. Furthermore, it
allows the maintenance of a virtual pipeline which provides a secure connection between
the users and is mainly used in chat applications. Furthermore, UDP is a connectionless
protocol in which the data travels in stream and it is mainly used in live streams where
loss of data does not matter [92]. Both of these protocols are exposed when it comes to
access by an unauthorized user with the help of flooding, and hackers can also get into the
network by predicting the sequence number in the TCP protocol, as shown in Table 2. The
UDP protocol is also exposed to flooding attacks as the attacker generates a large number
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of UDP packets [93]. Due to the large number of packets being generated at the victim’s
end, the victim will have to respond and reply to every malicious UDP packet, and it will
become unreachable for other nodes.

Table 2. Transport layer attacks.

Transport Attacks Characteristics and Features

TCP Flooding Sending a huge number of ping requests
UDP Flooding Launching an overwhelming number of UDP Packets
TCP Sequence Prediction Attack Fabrication of a legitimate users data packets using the predicted TCP sequence index.

Similarly, the attacker can also hide its real identity from the other nodes by IP spoofing,
and this might cause the decrement in the response rate of UDP packets. However, as in
TCP, firewalls can be used in order to get rid of malicious packets which are requesting a
reply from the victim’s node, and it will help to block those requests.

4.5. Application Layer Attacks

In the OSI model, the application layer is responsible for providing end services to the
users, which contain file transfers protocols, email configuration and services regarding the
web pages. The main HTTP (web-based) attacks are Trojan horses, worms, ruses, cross-site
scripting attacks and structure query language injection attacks. The SQL injections contain
data-driven applications that contain SQL commands which allows the unauthorized
person to access the sensitive data [94]. Moreover, in cross-site scripting attacks, client-side
scripts are injected into web pages via an access control measure [95].

Active Attacks

Active attacks are those in which the hacker tries to gain access to communication
information or to the network by interfering or interrupting and also changes the data
as per the hacker’s desire. The unauthorized person might update or alter the data and
modify the data stream [69]. The most common types of these attacks are Wormhole attacks
and Black hole attacks, which frequently and mostly target where wireless sensor networks
are being used [73,78]. The concept of a Black hole attack is that one node of a network
acts as a black hole, attracting all the network traffic to itself. The diagram below (Figure 8)
shows the view of a Black hole attack when it is found in a network.
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In contrast, in the Wormhole attack, the attacker tries to keep a record of a packet at a
single location and tunnels it through to another location [77]. Diagrammatically, the worm
hole attack can be showed as below Figure 9.
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In wireless sensor networks, the nodes send a special message that is known as a
“hello” message. These messages are used in order to discover the nodes in a network and
also to insert a new node into a network. While attacking this kind of network, the attacker
tries to produce congestion in the network by overloading the network, which allows the
attacker to consume all the energy of the nodes which are there in the network [82,83].
Figure 10 (below) shows a diagram of a Hello Flood attack.
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Through this procedure, the unauthorized uses a powerful antenna to generate hello
packets into the network, and all the neighbors of that node in the network try to answer
it. Due to the reply, it will allow the energy of the nodes to be consumed [85]. Figure 10
(below) shows the image of the hello flood attack.

Similarly, one of the examples of an active attack is a path-based DoS attack, as shown
in Figure 11, which includes the injection of fake or replayed packets into the system [70,88].

As a result of this, the other nodes will forward those spoiled packets, resulting in
wastage of bandwidth [96]. It can also prevent other nodes from sending data further ahead
and can cause disturbance in the network [97].
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5. Security Threats in Real Life

We have discussed some daily life security threats which we face in different environ-
ments, as mentioned below.

5.1. Healthcare Field

WSNs are important because we believe that they can help us in future in such a
way that will make our lives much easier and will give solutions to problems which we
face in real life [98,99]. WSNs with nanotechnology and AI with computing can benefit us
when it comes to major issues regarding healthcare. We can achieve physiological data
collection of a patient, such that the sensors can collect the behavioral data of the patient
and can also store it [100]. It can be used in an appointment with a doctor and can be used
to detect the behavior or mood of an elderly person, as shown in Figure 12. A small sensor
device can be implanted in patients, which can track his/her heartbeat or blood pressure.
Similarly, a doctor can also carry a sensor node which will track down his/her location
inside a hospital.
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Figure 12A is maintaining the connection setup phase in between the patient and
medical servers. End user first request to the adversory for connection with hospital server
rooms, after maintaining the connection in Figure 12B patient interact with doctor and
check all patient history, record and request/response.

We have biosensors that tracks electrocardiograms, electromyography, and electro-
dermal activity, as shown in Figure 12.
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However, due to the numerous advantages, WSNs are also exposed when it comes to
malicious activities [101]. There are several issues, for instance, illegally obtaining access to
medical records and the data of the hospital, which could lead to the incorrect insertion of
data as the attacker tries to change the saved record of the particular patient. In order to
overcome this, the network must allow privacy and power of decisions for the authorities
in power. Furthermore, intrusion decision must be introduced in these devices, which will
help the management and authorities to track down the malicious nodes and can inform
the management by generating an alarm [102,103]. Therefore, secure application is needed
so that people can trust the importance of these kind of networks and can also adopt this
technology in their everyday lives.

5.2. Oil and Gas Industries

The ocean covers 70% of our planet, Earth, which contains rivers and lakes and is
also responsible for our wellbeing. Pollution is one of the major issues of our planet and
we have been noticing climatic changes throughout the whole world. Furthermore, ocean
pollution is not only disturbing humans, but it is also having negative effects on aquatic
life [104]. The major sources which lead to oceanic pollution include oil spills by ships
during transportation or the search for oil reserves. Similarly, oil dumping during cleaning
is also responsible for ocean pollution [105]. It is estimated that oil spills total more than
4.5 million tons annually, and 2 million tons of oil is introduced into oceans annually, which
equates to one full tanker per week. Moreover, it is not easy to monitor oceanic pollution
since it can be life threatening as divers have to go deep inside the ocean, and due to ocean
behavior, it is also costly since gadgets are required along with boats, ships, etc. [106].
Therefore, the idea of autonomous underwater vehicles has been proposed, which uses
wireless sensor networks and unmanned vehicles that can roam freely. They receive data
periodically and forward it to base, which is handy for oceanic data collection. It can be
also used for oceanic disaster, pollution monitoring and tactical surveillance [107].

In addition to monitoring pollution, these wireless networks can also provide services
for safety as well as carrying out multiple tasks. They can be used with sensors to measure
the temperature, humidity, pipelines, and conditions of the equipment which are being used
on site [108]. Moreover, they can be used to maintain- and standardized the pressure and
parameters in oil and gas industries where any leakage can lead to health risks. That means
that this will require maximum authenticity and reliability of these wireless networks so
that no one will be able to breach the security, and in order to enhance and maintain secure
networks, encryption and decryption might be used so that no one will be able to easily
break into the network. This can be achieved with the help of cryptography and by using
the right ciphers and algorithms along with public and private keys which will optimize
the security and results [109]. Furthermore, RSA and Diffie-Hellman cryptographic curves
can also be used in order to maximize performance as it decreases the computational time
and the amount of data to be transmitted and stored. This will allow our network to remain
flawless, and with the help of small keys, we will be able to achieve good results [110].

5.3. Military Information Integration

These wireless networks can play a key role in assisting armies and the military in
accomplishing their targets and attacking their opponents. Furthermore, it allows the
improvement of scalability and real time processing for remote sensing. Through these
sensors, threats and attacks can also be detected with the help of a Common Operating
Picture (COP) [20]. Furthermore, with the help of these networks and sensors, we can make
sensor-fused weapons, wireless sensor pods, autonomous drones or aerial vehicles such as
the Rotomotion SR50 and Cyber Bug.

These type of networks can also play a key role in the detection of individual soldiers
when it comes to teammates and as well as enemies. This can be possible by using cameras
and sensors that will allow us to protect military sites and buildings [29]. Moreover, there
are Early Attack Reaction Sensors (EARS) that detect gunshots or a blast within a range and
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can update the user with the coordinates. These use a small microphone array and have
been tested several times in open field, leading to good and satisfactory results. Similarly,
the ASW concept, which uses low-cost acoustic sensors for littoral anti-submarine warfare,
consists of sensors which help to locate and detect submarines which are operating on
batteries [63]. Although they are not costly, they have to be deployed in large numbers in
order to operate with high sensitivity and to note down any malicious activity.

Rather than this, these wireless networks can be very handy in order to find out and
trace the position of a sniper, which can save human life, especially when it comes to
the battlefield.

6. Proposed Solution to Enhance Security of Wireless Sensor Networks

There is no doubt that wireless networks are used in many fields, such as the applica-
tions mentioned above, and they can help us in many ways. Therefore, in order to increase
WSN reliability and dependency so that it can be widely used without any security threats,
several models and principles are being studied and introduced, with the aim being that
these networks will be flawless and can be used without any fear of loss of data.

This proposed model is free from the all types of key reinstallation attack. In order to
understand this model, let us suppose an example through a message flow that is as follows:

Message1: Encpt [AMAC, ANonce, SN, and α = TRUE] Message2: Encpt [SMAC,
SNonce, and PTK] Message3: Encpt [AMAC, SNonce, and SN + 1] Message4: Encpt
[AMAC, SN + 1 and MIC].

The attacker tries to act like a middle man when breaking into the network between
the sender and receiver. Furthermore, it allows message 3 and prevents message 4 from
reaching the destination during the handshake process. As a result, the supplicant needs to
reinstall the already-in-use packet, which resets the data protection or confidentiality protocol.

In order to tackle this solution, we need to make sure that our network is encrypted
during the handshaking process during the communication between sender and receiver.
Similarly, we need to make sure that our network contains a Boolean variable that is
responsible to check the four-way handshaking communication.

Initially, the AP generates the ANonce, sets the Boolean variable to true and encrypts
every message with an encryption/decryption key. The supplicant then tries to decrypt the
message by using the decryption key and stores the Boolean variable.

The second step includes the supplicant combining the SMAC and encrypting it. Once
the receiver receives the message and decrypts it, it then resets package 3 and sends it back,
else it will terminate the handshake process.

To make sure that the process remains fault free and no one tries to break in, the
supplicant decrypts the message and checks the value of Alpha. If the value is true, then
that means that the communication was successful and without any problems, otherwise it
will discontinue the ongoing communication.

7. Conclusions

In this survey, we have discussed the various security threats and attacks on different
layers of the TCP/IP model for wireless sensor networks. Security plays a vital role in
obtaining people’s trust in order to adopt this technology. Wireless Networks are playing a
key role in making our lives much easier and more comfortable, but it also brings a number
of challenges for practitioners of WSNs. We have presented the vulnerabilities and threats
of WSNs by considering wireless security design parameters. Furthermore, the available
security techniques for WSNs are highlighted along with some real life applications in
military, oil and gas. Finally, we have proposed a solution for WSN security enhancement by
adopting a handshaking mechanism with the alpha method. In future, we will implement
and analyze the performance of the proposed method.
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