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ABSTRAK

Kini, kandungan multimedia seperti gambar mudah diedarkan secara global kerana
penggunaan teknologi maklumat dan komunikasi yang meluas. Digital Watermarking
ialah pendekatan untuk mencegah serangan atau perubahan pada gambar yang mungkin
membawa kepada masalah kritikal seperti penyebaran berita palsu, cetak rompak gambar
dan pengedaran gambar secara haram. Penyelidikan ini membentangkan skema Penanda
Air Imej Duaan berdasarkan ciri visual manusia untuk pengesahan dan perlindungan hak
cipta. Objektif skim yang dicadangkan ini adalah untuk membangunkan algoritma
penanda air yang dipertingkatkan yang mencapai ketidakjelasan dan keteguhan yang
tinggi dengan memanfaatkan prinsip ciri sistem visual manusia. Skim ini bertujuan untuk
membenamkan dua tera air ke dalam imej dengan herotan yang minimum,
menjadikannya tidak dapat dilihat oleh mata manusia. Tambahan pula, tera air boleh
diekstrak dengan tepat walaupun selepas serangan pemprosesan imej seperti hingar
Gaussian atau hingar garam dan lada. Selain itu, skema ini menunjukkan penyetempatan
gangguan yang cekap, membolehkan pengesanan pengubahsuaian yang dibuat pada imej
asal dengan ketepatan tinggi, ketepatan dan skor F1. Keputusan eksperimen
mengesahkan keberkesanan skim yang dicadangkan, mempamerkan prestasi unggul dari
segi ketidakjelasan, keteguhan dan penyetempatan gangguan berbanding skim penanda
air sedia ada yang tertakluk kepada serangan yang sama. Keupayaan skema untuk
membenamkan tera air yang tidak dapat dikesan memastikan perlindungan hak cipta dan
pengesahan ketulenan, manakala keteguhannya terhadap pelbagai serangan pemprosesan
imej meningkatkan kepraktisannya dalam senario dunia sebenar. Kesimpulannya,
cadangan skim Penanda Air Dwi Imej berdasarkan ciri visual manusia menyediakan
penyelesaian yang berkesan untuk pengesahan dan perlindungan hak cipta. Dengan
memastikan ketidakjelasan, keteguhan dan penyetempatan gangguan, skim ini
menawarkan pendekatan yang boleh dipercayai untuk mendapatkan kandungan
multimedia digital dalam era pengedaran maklumat yang meluas dan kemajuan

teknologi.



ABSTRACT

Nowadays, multimedia content like images are easily to be distributed globally because
of the widespread usage of information and communication technologies. Digital
watermarking is an approach to prevent attacks or modification on images that might lead
to serious problems like spreading of fake news, image piracy and illegal distribution of
images. This research presents a novel Dual Image Watermarking scheme based on
human visual characteristics for authentication and copyright protection. The objective
of this proposed scheme is to develop an enhanced watermarking algorithm that achieves
high imperceptibility and robustness by leveraging the principles of human visual system
characteristics. The scheme aims to embed two watermarks into an image with minimal
distortion, rendering them imperceptible to the human eye. Furthermore, the watermarks
can be extracted accurately even after image processing attacks such as Gaussian noise
or salt and pepper noise. Additionally, the scheme demonstrates efficient tamper
localization, enabling the detection of modifications made to the original image with high
accuracy, precision, and F1-score. Experimental results validate the effectiveness of the
proposed scheme, showcasing superior performance in terms of imperceptibility,
robustness, and tamper localization compared to existing watermarking schemes
subjected to the same attacks. The scheme's ability to embed undetectable watermarks
ensures copyright protection and authenticity verification, while its robustness against
various image processing attacks enhances its practicality in real-world scenarios. In
conclusion, the proposed Dual Image Watermarking scheme based on human visual
characteristics provides an effective solution for authentication and copyright protection.
By ensuring imperceptibility, robustness, and tamper localization, the scheme offers a
reliable approach for securing digital multimedia content in the era of widespread

information distribution and technological advancements.



TABLE OF CONTENT

DECLARATION

TITLE PAGE

CHAPTER 1 INTRODUCTION 1
1.1  Introduction 1
1.2 Problem Statement 2
1.3 Objectives 3
1.4 Scope of Project 3
1.5  Thesis organization 4
CHAPTER 2 LITERATURE REVIEW 5
2.1 Introduction 5
2.2  Digital Image Watermarking for Copyright Protection and Authentication 5
2.3 Embedding Region Error! Bookmark not defined.
2.4 Watermarking Methods 7
2.5  Existing Watermarking Scheme 9
2.6 Summary of Existing Watermarking Schemes 24
CHAPTER 3 METHODOLOGY 26
3.1  Introduction 26
3.2  Software & Hardware Requirement 26
3.3 Proposed Embedding Watermark Scheme 28
3.4  Proposed Watermark Extraction Scheme 31
3.5  Evaluation Plan 35
3.6  Gantt Chart 42



CHAPTER 4 RESULTS AND DISCUSSION

4.1 Introduction
4.2 Imperceptibility Performance
4.3 Robustness Performance

4.4  Tamper Localization

CHAPTER 5 CONCLUSION

5.0 Introduction
51 Research Constraints
5.2 Research Conclusions

5.3 Future Work

Vi

43

43

44

50

64

68

68

68

69

69



Table 1:
Table 2:
Table 3:
Table 4:

Table 5:
Table 6:
Table 7:

Table 8:

Table 9:

LIST OF TABLES

Summary of Existing Watermarking Scheme
Software and Hardware Requirement
Confusion Matrix Summary

ARE, PSNR and SSIM of Various Host Images after Embedding
Watermark for Copyright Protection and After Embedding
Watermark for Copyright Protection and Authentication Bit

Comparison of PSNR and SSIM Values
NC, BER of Extracted Watermark after Single Attack

Visualization of Attacked Images, Extracted Watermark and NC, BER
value of Extracted Watermark after Combination Attacks

Visualization of Irregular Tampered Images, Extracted Watermark and
NC, BER value of Extracted Watermark

Comparison of NC values among schemes

Table 10: Irregular Tamper Localization Result

vii

24
26
41

44
48
52

54

57
62
64



LIST OF FIGURES

Figure 1: Watermark Embedding Process

Figure 2: Watermark Arrangement in LSB Plane

Figure 3: Tamper Detection and Image Recovery Flowchart
Figure 4: Process of Adding Secondary Watermark to Primary Watermark
Figure 5: Flowchart of Embedding Process

Figure 6: Block Diagram of Proposed Scheme

Figure 7: Owner’s Watermark Embedding Process

Figure 8: Flowchart of Proposed Watermarking Algorithm
Figure 9: Proposed Embedding Watermark Block Diagram
Figure 10: Fragile Watermark Extraction Block Diagram
Figure 11: Watermark Extraction Block Diagram

Figure 12: Gantt Chart

Figure 13: Lena

Figure 14: Watermark

Figure 15: Graph of Comparison between 3 schemes

viii

10
11
12
16
17
19
22
28
31
34
42
61
61
63



LIST OF ABBREVIATIONS

ARE Absolute Reconstruction Error
Avg Average

BER Bit Error Rate

DCT Discrete Cosine transform

DRM Digital Rights Management
DWT Discrete Wavelet Transform

FNR False-Negative Rate

FPR False-Positive Rate

HH Higher Highs

HL Higher Lows

HVS Human Visual System

JPEG Joint Photographic Experts Group
LH Lower Highs

LL Lower Lows

LSB Least-Significant Bit

MSE Mean Squared Error

NC Normalized Corelation

NCML Nested Chaotic Map Lattice
PSNR Peak Signal-To-Noise Ratio
RDWT Redundant Discrete Wavelet Transforms
RGB Red-Green-Blue

RHFM Radial Harmonic Fourier Moments
ROI Region of Interest

SSIM Structural Similarity Index

SVvD Singular Value Decomposition
TNR True-Negative Rate

TPR True-Positive Rate

VCS Visual Cryptography



REFERENCES

Al-Gindy, A., Tawfik, A., Al-Ahmad, H., & Qahwaji, R. (n.d.). A New Blind Image
Watermarking Technique for Dual Watermarks Using Low-Frequency Band DCT
Coefficients.

Al-Haj, A. (2007). Combined DWT-DCT Digital Image Watermarking. Journal of
Computer Science, 3(9), 740—746. https://doi.org/10.3844/jcssp.2007.740.746

Al-Otum, H. M., & Ellubani, A. A. A. (2022). Secure and effective color image
tampering detection and self restoration using a dual watermarking approachst.
Optik, 262. https://doi.org/10.1016/j.ijle0.2022.169280

Bhinder, P., Jindal, N., & Singh, K. (2020). An improved robust image-adaptive
watermarking with two watermarks using statistical decoder. Multimedia Tools
and Applications, 79(1-2), 183-217. https://doi.org/10.1007/s11042-019-07941-2

Deepa B. Maheshwari. (2018). An Analysis of Wavelet Based Dual Digital Image
Watermarking Using SVD. IEEE.

Duan, S., Wang, H., Liu, Y., Huang, L., & Zhou, X. (2020). A Novel Comprehensive
Watermarking Scheme for Color Images. Security and Communication Networks,
2020. https://doi.org/10.1155/2020/8840779

Han, Q., Han, L., Wang, E., & Yang, J. (2013). Dual watermarking for image tamper
detection and self-recovery. Proceedings - 2013 9th International Conference on
Intelligent Information Hiding and Multimedia Signal Processing, 11H-MSP 2013,
33-36. https://doi.org/10.1109/11H-MSP.2013.17

Han, Y., Shang, Y., & He, W. (2013). DWT-domain dual watermarking algorithm of
color image based on visual cryptography. Proceedings - 2013 9th International
Conference on Intelligent Information Hiding and Multimedia Signal Processing,
ITH-MSP 2013, 373-378. https://doi.org/10.1109/I1H-MSP.2013.100

Kiatpapan, S., & Kondo, T. (2015, August 17). An image tamper detection and
recovery method based on self-embedding dual watermarking. ECTI-CON 2015 -
2015 12th International Conference on Electrical Engineering/Electronics,
Computer, Telecommunications and Information Technology.
https://doi.org/10.1109/ECTICon.2015.7206973

71



Li, Z., Zhang, H., Liu, X., Wang, C., & Wang, X. (2021). Blind and safety-enhanced
dual watermarking algorithm with chaotic system encryption based on RHFM and
DWT-DCT. Digital Signal Processing: A Review Journal, 115.
https://doi.org/10.1016/j.dsp.2021.103062

Liao, Y., & Liu, Q. (2010). Applying dual digital watermarking technology in digital
rights management. Proceedings - 3rd International Conference on Information
Sciences and Interaction Sciences, ICIS 2010, 616-619.
https://doi.org/10.1109/ICICIS.2010.5534674

Lim, S. J., Moon, H. M., Chae, S. H., Pan, S. B., Chung, Y., & Chang, M. H. (2008).
Dual Watermarking Method for integrity of medical images. Proceedings of the
2008 2nd International Conference on Future Generation Communication and
Networking, FGCN 2008, 2, 70—73. https://doi.org/10.1109/FGCN.2008.213

Liu, F., & Liu, Y. (2008). A watermarking algorithm for digital image based on DCT
and SVD. Proceedings - 1st International Congress on Image and Signal
Processing, CISP 2008, 1, 380-383. https://doi.org/10.1109/CISP.2008.412

Liu, X. L., Lin, C. C., & Yuan, S. M. (2018). Blind Dual Watermarking for Color
Images’ Authentication and Copyright Protection. IEEE Transactions on Circuits
and Systems for Video Technology, 28(5), 1047-1055.
https://doi.org/10.1109/TCSVT.2016.2633878

LUSIA RAKHMAWATI, WIRAWAN, SUWADI, CLAUDE DELPHA, & PIERRE
DUHAMEL. (2017). Dual Watermarking Schemes for Image Authentication and
Copyright Protection with Recovery Capability.
https://doi.org/10.1109/ACCESS.2017.Doi

Mishra, A., Agarwal, C., Sharma, A., & Bedi, P. (2014). Optimized gray-scale image
watermarking using DWT-SVD and Firefly Algorithm. Expert Systems with
Applications, 41(17), 7858-7867. https://doi.org/10.1016/j.eswa.2014.06.011

SINGH, H., KAUR, L., & SINGH, K. (2014). Fractional M-band dual tree complex
wavelet transform for digital watermarking. Sadhana, 39(2), 345-361.
https://doi.org/10.1007/s12046-013-0217-2

Singh, S. K., & Kumar, S. (2011). Novel adaptive color space transform and application
to image compression. Signal Processing: Image Communication, 26(10), 662—
672. https://doi.org/https://doi.org/10.1016/j.image.2011.08.001

72



SIPI Image Database - Misc. (n.d.). Retrieved July 2, 2023, from
https://sipi.usc.edu/database/database.php?volume=misc

73



