
 

 

 

 

ENCRYPTION USING FPGA 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

NOR ROBAINI BINTI IBRAHIM 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

UNIVERSITI MALAYSIA PAHANG 

 

 

 

 



 2 

 

 

 

 

 

 

 

 

 

 

“I hereby acknowledge that the scope and quality of this thesis is qualified for the award 

of the Bachelor Degree of Electrical Engineering (Hons.) (Electronics)” 

 

 

 

Signature : ________________________________ 

 

            Name  : NURUL HAZLINA BINTI NOORDIN 

 

            Date  : 23 MEI 2008 

 

 

 

 

 

 

 

 

 

 

 



 3 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 4 

    UNIVERSITI MALAYSIA PAHANG 
                                                                                     

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

      BORANG PENGESAHAN STATUS TESIS
♦♦♦♦ 

 

     JUDUL:        

 

SESI PENGAJIAN:________________ 
 

Saya      ________________________________________________________________ 
 

 mengaku membenarkan tesis (Sarjana Muda/Sarjana /Doktor Falsafah)* ini disimpan di  

              Perpustakaan dengan syarat-syarat kegunaan seperti berikut: 

 

1. Tesis adalah hakmilik Universiti Malaysia Pahang (UMP).  

2. Perpustakaan dibenarkan membuat salinan untuk tujuan pengajian sahaja. 

3. Perpustakaan dibenarkan membuat salinan tesis ini sebagai bahan pertukaran antara institusi     

                      pengajian tinggi. 

4. **Sila tandakan ( √  ) 
 

     (Mengandungi maklumat yang berdarjah keselamatan 

   SULIT  atau kepentingan Malaysia seperti yang termaktub  

     di dalam AKTA RAHSIA RASMI 1972) 

     

    TERHAD (Mengandungi maklumat TERHAD yang telah ditentukan 

     oleh organisasi/badan di mana penyelidikan dijalankan) 

  

    

  √ TIDAK TERHAD                            
                                        

 

              Disahkan oleh: 

 

 

 

 

 ___________________________    ___________________________ 

                 (TANDATANGAN PENULIS)                  (TANDATANGAN PENYELIA)                                               

 

Alamat Tetap: 

 

KG. KANDANG,           NURUL HAZLINA NOORDIN  

KOTA SETIA, 36000 TELUK INTAN,     ( Nama Penyelia ) 

PERAK 

        

 

Tarikh:  23 MEI 2008     Tarikh: : 23 MEI 2008
  

CATATAN: * Potong yang tidak berkenaan. 

  ** Jika tesis ini SULIT atau TERHAD, sila lampirkan surat daripada pihak 

   berkuasa/organisasi berkenaan dengan menyatakan sekali tempoh tesis ini perlu 

   dikelaskan sebagai atau TERHAD.                                                                                          

♦        Tesis dimaksudkan sebagai tesis bagi Ijazah doktor Falsafah dan Sarjana secara 

Penyelidikan, atau disertasi bagi pengajian secara kerja kursus dan 

penyelidikan, atau Laporan Projek Sarjana Muda (PSM). 

      2007/2008 

     NOR ROBAINI BINTI IBRAHIM ( 850102-08-

ENCRYPTION USING FPGA 



 

 

 

 

ENCRYPTION USING FPGA 

 

 

 

 

NOR ROBAINI BINTI IBRAHIM 

 

 

 

 

This thesis is submitted as partial fulfillment of the requirements for the award of the 

Bachelor of Electrical Engineering (Hons.) (Electronics) 

 

 

 

 

Faculty of Electrical & Electronics Engineering 

Universiti Malaysia Pahang 

 

 

 

 

MEI, 2008 

 

 

 

 



 ii 

 

 

 

 

 

 

 

 

“All the trademark and copyrights use herein are property of their respective owner. 

References of information from other sources are quoted accordingly; otherwise the 

information presented in this report is solely work of the author.” 

 

 

 

 

Signature  : ____________________________  

 

Author   : NOR ROBAINI BINTI IBRAHIM 

 

Date   : 23 MEI 2008 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 iii 

 

 

 

 

DEDICATION 

 

 

 

 

 

 

 

 

 

 

 

 

 To my beloved parents, 

 

Hj Ibrahim Bin Mat Hassan and my late mother, Hjh. Asmaliah Binti 

Damanhuri for their full support, love, patience and encouragement during 

my degree’s study. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 iv 

 

 

 

 

ACKNOWLEDGEMENT 

 

 

 

 

Assalamualaikum warahmatullahi wabarahkatu, 

 

 

Thank you Allah for give me this opportunity to finish my undergraduate project. 

It is a very great pleasure for me to acknowledge the contribution of a large number of 

individuals that being supportive throughout this year. First of all, I would like to thank 

my supervisors, Puan Nurul Hazlina binti Noordin, for provide me precious helps, 

supports and motivation throughout the development of this project. 

 

I would like to dedicate appreciation to my friends and course mates. Not to 

forget my beloved roommates who always lend me shoulders to cry on. We have gone 

through thick and thin together. All the courage and valuable memory you gave will 

never be forgotten. Thank you for always being by my side. 

 

I also would like to acknowledge my parents and siblings. Thank you for your 

support and motivation. I am gratefully acknowledged the support, encouragement, and 

patience of my families. I am very happy to have family that always loves me and care 

about me. Without them, I will not be able to finish this project. Last but not least to all 

other peoples whose are not mention here. Your contributions are very much 

appreciated. 

 

 

Thank you very much. 

 

 

 

 

 

 



 v 

 

 

 

 

ABSTRACT 

 

 

 

 

Advanced Encryption Standard (AES), a Federal Information Processing 

Standard (FIPS), is an approved cryptographic algorithm that can be used to protect 

electronic data. The AES algorithm is a block cipher that can encrypt and decrypt digital 

information. The AES algorithm is capable of using cryptographic keys of 128, 192, and 

256 bits, this project implements the 128 bit standard on a Field Programming Gate 

Array (FPGA) using the VHDL, a hardware description language.  
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ABSTRAK 

 

 

 

 

Piawaian Penyulitan Maju (AES), satu Federal Information Processing Standard 

(FIPS), adalah diluluskan di mana kriptografik algoritma yang boleh digunakan untuk 

melindungi data elektronik. Algoritma AES adalah satu sifar blok yang boleh encrypt 

dan decrypt maklumat digital. Algoritma AES adalah berupaya menggunakan 

cryptographic kunci-kunci 128, 192, dan 256 bits, di mana projek ini menggunakan 128 

bit mata piawaian pada Field Programming Gate Array (FPGA) menggunakan VHDL, 

satu perkakasan bahasa penggambaran. 
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CHAPTER 1 

 

 

 

 

INTRODUCTION 

 

 

 

 

1.1 Overview  

 

 

AES is an algorithm for performing encryption (and the reverse, decryption) 

which is a series of well-defined steps that can be followed as a procedure. The original 

information is known as plaintext, and the encrypted form as cipher text. The cipher text 

message contains all the information of the plaintext message, but is not in a format that 

can read by a human or computer without the proper mechanism to decrypt it; it should 

be resemble random gibberish to those not intended to read it. The encryption procedure 

is varied depending on the key which changes the detailed operation of the algorithm. 

Without the key, the cipher cannot be used to encrypt or decrypt. In the past, 

cryptography helped ensure secrecy in important communications, such as those of 

government covert operations, military leaders and diplomats. Cryptography has come 

to be in widespread use by many civilians who cannot have extraordinary needs for 

secrecy, although typically it is transparently built into the infrastructure for computing 

and telecommunications [1]. 

 

 

 

 

1.2 Objectives 

 

 

This project is more towards on implement encryption technology with using 

FPGA as a device for encrypting data. 
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The objectives of this project are:  

 

i. To study the encryption technology that widely use in communication as a 

guidance for secrecy.  

ii. To implement Advanced Encryption Standard (AES) with using digital 

concept. 

 

 

 

 

1.3 Problem Statement 

 

 

 There are four algorithms in AES which is subbytes transformation, shiftrows 

transformation, mixcolumns transformation and addroundkey transformation. Each of 

these algorithms has mathematical equation and it can be proved with using digital 

concept.  

i. Subbytes transformation 

bi’ = bi xor b(i+4)mod8 xor b(i+5)mod8 xor b(i+6)mod8 xor b(i+7)mod8                      (1.1) 

ii. Shiftrows transformation 

s’r,c = sr,(c+shift(r,Nb))modNb  for 0 < r <4 and 0 


