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ABSTRACT

Advanced Encryption Standard (AES), a Federal Information Processing
Standard (FIPS), is an approved cryptographic algorithm that can be used to protect
electronic data. The AES algorithm is a block cipher that can encrypt and decrypt digital
information. The AES algorithm is capable of using cryptographic keys of 128, 192, and
256 bits, this project implements the 128 bit standard on a Field Programming Gate
Array (FPGA) using the VHDL, a hardware description language.
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ABSTRAK

Piawaian Penyulitan Maju (AES), satu Federal Information Processing Standard
(FIPS), adalah diluluskan di mana kriptografik algoritma yang boleh digunakan untuk
melindungi data elektronik. Algoritma AES adalah satu sifar blok yang boleh encrypt
dan decrypt maklumat digital. Algoritma AES adalah berupaya menggunakan
cryptographic kunci-kunci 128, 192, dan 256 bits, di mana projek ini menggunakan 128
bit mata piawaian pada Field Programming Gate Array (FPGA) menggunakan VHDL,

satu perkakasan bahasa penggambaran.
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A transformation consisting of multiplication by a matrix
followed by Transformation the addition of a vector.

An enumerated collection of identical entities (e.g., an
array of bytes).

A binary digit having a value of 0 or 1.

Sequence of binary bits that comprise the input and output.
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Round keys are values derived from the Cipher Key using
the Key Expansion routine; they are applied to the State in
the Cipher and Inverse Cipher.

Cipher result that can be pictured as a rectangle array of
bytes, having four rows and m columns.

Non-linear substitution table used in several byte
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CHAPTER 1

INTRODUCTION

1.1 Overview

AES is an algorithm for performing encryption (and the reverse, decryption)
which is a series of well-defined steps that can be followed as a procedure. The original
information is known as plaintext, and the encrypted form as cipher text. The cipher text
message contains all the information of the plaintext message, but is not in a format that
can read by a human or computer without the proper mechanism to decrypt it; it should
be resemble random gibberish to those not intended to read it. The encryption procedure
is varied depending on the key which changes the detailed operation of the algorithm.
Without the key, the cipher cannot be used to encrypt or decrypt. In the past,
cryptography helped ensure secrecy in important communications, such as those of
government covert operations, military leaders and diplomats. Cryptography has come
to be in widespread use by many civilians who cannot have extraordinary needs for
secrecy, although typically it is transparently built into the infrastructure for computing

and telecommunications [1].

1.2 Objectives

This project is more towards on implement encryption technology with using

FPGA as a device for encrypting data.



The objectives of this project are:

1. To study the encryption technology that widely use in communication as a

guidance for secrecy.

il. To implement Advanced Encryption Standard (AES) with using digital

concept.

1.3 Problem Statement

There are four algorithms in AES which is subbytes transformation, shiftrows
transformation, mixcolumns transformation and addroundkey transformation. Each of
these algorithms has mathematical equation and it can be proved with using digital
concept.

i.  Subbytes transformation
b;” = b; XOr bi+4)mods XOT bi+5)mods XOT b i+6)mods XOT B i+7)mods (1.1)

1. Shiftrows transformation

S sc = Sr,(c-+shifi(r,Nb))modNb for0<r<4and 0



