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Abstract 

The Covid-19 pandemic has brought numerous social issues to the fore, including 

poverty alleviation and education. As a result, significant changes have occurred 

in education, in which teaching is done remotely. To keep up with the course's 

pace, students must be self-motivated, well-organized, and have time 

management skills. Without these behaviours, online education is inappropriate 

for students. According to the research, 52% of students who sign up for a course 

would never read the course materials. Furthermore, throughout the course of five 

years, the dropout rate reached a stunning 96%. The main objective of this study 

is to create an early warning system for educators to use in educational 

institutions. For that, this study will perform a study of the current issues, factors, 

and solutions in education student’s data, determine the supervised machine 

learning algorithms, compare which model is the best predict the students’ 

performances, develop an early warning system for the educators to make an 

early decision in order to assist and consult the at-risk students, and finally 

conduct testing and evaluation of the system. Besides, this study also focuses on 

the Decision Tree, Random Forest, and XGBoost models in the system. The 

system will detect or forecast symptoms of dropout or potential dangers ahead of 

time, allowing educational institutions to anticipate problems and provide 

adequate educational services through appropriate intervention and response. A 

dashboard system will be created with a descriptive data mining model that can 

examine and make early judgments on at-risk students before they become high-

risk. The web-based platform enables educational institutions to explore data 

patterns and analyse current crucial key performance metrics conditions. The 

technology will display the analysed results as well as visualized data to help 

educators gain insight and make better decisions.  

Keywords: Education quality, Educational environment, Students risk, SVM, 

Warning system.   
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1. Introduction 

Approximately 50,000 children drop out of school each year [1] Over a quarter of 

all high school students drop out before graduating. In some major cities, the rate 

is as high as 40%. Millions of minorities and poor students who are "at-risk" have 

been impacted by higher standards in public schools [2, 3] The rising number of at-

risk middle and high school students on the verge of dropping out due to academic 

failure or other issues is a big worry in today's education [4]. Despite the high rate 

of at-risk students is high, researchers, practitioners, and policymakers have paid 

less attention to at-risk students. This is because at-risk students are usually 

considered as an unavoidable consequence of family relocation or residence 

mobility over which schools have little control. Gender, race and ethnicity, 

handicap status, and geographic location can all affect at-risk students. In a study, 

lack of attention from educational institutions is one of the biggest factors for at-

risk students. Some students are introverted and shy. They are generally 

embarrassed to seek assistance when they face any problems. They struggle in 

quiet, hoping that a teacher will notice [5]. As a result, it is important to have a 

dashboard to help educators analyse and intervene early in when students are 

struggling. The dashboard can reduce the student dropout rate and reduce the 

student at-risk. 

Many operations throughout the world have been impacted by the coronavirus 

illness 2019, often known as Covid-19. Most economic operations were put on hold 

until the pandemic was controlled as a result of the entire or partial lockdown 

enforced by countries all around the world. Authorities in each impacted country 

make judgments based on a variety of variables, including the country's financial 

viability. Following an upsurge in the number of positive COVID-19 cases, 

Malaysia's prime minister issued a movement control order (MCO) on March 16, 

2020. The MCO had a significant influence on the economy, education, politics, 

and the lifestyle of residents [6-8]. As the COVID-19 pandemic continues to spread, 

parents and children are realizing that traditional classroom instruction is no longer 

necessary. Some could even go as far as to argue that the typical classroom is more 

of a hindrance than a help when it comes to learning. Their lifestyles have been 

perfectly linked with technology. 

Gen Alpha is a group of people born between 2010 and 2025. They were born 

in a century when advanced technologies were available 24/7 around the world. To 

them, technology is everything. Their lives revolve around technology, from 

entertainment to gaming, networking with friends, and even schooling in the 

aftermath of the COVID-19 epidemic. [9, 10]. Social media is a way of life for 

them, and technology is merely an extension of their own consciousness and 

personality. According to a survey published by Dell Technologies in 2017, 85 

percent of the professions that Generations Z and Alpha will begin in 2030 have 

yet to be developed. 65 percent of today's elementary school students will work in 

jobs that do not yet exist [11, 12] This generation of young pre-schoolers also has 

the most non-traditional family arrangements. While many Alpha students may be 

unaware of COVID-19's influence on their education, they will undoubtedly 

experience it for years to come. Given the negative impact of the COVID-19 

pandemic on pedagogical methods and student learning, reform is critical to 

guarantee that educators present the curriculum in ways that are relevant to students 

in Generations Z, Alpha, and beyond [13-14]. 
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The majority of students in today's educational institutions come from 

Generation Z, which has grown up in a fully world community and is closely 

intertwined with technology. This generation, the oldest of whom is currently 25 

years old, must consider their education in the context of a genuinely worldwide 

epidemic, with many students facing missed examinations, athletic events, and 

even graduation ceremonies [15]. Generation Z students are used to receiving 

immediate feedback and communication via programmed such as Facebook 

Messenger, WhatsApp, and WeChat. But they also recognize the value of working 

together to address the world's most pressing issues: their agenda includes not just 

COVID-19, but also climate change and mental health problems (World Economic 

Forum 2020). In the COVID-19 epidemic, the characteristics of generation Z 

learners will undoubtedly have an impact on education. In reality, many of 

generation Z's inherent talents and preferences, as outlined above, may contribute 

to beneficial developments in this otherwise challenging period [16] . Students have 

been transferred to nearly all online study, which corresponds to their desire for 

technology integration in learning environments. 

Education is the controlled transmission of socially meaningful experience from 

past generations to future generations. The process of transmitting and receiving 

was defined as education. The most common way to obtain an education is to enrol 

in an educational institution's training programme [17, 18]. Education for growth, 

education as direction, and education as preparation for adult responsibilities are 

the three purposes of education towards individuals [19, 20]. As a result of the 

COVID-19 outbreak, the majority of nations have undertaken lockdown and social 

separation measures, resulting in the closure of schools, training institutes, and 

institutions of higher education. Educators are providing quality instruction through 

a variety of online media, which represents a paradigm shift [21]. Despite the 

difficulties educators and learners confront, online education, distance learning, 

and continuing education have shown to be effective in combating this 

unprecedented global epidemic. 

Throughout the epidemic, e-learning platforms played a key role in supporting 

schools and universities in promoting student learning while colleges and schools 

were closed [22]. While adapting to the new alterations, staff and student 

preparation must be monitored and supported. As a result of increased and 

unstructured time spent online, students are at greater risk of exposure to potentially 

harmful and violent content and cyberbullying. As a result of school closures and 

strict containment measures, more families are relying on technology and digital 

solutions to keep their children engaged in learning, entertained, and connected to 

the outside world, but not all students have the necessary knowledge, skills, and 

resources to stay safe online [23] 

An at-risk student refers to students who have a high probability of flunking a 

class or dropping out of their school. A large proportion of dropout students are still 

roaming the streets, unable to receive ideal education or re-education. The society 

and government should carry out the responsibilities by reducing the number of 

students from dropping out and providing suitable educational services to at-risk 

students. At-risk students face a variety of challenges compare to other students. 

Students with low socioeconomic level, particularly boys, experience emotions of 

isolation and alienation in their schools [24, 25].  
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Every year, over 50,000 youngsters drop out of school [26, 27]. Over a quarter 

of high school students do not complete their education. The percentage might be 

as high as 40% in some urban cities. Higher standards in public schools have 

impacted millions of minorities and poor students who are "at-risk" [27, 28].  

For the early identification of at-risk students, a well-established system is 

needed, as well as diagnostic instruments that can detect or forecast symptoms of 

dropout or possible dangers. Implementing an early warning system to identify at-

risk students from dropping out or who may be at risk will allow education 

institutions to anticipate signals of difficulty and provide appropriate assistance 

through appropriate intervention and response, ensuring systemic management of 

at-risk students [29, 30].  

Early detection of potential dropouts has been discovered by researchers [31, 

32]. At-risk students are the students who live in a school district that is in flux, 

have a low-income family member, have low academic skills, have parents who 

did not complete high school, have negative self-perceptions, and poor self-esteem 

are the characteristics of at-risk students [33, 34]. 

2. Methodology 

In order to make educated judgments and take action in the event of a disaster, early 

warning systems provide individuals with relevant and timely information in a 

systematic manner prior to the event [35, 36]. It can be seen as the next step in the 

process of predicting how well students do in school [37]. This research focuses on 

supervised machine learning and employs the best accurate algorithm to provide a 

web-based dashboard [38]. The Decision Tree, Random Forest, and XGBoost 

algorithms will be compared [39, 40]. The process of this research will be 

implemented through the CRISP-DM methodology [41, 42]. The CRISP-DM 

methodology consists of six stages which are business understanding, data 

understanding, data preparation, modelling, evaluation, and deployment. It teaches 

you how to plan a data mining project in a systematic way [43, 44]. 

3. Results and Discussion 

Results show that by analysing Figs. 1 and 2, the research can compare and 

conclude that the random forest has the highest accuracy compared to the decision 

tree and gradient boosting [45, 46]. Four different methods have been used which 

are accuracy score, cross-validation, confusion matrix, and classification report 

[47]. Those methods show that random forest has the highest accuracy percentage. 

Thus, the research will deploy random forest as the ML model into the student at-

risk prediction system [48, 49]. 

Besides, in the dashboard interface, the researcher can analyse the student’s 

information such as name, gender, average score, GPA, attendance, and risk. 

Besides, there are some graphs such as pie charts, and bar charts to visualize student 

performance. The performance includes exam results, count by gender and grade, 

average subject score, etc. The dashboard is only one page this is because too much 

info will make it messy and not user-friendly as shown in Fig. 3. 
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Fig. 1. Model comparison 1. 

 

Fig. 2. Model comparison 2. 
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Fig. 3. Dashboard interface. 

4. Conclusions 

The random forest has the highest accuracy compared to the decision tree and 

gradient boosting. The dashboard and model can be deployed into a mobile 

application or website. The dataset can be uploaded into the cloud server and use the 

API to pass the data into the Random Forest model. By deploying the dashboard into 

a mobile application or website, the user can access the dashboard without using the 

Power BI Desktop software using the local computer. Besides, uploading the dataset 

into cloud storage can prevent the student’s dataset lost. Cloud storage also allows 

the user to extract and load the dataset more safely and conveniently. Besides, the 

system can record the system usage and provide feedback for further enhancement.  
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