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ABSTRACT

A digital image is subjected to the most manipulation. This is driven by
the easy manipulating process through image editing software which is
growing rapidly. These problems can be solved through the watermarking
model as an active authentication system for the image. One of the most
popular methods is Singular Value Decomposition (SVD) which has good
imperceptibility and detection capabilities. Nevertheless, SVD has high
complexity and can only utilize one singular matrix S, and ignore two
orthogonal matrices. This paper proposes the use of the Walsh matrix with
dyadic ordering to generate a new S matrix without the orthogonal
matrices. The experimental results showed that the proposed method was
able to reduce computational time by 22% and 13% compared to the SVD-
based method and similar methods based on the Hadamard matrix
respectively. This research can be used as a reference to speed up the
computing time of the watermarking methods without compromising the
level of imperceptibility and authentication.
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1. Introduction

Manipulation of digital images is becoming more prevalent where such actions can be done quickly
and easily through image processing software [1], [2]. The image manipulation technology that is
currently developing has a good purpose, which is to improve the quality of an image, but on the other
hand, it can also be used for bad purposes such as forgery or image plagiarism [3]. The process of forensic
analysis of approximately a hundred thousand images by an expert takes about six to eighteen months
and from the process, only less than one percent of the images contain violations [4]. Therefore, there
is a need for a method that can help the initial verification process of the allegedly manipulated image
quickly and accurately.

The most feasible solution to overcome this problem is through watermarking techniques [5]. There
are two types of watermarking, namely robust watermarking which is used for copyright protection, and
semi-fragile or fragile watermarking which is used for authentication [6]. In general, authentication
methods can be classified into two types, namely passive and active tampering detection [7], [8]. The
passive type carries out a detection process without prior information through three schemes, namely:
region tampering, multiple compression, and inter-frame forgery [9]. This method is usually used to
detect changes in the entire image region through several techniques such as sharpening [10], contrast
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enhancement [11], and, JPEG compression [12]. Meanwhile, the active detection process is carried out
more simply through embedding using a watermarking method and perceptual image hash [13]. It is
generally used to detect the local tampered region of the image [14]. Active detection is capable of
detecting multiple tampering points on an image [15] and has a high level of tampering tolerance [16],
thus making it suitable for use in most cases of image manipulation.

Research on active tampering detection that is developing today focuses on the accuracy of location
detection, preservation of image quality, and time efficiency [17]. The research conducted by [18]
performed an analysis of artifacts on image datasets to improve detection results. A new embedding
method was developed by [19] through Gauss-Jordan elimination to improve image quality and recovery
results hence it can achieve an average value of PSNR above 44dB. Similar research was also conducted
by [20] by combining the Remainder Value Differencing (RVD) and Merkle Tree methods. The focus
of the study is an improvement through a correction logic to obtain the true value of pixels with an
embedding and extraction time of 4.7 seconds. It can produce high imperceptibility and recovery ability
with PSNR and SSIM values above 41dB and 0.96 respectively.

In the last decade, the Singular Value Decomposition (SVD) method has become very popularly used
for image authentication. In the study [17] the feature of SVD was calculated with Euclidean distances
to detect duplication forgery on sequential frames with a precision of 0.98. The combination of SVD
and Polar Complex Exponential Transform (PCET) in the study [21] results in a feature extraction time
of 4.15 seconds and a precision of higher than 0.93. SVD is also widely used in tampering and recovery
detection such as research conducted by [22] utilizing Permutation Ordered of Binary (POB) before
watermark detection via SVD. The experiment on an image shows that the quality of the recovered
image has a PSNR value of 42.74dB at a tampering rate of 10%. Other research that focuses more on
tampering detection carried out by [23] using SVD singular values from random blocks can detect
tampering locations and keep imperceptibility values above 51dB.

The SVD-based active detection method does produce good image quality, but this method has a
high level of complexity so it requires a long computational time [24]. This is due to the SVD
decomposition process which results in one singular matrix S and two orthogonal matrices U and V on
each block, where only the S is used and ignores the other two variables [25]. The main problem of
implementing an image authentication system through watermarking is the high level of complexity of
popular algorithms such as SVD. This is the motivation of this study to reduce the level of complexity
without reducing the level of reliability. This study proposes the use of a single matrix operation that is
close to S so that it can overcome redundant variables in the SVD method. The matrix was formed from
a Hadamard and then ordered dyadically to produce a Walsh matrix that had a small degree of sign
changes. The use of Walsh-based transformations also has fast computing time [26], requires little space,
and can be applied to cryptographic-based security models [27] such as combined with message digest
algorithm [28] so that it can replace image scrambling algorithm. The matrix generation process will
also be carried out once at the beginning of the process to reduce computational time. This research
proposes a model that can be used as a reference to reduce the complexity of popular SVD-based
algorithms through the generation of signed integers matrices such as the Hadamard and Walsh matrix
which have similar properties to SVD. The use of these matrices has proven to be able to speed up the
computational process without reducing imperceptibility and authentication capabilities.

The further sections are organized as follows: Chapter 2 will explain the process of generating the
Walsh matrix with Dyadic ordering, prove the orthogonality of the matrix, and the explanation of the
proposed model. Chapter 3 presents the dataset used as well as a discussion of the results of experiments
and comparisons of SVD and Hadamard-based methods on two computing devices. The conclusions
gleaned from this study are discussed in Chapter 4.
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2. Method
2.1. Dyadic Ordered Walsh Matrix

Walsh matrix is a matrix generated from the Hadamard matrix through Paley construction [29] nor
dyadic ordering with dimensions of 2 power of n which contains the values 1 and -1. It can also be
orthogonal where the multiplication of its transposed matrix will result in an identity matrix if the
diagonal element is divided by its dimensions as shown in (1). Where H is a Hadamard matrix of
dimension n. In this study, dimension 4 was used which is the tensor product of the smallest Hadamard
matrix with the dimension of two in (2).

Hp*HY

- =] (1
H=[ alef i @

The main problem in the Hadamard matrix is in the order of sign changes which have a large number
of bit changes. The Hadamard matrix needs to be rearranged to reduce the number of signed changes
on the successive row which is known as Reflected Binary Code or Gray Code [30], [31]. Table 1 shows
that in sequence ordering there is a change in 2 binary values between decimal values of 1 and 2 where
the binary value changes entirely from '01' to '10". In the Hadamard matrix which has natural ordering,
the change in entire binary values occurs twice, namely at the value of 0 to the value of 3 and the value
of 1 to the value of 2. From these sequences, it can be seen that the value changes from a decimal value
of 1 to 2, and the decimal value of 0 to 3 should be avoided. Therefore, this paper uses dyadic ordering
which has binary changes of 1 bit in the successive rows. In addition, this rearrangement is also used to
scramble the row sequence of the Hadamard [32] block so that the process of inserting bits can be
carried out without a scrambling algorithm such as Arnold Transform [23].

Table 1. Comparison of Binary Changes of Matrices Ordering

Sequence Walsh Natural Walsh (Hadamard) Dyadic Walsh
Decimal  Binary Changes Decimal Binary Changes Decimal  Binary Changes
0 00 - 0 00 - 0 00 -
1 01 1 3 11 2 1 01 1
2 10 2 1 01 1 3 11 1
3 11 1 2 10 2 2 10 1

The rows in Hadamard matrix in (2) are reordered to produce a Walsh matrix with a size of four W,
which have successive rows of 0, 1, 3, and 2 sign changes as shown in (3):

1 1 1 1
111 -1 -1

W4_1—1 1 -1 @)
1 -1 -1 1

2.2. The Orthogonality of Walsh Matrix

The orthogonality properties of (1) can be used to generate an approaching value for the singular
value generated by the SVD function as shown in (4) and (5):

SVD(B) = [USV] (4)
WxBxW
- =~ S %)
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Where SVD(B) is an SVD function that generates a singular matrix S and two orthogonal matrices
U and V from the image block B. The value of the approach used can preserve the value of the bits
embedded in an image because the image is not very sensitive to small changes in pixel values [32].

Fig. 1 shows that the maximum value of the Walsh matrix operation in (5) has the same pattern and
values close to the S value generated through SVD in (4). The tightness of the S value obtained from
(4) and (5) can also be done by performing SVD decomposition of the Walsh matrix as shown in (6)
until (8).
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Fig. 1. Comparison of the max value of matrices of S in (4) and W in (5) from 100 random blocks

Fig. 2 shows that the dyadic Walsh matrix has the fastest computation time with 0.0154 seconds
compared to sequence and natural ordering with running times of 0.0157 and 0.168 respectively.
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Fig. 2. Comparison of computation time of Walsh ordering

SVD(W,) = [USV] (6)
SxS=W,*W, (7
SxS§

—= I (®)

The results of the substitutions and tests can be used to simplify the process of generating S values.
Most uses of SVD in tampering and plagiarism detection only require an S value to insert an
authentication bit in an image.

2.3. The Proposed Method

This research proposes improvements from the SVD block-based method proposed by Kang et. al
[23] by developing the Walsh block from the Hadamard matrix in [32] to replace the U, S, V matrices,
E—
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and block scrambling as shown in Fig.3. The process of bits embedding is carried out on the first element
of the Walsh block. It can then be used as a reference in the image authentication process with the same
scheme as Kang's method to find the modified area. The blue channel was chosen as a place to embed
the authentication bit because it has the lowest sensitivity level compared to red and blue [33], [34].

Embedding

Original Image

Grouped Block Zero LSB 4'| Walsh Block ‘

6-bit Chaotic Sequence 10-bit

\4

> Authentication Image <

v

Filtering

Authenticated Unauthenticated

~, -

Absolute Difference

\4

Modified Region
Extraction

Fig. 3. Proposed scheme with Walsh block (bold outline)

The detailed steps of the proposed scheme can be described as follows:
e Read the original image 4.
e Divide 4 into B image blocks with a size of 4x4.

e Set the LSB value of the entire image block to zero.

C =B - (Bmod?2) ©)
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where C'is the new image block.
e Generate matrix S through the Dyadic Walsh matrix block.

_ W4*C*W4_
4

S (10)

Then take the largest element S(1) which is the first element of the matrix. The next process is the
same as the steps in Kang's methods starting from the 6th until the 19th equations for the embedding
process and the equations 20 and 21 for the authentication or extraction process.

3. Results and Discussion

This experiment is carried out using two devices to measure the delta of the increase in speed between
low and high computing power. The first device has a dual-core Core i3-1005G1 @1.2 -~ 3.4 GHz
processor with 4GB of RAM and the second device has a 12-core Core i7-1260P @2.1 - 4.7 GHz
processor with 16GB of RAM. The devices run on Windows 10 and 11 operating systems respectively.
The dataset used was taken from the standard repository from USC-SIPI and the natural image
repository from True Color Kodak image datasets each of 3 images randomly with a color depth of 24-
bit. The first testing process is to compare the image quality before and after the authentication bit
insertion is performed. The next step is to carry out an irregular attack on all these images and then an
authentication process is carried out to find the modified region. The entire test is also measured by
time parameters to compare the SVD [23], Hadamard [32], and the proposed method.

3.1. Imperceptibility

This section discusses the testing of image quality by embedding authentication bits into the original
image and then comparing them through measurements of Peak Signal to Noise Ratio (PSNR) and
Structural Similarity (SSIM). The comparison of image quality can be seen in Table 2.

Table 2. Comparison of Imperceptibility

Images PSNR SSIM
SVD [23] Hadamard [32] Proposed SVD /23] Hadamard [32] Proposed

Airplane 55.91 55.91 55.91 0.9986 0.9986 0.9986
House 55.90 55.91 55.92 0.9996 0.9996 0.9996
Kodim01 55.92 55.92 55.91 0.9998 0.9998 0.9998
Kodim20 55.73 55.83 55.80 0.9994 0.9994 0.9991
Kodim21 55.93 55.90 55.91 0.9991 0.9991 0.9996
Sailboat 55.89 55.92 55.91 0.9996 0.9996 0.9997

The test results showed that the image quality of all methods had the same level of imperceptibility
with an average PSNR value of 55.9 dB and an average SSIM of 0.9994. This is because the generation
of the new S value can produce a value that is almost equal to the S value of the SVD and Hadamard
block. The results prove that the Walsh block scheme at (4) and (5) can replace the SVD block scheme.

3.2. Authentication

The next experiment begins with manipulating marked images irregularly. The types of modifications
used are enhancement, transformation, duplication, deletion, and addition of objects. The modifications
are then authenticated to find the tampered region as shown in Fig.4. The first modification process is
an enhancement carried out on the 'Airplane’ image by balancing the color of the aircraft object to be
bluer and then adjusting the contrast and brightness. The color adjustment process was also carried out
to the 'Kodim20' image by changing the color of the shaft and the reverse end of the aircraft to be
redder. The results of watermark extraction showed that the two images changed the location
corresponding to their treatment.

Adi et al. (Fragile watermarking for image authentication using dyadic walsh ordering)
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(Di | i | (D
Fig. 4.Irregular modification on images: (a) airplane, (b) house, (c) kodim01, (d) kodim20, (e) kodim21, and (f)
sailboat; i) Original image, ii) modified image, iii) tampered detection

The second modification process is a transformation carried out on the image of the 'House' by

reflecting on the car object vertically so that the car faces to the right. The results of the watermark
-]
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extract show that two tampered regions intersect which are the loss of the original object and the
emergence of a new object. The next process is duplication of the 'Kodim01' image by copying the
window object on the right of the door and placing it on the left side of the door. The results of the
authentication carried out show that there is a change in the window on the left side of the door while
in the right window it does not change because it is only copied without changing the original object.

The last tampering process is carried out with two types of modifications, namely deletion and
addition of objects. In the 'Sailboat' image by removing the sailboat object in the middle of the lake and
adding the aircraft object from the 'Airplane’ image on the upper right side of the image. Furthermore,
in the image of 'Kodim21', a disappearance was carried out on the top of the lighthouse, and added the
object of the sailing ship from the image of 'Sailboat'. The results of the extracts carried out on the two
images can detect the loss of objects and the emergence of new objects in different regions that do not
intersect with each other. The entire process of manipulation carried out on images can be found through
the process of watermark extraction

3.3. Running Time

The last variable measured is the processing time which includes the bit embedding time and the
image authentication process. Measurements are made on the process in the prior subsections.
Preliminary experiments were conducted to compare the proposed method with the SVD and Hadamard
methods which have the same scheme on the low computing device. The result of the embedding time
comparison in Fig. 5 showed that Walsh's Dyadic-based methods can reduce average computational time
by 10% and 6% against SVD and Hadamard methods respectively. Extraction testing also showed similar
results where the proposed method can work faster up to 10% against the SVD method and 6%
compared to the Walsh method as shown in Fig. 6.
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Fig. 5. Comparison of embedding time in a low computing device
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Fig. 6. Comparison of extraction time in a low computing device

The next testing process is carried out on high computing devices by comparing the proposed
methods against SVD and Hadamard-based methods that have the same scheme. Test results in Fig. 7
L
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show that the proposed method has the highest speed when compared to both SVD and Hadamard-
based methods. Walsh's Dyadic-based method was able to reduce the average computational time
reduction by 16% compared to the SVD-based method. The largest speed improvement that can be
achieved is by 22% and 13% when compared to SVD and Hadamard-based methods respectively.
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Fig. 7. Comparison of extraction time in a high computing device

Similar results are also seen in the extraction process in Fig. 8 which shows that the average speed
improvement against the SVD method was 17% with the highest time reduction of 20% and 12%
against the SVD and Hadamard methods respectively.
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Fig. 8. Comparison of extraction time in a high computing device

The experiment results on two different computing devices showed that the increase in speed is
directly proportional to the capabilities of the devices used. In low computing devices, the average
improvement of the Dyadic Walsh method compared to the SVD method is only 10% in both
embedding and extraction time while the results on high-end devices showed a maximum improvement
is 22% in the embedding process and 20% in the extraction process. The comparisons to the Hadamard-
based method also result in progressive improvements. The experiment in low-end devices showed that
the proposed method is only able to reduce the computational time of the Hadamard method by an
average of 6% on both the embedding and extraction process. While in high-performance devices the
best time efficiency achieved is 13% in the embedding process and 12% in the extraction process.

This time reduction can be achieved by removing the useless matrices U and V on (4) and replacing
them with a new generation method with (10). Moreover, in the SVD-based method, the decomposition
process is carried out on each block to obtain an S value while in the Hadamard and the proposed
method the generation of the matrices is only done once and can be used to obtain the S value of the
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entire block. However, the Hadamard matrix has a high rate of binary changes, causing a slower
generation process compared to the proposed method.

4. Conclusion

This paper proposes the use of dyadic Walsh blocks that have a lower level of complexity compared
to SVD and Hadamard blocks in the image authentication process. The process of embedding bits is
done by tracing the largest element of the Walsh block while the authentication bit is done through a
grouped group. The results of the experiment showed that the proposed method has the same
capabilities as the previous methods in terms of imperceptibility and authentication abilities. Meanwhile,
in terms of computational time, the proposed method can work faster than SVD and Hadamard
methods. For future work, the research will focus on optimizing the tracing process with a smaller bit
range. In addition, it is necessary to develop a self-recovery system from an image that has been modified.
The tracing results of the Walsh block can also be used as a feature in the development of an image
plagiarism detection system in the case of copy-move forgery.
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