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A B S T R A C T

This research investigated the behavior related to compliance with information security policy in the Yemeni 
banking sector by using the protection motivation theory (PMT). While PMT has been a prominent framework in 
understanding information security compliance, previous research has produced inconsistent findings regarding 
its factors’ effects on compliance behavior, necessitating further empirical validation. Moreover, the majority of 
research has been carried out in developed countries. The data were collected from 210 bank employees in 
Yemen and analyzed using PLS-SEM. This research study showed that perceived self-efficacy, response efficacy, 
and severity significantly influence the employees’ intentional behavior in complying with information security 
policies. However, the results did not support the hypotheses of perceived response cost and perceived vulner-
ability. The study also discusses both theoretical and practical implications of enhancing information security 
compliance behavior.

1. Introduction

Information systems (IS) are becoming more important to the 
continued operation of modern organizations since these systems often 
hold significant data and assets related to the organization (Qatawneh, 
2024). Organizations commonly implement various security measures 
to secure these essential information system assets from unauthorized 
use, misuse, or damage. Some of these measures include the use of 
antivirus software, encryption, system backups, and comprehensive 
monitoring systems (Alkhudhayr et al., 2019; Koolen et al., 2024; 
Makeri, 2020; Shulha et al., 2022). However, these security measures 
only address technological or technical issues, and they are not always 
sufficient to keep an organization’s IS resources safe (Akello, 2024; 
Gaurav and Panigrahi, 2022). Another security concern arises from 
employee noncompliance, a common issue faced by organizations that 
may lead to security breaches and data breaches (Gwebu et al., 2020). 
The rapid proliferation of emerging technologies has introduced new 
complexities to the cybersecurity landscape (Al-Emran et al., 2024). 
These technologies, while offering transformative potential across 
various sectors, also bring novel challenges related to privacy concerns, 
perceived threats, and response costs. Behavioral and cognitive factors 

have been shown to significantly influence cybersecurity compliance 
and safe practices, emphasizing that technical measures alone are 
insufficient to address these evolving risks (Al-Emran et al., 2025; 
Al-Momani et al., 2024).

The banking sector, a key industry for IS implementation, is partic-
ularly susceptible to security threats given its reliance on sensitive 
financial data and complex operational systems (Matkovskaya et al., 
2022). The successful adoption of security measures in banking in-
stitutions hinges on technological readiness, organizational support, and 
environmental influences (Bany Mohammad et al., 2022). Furthermore, 
the dynamic nature of banking ecosystems requires institutions to adapt 
to emerging technologies and innovative business models to maintain 
competitiveness (Al-Sharafi et al., 2018; Matkovskaya et al., 2022). 
These advancements necessitate robust compliance with information 
security policies to mitigate risks while fostering innovation and oper-
ational efficiency. In Yemen, information security measures in the banks 
are crucial due to the sensitive customer data and financial assets 
managed by banks. Despite challenges like ongoing conflict and eco-
nomic instability, which have heightened vulnerability to cyber-attacks 
(Al-Khulaidi et al., 2023), the sector has made significant progress. This 
improvement is driven by increased awareness among bank staff and 
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management, investments in new security technologies, and the adop-
tion of international security standards (Central Bank of Yemen, 2022). 
However, a study by (Abdualmajed et al., 2022) found that while some 
banks have reached an ideal maturity level in security practices, most 
still adhere only to fundamental security criteria, indicating a gap in 
comprehensive implementation. Key challenges include a shortage of 
skilled security personnel, limited investment resources, and a lack of a 
comprehensive national security strategy (Nasser et al., 2020). None-
theless, the sector’s commitment to enhancing information security is 
vital for protecting assets and maintaining public trust.

A critical issue in the human aspects of information security threat 
prevention is internal threats from employees’ unintentional and 
intentional disclosure of sensitive information (Alghamdi, 2021). The 
literature suggests that individuals are often the weakest link in cyber-
security, contributing to a significant number of security breaches in 
businesses (Al-Momani et al., 2024; Kuzior et al., 2022; Torten et al., 
2018; Yuryna Connolly et al., 2017). For this reason, scholars have 
increasingly focused on understanding what motivates human intent 
toward complying with information security policies (ISP) (Amankwa 
et al., 2022). One significant issue is that certain employees may decide 
against adhering to information security regulations and standards to 
expedite their tasks (Alzamil, 2018). Therefore, understanding em-
ployees’ intentions to comply with ISP is vital, as it is a significant in-
dicator of actual compliance behavior (Sas et al., 2021). Prior studies in 
the information security domain have shown that behavioral intentions 
often lead to actual compliance with ISP (AlGhamdi et al., 2022; Nasir 
et al., 2019). Employee’s compliance intention with information secu-
rity policy refers to their commitment to adhering to organizational 
guidelines designed to ensure the safety of information and technology 
resources (Hu et al., 2021).

Protection Motivation Theory (PMT) is a key framework in the 
literature on information security policy compliance, explaining how 
protective behaviors are initiated and sustained. PMT outlines two 
processes: "threat assessment" and "coping assessment" (Ogbanufe et al., 
2023). Threat assessment evaluates the severity and likelihood of threats 
while coping assessment assesses one’s ability to respond effectively and 
the associated costs (Chang et al., 2022). These processes generate 
"protective motivation," driving the intent to undertake protective ac-
tions (Boss et al., 2015). Thus, protective motivation links perceived 
threats and behavioral intentions (Ogbanufe et al., 2023). However, the 
existing research studies have yielded fluctuating results about the in-
fluence of PMT factors on security compliance behavior, highlighting 
the need for further empirical validation (Ogbanufe et al., 2023). 
Additionally, there is limited literature regarding PMT and information 
security compliance in developing nations like Yemen. This research 
aims to address the gap by empirically investigating the factors that 
influence employees’ compliance with ISP in the Yemeni banking sector, 
using PMT as a theoretical framework. The findings contribute new in-
sights into the application of PMT within Yemen’s banking environment 
and offer practical implications for improving information security 
compliance in organizations facing similar challenges. This study spe-
cifically develops a model tailored to the Yemeni banking sector, aiming 
to uncover the motivations behind employees’ adherence to data secu-
rity regulations.

2. Employee compliance with ISP in banking sector

Employee compliance with Information Security Policies ISP is 
crucial for maintaining the integrity, confidentiality, and availability of 
sensitive financial data in the public and private sectors (Khando et al., 
2021). Banking sectors face unique challenges due to the highly regu-
lated nature of the industry and the significant consequences of data 
breaches, which can include financial loss, reputational damage, and 
legal penalties (Aebissa et al., 2023). As such, ensuring that employees 
adhere to established security protocols is a key concern for bank 
management. Compliance with ISPs is not merely about following rules; 

it’s a critical component of the bank’s overall security posture 
(Hammood et al., 2020). Effective compliance helps prevent internal 
and external threats, ranging from inadvertent data leaks to deliberate 
acts of fraud. Moreover, regulatory bodies often require strict adherence 
to security practices, and failure to comply can result in hefty fines and 
sanctions. The intention of employees to comply with ISP is a critical 
factor in maintaining the security and integrity of banking operations, 
particularly in vulnerable environments like Yemen (Al-Khulaidi et al., 
2023; Central Bank of Yemen, 2022). Employee compliance is often 
influenced by both individual factors, such as self-efficacy and perceived 
response efficacy, and broader organizational factors like governance, 
risk management, and institutional settings. The role of governance in 
the banking sector has been shown to significantly affect compliance 
behavior, as good governance practices foster a culture of accountability 
and adherence to policies, including ISPs (Athari et al., 2023). In the 
context of Yemen, where political instability and economic uncertainty 
are prevalent, strong governance structures are vital in promoting em-
ployees’ commitment to comply with security policies (Central Bank of 
Yemen, 2022). Country risk also plays a role in shaping employee 
behavior. Research shows that political and economic risks can indi-
rectly affect compliance by increasing the overall uncertainty in the 
banking environment, making employees more cautious and inclined to 
follow ISPs to mitigate potential risks (Saliba et al., 2023). This is 
particularly relevant for the Yemeni banking sector, where the high level 
of political risk could heighten employees’ perceptions of the impor-
tance of compliance with security protocols. Additionally, the institu-
tional settings and regulatory frameworks within which banks operate 
can significantly impact employees’ intentions to comply with ISPs. 
Studies indicate that regulatory pressures and governance structures 
that emphasize risk management and compliance can improve the 
adherence of employees to ISPs, as seen in the performance of Islamic 
and conventional banks (Athari et al., 2016). These findings suggest that 
for banks in Yemen and similar high-risk environments, creating a 
robust regulatory and governance framework is essential for encour-
aging employees to adopt compliant behaviors.

3. Model development and hypotheses

The proposed model is developed by deriving factors from PMT 
theory to examine the employees’ intention behavior toward complying 
with information security policies. The PMT was developed by (Rogers, 
1975), considered a well-established theory that explains the protective 
behaviors of humans. PMT, originally derived from expectancy-value 
theory, proposes that our reaction to danger is guided by two cogni-
tive processes: threat assessment and coping assessment (Ogbanufe 
et al., 2023; Rogers, 1975). Moreover, threat assessment addresses the 
evaluation of the severity and vulnerability to harmful events, while 
coping assessment is a process that evaluates an individual’s 
self-efficacy, response efficacy, and the expenditures related to the 
adopted response behavior (Chang et al., 2022). Protection motivation is 
the final result of these threat and coping assessment processes (Boss 
et al., 2015). It is usually defined as the behavioral intention to do the 
prescribed protective behavior and any subsequent protective behavior 
(Rogers, 1975). Within the context of information security, the PMT 
theory has been utilized widely, including users’ reactions to computer 
virus threat (Tsai et al., 2016), protecting password (Vedadi and War-
kentin, 2020), and organization’s policies compliance by employees 
(Alsaad and Al-Okaily, 2022; Ogbanufe et al., 2023; Sharma and Apar-
icio, 2022). Fig. 1 shows the model structure that describes the rela-
tionship between the intent of employees to follow information security 
policies and PMT factors.

3.1. Perceived self-efficacy role towards ISP compliance

In this research, Perceived Self-Efficacy (PSE) is identified as the 
extent to which employees believe in their cybersecurity abilities and 
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skills in dealing with cyber threats. According to previous research, PSE 
improves workers’ ability to respond adaptively and their overall will-
ingness to put these responses into practice (Sharma and Aparicio, 
2022). Furthermore, individuals who perceive a security policy as 
providing substantial information about the value of their activities and 
the efficiency of recommended solutions in reducing the probability of 
information security breaches are more inclined to develop favorable 
intentions. This positive attitude towards the policy increases their 
likelihood of complying with information security measures (Alsaad and 
Al-Okaily, 2022). Previous research discussed the potential relationship 
between PSE and employees’ intentions to adhere to ISP. For instance, 
among American working professionals, (Ogbanufe et al., 2023) re-
ported that PSE affects security compliance behavior. Furthermore, 
(Alsaad and Al-Okaily, 2022) performed a research to examine the 
acceptance of protective technologies during the Covid-19 outbreak, 
when feelings of threat and fear were elevated. They found a strong 
correlation between self-efficacy and the development of protection 
motivation, which positively improved the intention to use the protec-
tion apps. Menard et al. (2017) mentioned that PSE increases the em-
ployee’s perception that he or she have the necessary skills and 
competencies to take adaptive actions and reduce a perceived IS threats 
by adhering to the organization’s IS policy. Thus, when an employee’s 
PSE improves, their propensity to adopt suitable IS compliance coping 
strategies and behavioural intent to adhere to IS regulations and protect 
corporate data improve (Wong et al., 2022). Results were also validated 
in the USA by Torten et al. (2018), who found that PSE has significant 
effects on desktop security behavior among IT professionals. Zhu et al. 
(2022) found that PSE positively influences consumers’ attitudes, which 
in turn impact positively on consumers’ intention to participate in food 
risk communication in China. These discussions indicate that there is a 
favorable correlation between PSE and the intention of employees to 
comply with the ISP. Thus, this research proposes the following 

hypothesis:
H1: “PSE will positively affect employee’s intention to comply with 

ISP.

3.2. Perceived response efficacy role towards ISP compliance

Another component of the coping assessments is the people’s confi-
dence in the efficacy of carrying out a protective coping activity, which 
is known as perceived Response Efficacy (PRE) (Boss et al., 2015). In-
dividuals who hold the belief that engaging in coping behavior would 
provide them protection are more likely to actually do that action. 
Multiple studies have shown this to be valid with various security (Fan 
et al., 2022; Mou et al., 2022; Ogbanufe et al., 2023; Sharma and 
Aparicio, 2022). For instance, (Fan et al., 2022) found that there is a 
strong correlation between protection motivation factors like response 
efficacy and consumers’ behavioral intention to accommodation 
expenditure during a pandemic. Similarly, it was shown by (Sharma and 
Aparicio, 2022) PRE and PSE significantly and positively affect the 
behavioral intention of IT workers to comply with information security 
regulations. Alsaad and Al-Okaily (2022) found that a high level of PRE 
of exposure detection apps positively contributed to enhancing the 
protection motivation and then positively enhanced the intention to use 
the apps in Jordan. Wong et al. (2022) found that PRE has a positive 
influence on employee’s cybersecurity compliance between employees 
at the executive level and above in Malaysia. The study of Zhu et al. 
(2022) found that PRE positively influences on consumers’ attitudes, 
which in turn impact positively on consumers’ intention to participate in 
food risk communication in China. Neisi et al. (2020) found that PRE has 
a significant relationship with IS compliance intention between farmers 
in Iran. Torten et al. (2018) found that PRE has significant effects on 
desktop security behavior among IT professionals. Tsai et al. (2016)
found that PRE significantly influences security compliance intention 

Fig. 1. Research model.
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between users of Amazon Mechanical Turk (MTurk). Therefore, the 
analysis shows a positive correlation between PRE and employees’ 
intention toward information security policy compliance behavior. 
Consequently, the study hypothesizes the following:

H2: PRE will have a positive effect on employee’s intention to 
comply with ISP.

3.3. Perceived response cost role towards ISP compliance

Perceived Response Cost (PRC) is the last component of the coping 
assessments, and it refers to the time, effort, and financial cost that in-
dividuals spend when they perform the protective coping activity (Boss 
et al., 2015). The likelihood of compliance with a security policy de-
creases as the time or effort required increases (Ogbanufe et al., 2023), 
similar to how people’s motivation to engage in coping response 
behavior decreases as the cost increases. (Rajab and Eydgahi (2019)
stated that when the cost and efforts of implementing recommended IS 
policy measures exceeds the benefits of not applying them; they are less 
likely to do security protections. Moreover, if employees lack the 
knowledge of obtaining security protections, they are unlikely to 
implement them. Tsai et al. (2016) state that if the using security pro-
tections are too much time, or may cause problems to other programs; 
they are less likely to use it. There has been prior discussion of the 
negative correlation between the PRC and employees’ intent to adhere 
to information security regulations. Notably, there is a lack of consis-
tency in the findings from the literature when it comes to this connec-
tion. For instance (Ogbanufe et al., 2023) discovered that among 
American professionals, the PRC had a significant negative impact on 
security compliance behavior. Conversely, a strong and favorable rela-
tionship was found between PRC and consumers’ behavioral intention 
(Fan et al., 2022). Also, (Zhu et al., 2022) showed no significant influ-
ence between the PRC and consumers’ attitudes and intentions toward 
risk communication. Furthermore Sharma and Aparicio (2022) found 
that PRC has not any influence on behavioural intention to protect in-
formation between IT employees in the USA. Aslo Neisi et al. (2020)
found that response cost has no significant relationship with IS 
compliance intention in Iran. Menard et al. (2017) also found that PRC 
has no impact on behavioural intention to engage in voluntary secure 
behaviours between employees in the USA. From this, we may conclude 
that PRC negatively correlates with employees’ intent to comply with 
ISP. Hence, this study proposes the following hypothesis:

H3: PRC will have a negative effect on employee’s intention to 
comply with ISP.

3.4. Perceived vulnerability role towards ISP compliance

Perceived Vulnerability (PV) is one of the factors of the threat 
assessment process in PMT theory, which is defined as how vulnerable 
an individual feels about the danger that has been conveyed (Boss et al., 
2015; Haag et al., 2021). An individual’s level of compliance with the 
organization’s security policy is influenced by their judgment of the 
chance that their actions might cause an information security hazard to 
the organization. When employees feel their organisation’s information 
systems as being very vulnerable, they are more likely to adopt pro-
tective measures (Alghamdi, 2021; Zhu et al., 2022). There is evidence 
in the literature that shows a positive correlation between PV and em-
ployees’ intentions to follow information security policies (Ogbanufe 
et al., 2023); Wong et al. (2022). For example, (Wong et al., 2022) that 
among Malaysian employees at the senior level and above, PV positively 
affects their compliance with cybersecurity. Also Sharma and Aparicio 
(2022) found that PV has a positive and significant impact on the 
behavioural intention to comply with IS policies in the USA. Fan et al. 
(2022) also found that consumers’ behavioural intention is significantly 
impacted by PV in the USA. Zhu et al. (2022) found that PV is positively 
influence on consumer’s attitude, which in turn impact positively on 
consumers’ intention to participate in food risk communication in 

China. These considerations suggest a positive relationship between PV 
and the intention of employees toward complying with the ISP. Conse-
quently, the study hypothesizes the following:

H4: PV will have a positive effect on employee’s intention to comply 
with ISP.

3.5. Perceived severity role towards ISP compliance

Typically, if individuals feel a threat, they usually alter their actions 
based on the level of danger and decide whether or not they are willing 
to tolerate the threat. In that, Perceived Severity (PS) refers to the em-
ployee’s assessment of the severity of the danger linked to revealing 
confidential information to others (Chang et al., 2022). Li et al. (2019). 
Additionally, (Boss et al., 2015), suggest that seeing the possible data 
loss as a significant threat would likely drive individuals to participate 
actively in security compliance measures. Consequently, an individual 
with a high perception of the threat’s consequences will feel more fear 
than one with a low perception of the threat’s severity, and this fear will 
drive that individual’s IS compliance behaviour (Ogbanufe et al., 2023). 
Put differently, employees will be more eager to comply with IS policy if 
their assessments of the likelihood that danger would result in unde-
sirable repercussions drive them (Chang et al., 2022). Past research has 
examined the correlation between PS and employees’ intent to adhere to 
information security regulations (AlGhamdi et al., 2022; Ogbanufe 
et al., 2023; Sharma and Aparicio, 2022). For instance, (AlGhamdi et al., 
2022), showed that the PSF factor positively influences employees’ 
intent toward complying with the organization’s security regulations. 
These discussions indicate a positive relationship between PS and em-
ployees’ intention to comply with ISP. Thus, the study hypothesizes the 
following:

H5: PS will have a positive effect on employee’s intention to comply 
with ISP.

4. Research methodology

4.1. Research instrument

The research was developed by extracting relevant items from prior 
studies on PMT and ISP compliance. Each construct in the study, such 
PSE, PRE, PRC, PV, PS, and employees’ intention to comply with ISP, 
was measured using multiple items derived from established literature. 
These constructs were critical in capturing the different aspects of 
employee behavior toward ISP compliance. For example, items for PSE 
focused on assessing the employee’s confidence in handling cyber 
threats, while PRE items evaluated their belief in the effectiveness of 
security measures. Participants rated their responses on a 5-point Likert 
scale, with options ranging from "1 - Strongly disagree" to "5 - Strongly 
agree." This Likert scale approach, widely used in similar research, 
provided a standardized method for measuring the intensity of partici-
pants’ attitudes toward ISP compliance. The reliability of the instrument 
was confirmed through Cronbach’s alpha, ensuring that the items were 
consistent in measuring their respective constructs. Table 1 in the study 

Table 1 
Constructs and measures of study.

Variables No. of 
items

Ref.

PSE 6 (Li et al., 2019; Rajab and Eydgahi, 
2019)

PRE 6 (Li et al., 2019; Tsai et al., 2016)
PRC 5 (Rajab and Eydgahi, 2019; Tsai et al., 

2016)
PV 7 (Rajab and Eydgahi, 2019)
PS 5 (Boss et al., 2015; Li et al., 2019)
Intention to Comply with 
ISP

7 (Tsai et al., 2016)
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outlines the specific sources for each construct, further reinforcing the 
credibility of the research instrument.

4.2. Sampling method and data collection

This study aimed to investigate the factors influencing employees’ 
intention to comply with ISP within Yemen’s banking sector. The study 
participants were bank employees, representing the frontline of infor-
mation security management in financial institutions. To collect data, 
we employed an online survey distributed via Google Forms. The survey 
link was shared with employees across various banks in Yemen, allowing 
for convenient and broad data collection. A total of 210 completed 
questionnaires were gathered and validated for the analysis. The online 
format provided the flexibility to reach a larger group of participants 
despite potential geographical limitations.

For analyzing the collected data, the study utilized Partial Least 
Squares Structural Equation Modeling (PLS-SEM) using SmartPLS 4, 
which is particularly effective for examining complex relationships be-
tween variables and testing theoretical models. The PLS-SEM approach 
involves a two-stage process. The first stage is the measurement model 
(or "outer model"), which evaluates the reliability and validity of the 
constructs, ensuring that each construct accurately represents the 
theoretical concept it is intended to measure. The second stage is the 
structural model (or "inner model"), which examines the hypothesized 
relationships between the constructs and their influence on the em-
ployees’ intention to comply with ISP. This method allows both the 
measurement and structural models to be analyzed simultaneously, 
providing comprehensive insights into the factors affecting compliance 
behavior. The use of bootstrapping further enhances the robustness of 
the findings by testing the statistical significance of the model’s 
relationships.

5. Results

5.1. Descriptive analysis

The participants of this study were bank employees working in the 
Yemeni banking sector, with a total of 210 participants. The de-
mographic characteristics of the participants are visually summarized in 
Fig. 1, which combines the gender distribution, age distribution, and 
knowledge levels in security and privacy. This consolidated figure pro-
vides a comprehensive overview of the study sample’s key descriptive 
attributes. The gender distribution within the sample is prominently 
represented, showing that 77.6 % of the participants were female and 
22.4 % were male. This distribution underscores the predominance of 
female employees in the surveyed group. The age distribution highlights 
that 40 % of the participants were aged 25–35 years, with the remaining 
60 % belonging to other age groups, showcasing a diverse age profile. 
The knowledge levels in security and privacy among the participants 

reveal that 18.1 % identified themselves as beginners, 37.6 % as inter-
mediate, and 6.7 % as experts. The remaining participants fell into un-
specified categories, reflecting a varied range of knowledge within the 
study group (Fig. 2).

5.2. Assessment of the measurement model

The measurement model establishes the correlation between the 
constructs and their corresponding indicators (Henseler et al., 2015; 
Sarstedt et al., 2021). This research followed the procedures proposed by 
(Hair Jr. et al., 2023) for assessing the measurement model’s internal 
consistency, reliability, and convergent validity. Composite reliability 
(CR) and Cronbach’s alpha (CA) were utilized in this study for evalua-
tion. Convergent validity was determined through the average variance 
extracted (AVE) and factor loadings. Additionally, Discriminant validity 
was assessed using the Heterotrait-Monotrait Ratio of correlations 
(HTMT), as described by (Henseler et al., 2015).

As a result, all of the CR and CA values were higher than the 
threshold of 0.7, as shown in Table 2 (Hair Jr. et al., 2023). Thus, the 
findings demonstrate that the items employed to reflect the constructs 
are reliable. In addition, Table 2 shows that all the model constructs 
have an AVE higher than 0.5, indicating convergent validity (Hair Jr. 
et al., 2023). Furthermore, the factor loadings for all indicators, as 
shown in Table 2, are above the 0.70 threshold, except for PRC3 and 
PV7, which have values of 0.699 and 0.677, respectively. According to 
(Hair Jr. et al., 2023), an item can be removed only if the factor loading 
value is below the threshold of 0.708 and results in a low AVE value. 
Consequently, the indicators PRC3 and PV7 are kept in the model since 
all the constructs have AVE values higher than 0.50. Thus, the findings 
demonstrate that the convergent validity is proven.

Regarding discriminant validity, all the HTMT values were lower 
than the threshold value of 0.85, as shown in Table 3. Accordingly, no 
issues were found with discriminant validity (Henseler et al., 2015; 
Sarstedt et al., 2021).

5.3. Assessment of the structural model

As the measurement model was validated, the next step in evaluating 
a research model is to verify its structural validity (Al-Emran et al., 2019; 
Hair Jr. et al., 2023). Several factors must be taken into account in order 
to evaluate the structural model. Structural equation modelling (SEM) is 
used to estimate the structural model through calculating the determi-
nation coefficient (R2) (Cohen, 2013), path-coefficients (B-values), 
t-values, and p-values. To achieve this, bootstrapping is used along with 
one-tailed tests at a 5 % significance level, as recommended by (Hair Jr. 
et al., 2023). Standardized path coefficients fall within the range of − 1 
to + 1. The computed path coefficients near (+1) indicate robust posi-
tive correlations, whereas negative values indicate the opposite 
(Al-Emran et al., 2019; Hair Jr. et al., 2023).

Fig. 2. Of participants.
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The findings of the structural model are shown in Table 4. The 
findings indicate that the model describes 71.5 % of the variation in the 
employees’ intent toward information security policy compliance. In 
addition, Prior to calculating the route coefficient, (Hair Jr. et al., 2021) 
suggest performing a collinearity test. Table 4 demonstrates that the 
model did not have any issues with collinearity since every connection 
had Variance Inflation Factor (VIF) values below five. The perceived 
self-efficacy with β = 0.152 at t-value = 2.732 and the perceived 
response efficacy with β = 0.245 at t-value = 3.129 exhibited a positive 

correlation with employees’ intent toward information security policies 
compliance; therefore, H1 and H2 are supported. Furthermore, the 
perceived severity, and threat appraisal factor, with β = 0.443 at t-value 
= 5.171, has a positive relationship with the intention of employees 
toward complying with information security policies. Hence, the fifth 
hypothesis was supported. On the other hand, perceived response cost 
H3 (β = − 0.040, t = 1.218) and perceived vulnerability H4 (β = 0.140, 
t = 1.893) were not supported.

In addition, the study assessed the effect size (f2) according to the 
standards established by (Cohen, 2013; Hair Jr. et al., 2021). Effect sizes 
were classified as follows: small (0.02), medium (0.15), and large (0.35). 
As a result, Table 4 indicates that the impact sizes vary from small to 
large. Nevertheless, the perceived response cost has no significant effect 
on employees’ intent to follow information security regulations.

6. Discussion

This research is primarily focused on providing a model based on 
PMT theory to assess the intention behavior of employees toward in-
formation security policies compliance. According to this study’s results, 
PMT was found to be a suitable explanation for employees’ intent to-
ward compliance with information security policies in the banking 
sector. As mentioned, PMT comprises two cognitive actions: coping and 
threat assessment. Regarding coping factors, the results indicated a 
significant relationship between perceived self-efficacy and employees’ 
behavioral intention toward information security policy compliance. 
These findings align with the results outlined in other research studies 
(Ahmad et al., 2019; Alsaad and Al-Okaily, 2022; Sharma and Aparicio, 
2022). This suggests that employees in the Yemeni banking sector are 
more likely to have a strong desire to comply with the regulations if they 
think they are competent of doing so. In this regard, the results stress the 
need to boost employees’ self-efficacy to raise their commitment to se-
curity policies. In addition, this study showed a significant correlation 
between perceived response efficacy and employees’ intent toward 
compliance with information security policies. Prior studies showed 
similar results (Fan et al., 2022; Mou et al., 2022; Ogbanufe et al., 2023; 
Sharma and Aparicio, 2022; Zhu et al., 2022), which indicated that the 
perceived response efficacy significantly affects individuals’ intention 
behavior. This significant relationship indicates that employees in 
Yemen’s banking sector are more likely to adhere to information secu-
rity policies if they feel confident in the efficacy of the suggested mea-
sures. No significant impact of perceived response cost on compliance 
intentions was found, which diverges from some previous studies 
(Menard et al., 2017; Neisi et al., 2020; Ogbanufe et al., 2023; Zhu et al., 
2022). However, this result aligns with studies by Menard et al. (2017)
and Neisi et al. (2020), which found no significant relationship between 
response cost and behavioral intentions, particularly in cases where the 
costs are perceived to be minimal or manageable. According to this 
result, it is suggested that the perceived costs, such as time, money, and 
effort, do not greatly deter the bank employees in Yemen. Thus, these 
costs are not impacting the employees’ intention to comply with infor-
mation security policies.

On the other hand, the two threat assessment factors showed 
different results. For example, this study hypothesized that perceived 
vulnerability significantly influences employees’ behavioral intentions. 
However, this hypothesis was not supported. This finding contradicts 

Table 2 
Reliability and convergent validity.

Constructs Items Factor 
loadings

Cronbach’s 
alpha

Composite 
reliability

AVE

comply with 
Information 
Security policy

INT1 0.848 0.918 0.919 0.670
INT2 0.818
INT3 0.756
INT4 0.838
INT5 0.815
INT6 0.811
INT7 0.842

Perceived 
Response Cost

PRC1 0.871 0.881 0.942 0.657
PRC2 0.910
PRC3 0.699
PRC4 0.800
PRC5 0.755

Perceived 
Response 
Efficacy

PRE1 0.856 0.930 0.931 0.742
PRE2 0.866
PRE3 0.879
PRE4 0.874
PRE5 0.877
PRE6 0.816

Perceived Self- 
Efficacy

PSE1 0.870 0.920 0.926 0.713
PSE2 0.872
PSE3 0.880
PSE4 0.838
PSE5 0.786
PSE6 0.817

Perceived 
Severity

PSF1 0.728 0.851 0.857 0.627
PSF2 0.797
PSF3 0.836
PSF4 0.782
PSF5 0.811

Perceived 
Vulnerability

PV1 0.773 0.872 0.875 0.566
PV2 0.773
PV3 0.753
PV4 0.798
PV5 0.751
PV6 0.734
PV7 0.677

Table 3 
HTMT results.

1 2 3 4 5 6

PRC 
PRE 0.186 
PSE 0.313 0.660 
PS 0.233 0.802 0.552 
PV 0.284 0.813 0.634 0.837 
comply with Information 
Security policy

0.186 0.810 0.639 0.881 0.798 

Table 4 
Structural model results.

Hypotheses Path B T value P values f2 R2 VIF

H1 Perceived Self-Efficacy -> comply with Information Security policy 0.152 2.732 0.006 0.045 0.715 1.775
H2 Perceived Response Efficacy -> comply with Information Security policy 0.245 3.129 0.002 0.073 2.909
H3 Perceived Response Cost -> comply with Information Security policy − 0.040 1.218 0.223 0.005 1.122
H4 Perceived Vulnerability -> comply with Information Security policy 0.140 1.893 0.058 0.024 2.851
H5 Perceived Severity -> comply with Information Security policy 0.443 5.171 0.000 0.273 2.505
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previous research conducted by (Wong et al., 2022) and (Ifinedo, 2012), 
showing a substantial impact of perceived vulnerability on individuals’ 
behavior. However, this result aligns with the research conducted by 
(Alghamdi, 2021), which investigated the influence of cybersecurity 
knowledge on employee behavior. Their findings indicated that the 
impression of vulnerability did not substantially impact workers’ 
behavior, particularly regarding their recognition of cyberattack risks 
(Alghamdi, 2021). Given the absence of a statistically significant rela-
tionship in this study, it can be concluded that the beliefs held by em-
ployees in the Yemeni banking sector about their susceptibility to 
security threats do not significantly impact their desire to adhere to 
information security policies. The potential causes of this discrepancy 
may stem from insufficient knowledge of the organization’s particular 
security concerns or because their perception of their vulnerability is at 
odds with the risks addressed in the policies. In addition, this study 
hypothesized that perceived severity significantly impacts employees’ 
behavioral intentions. The results showed that this hypothesis was 
supported and consistent with previous research studies (Chang et al., 
2022; Fan et al., 2022). The study results indicate a growing inclination 
among bank workers in Yemen to adhere to information security regu-
lations. This is because workers comprehend the seriousness of the 
consequences associated with not adhering to the regulations.

7. Conclusions

This study examined the factors influencing employees’ compliance 
with information security policies in the Yemeni banking sector, utiliz-
ing Protection Motivation Theory (PMT) as the theoretical framework. 
The results demonstrated that perceived self-efficacy, response efficacy, 
and severity significantly affect employees’ intentions to comply with 
information security policies. This underscores the importance of em-
ployees’ confidence in their abilities and the perceived effectiveness of 
protective measures. However, perceived response cost and vulnera-
bility did not have significant effects, suggesting that these factors may 
not deter compliance in the Yemeni context.

The study contributes to the literature by applying PMT in a devel-
oping country facing unique challenges, offering practical implications 
for enhancing information security compliance in similar contexts. 
Future research should consider integrating other behavioral theories 
and expanding the sample size to gain further insights into employee 
behavior regarding information security.

7.1. Theoretical implications

This study presents several theoretical contributions. The model is 
constructed from the PMT theory, which is widely recognized as one of 
the most often-referenced theories in security behavior. Previous studies 
have confirmed the theory’s applicability in several domains (Lin and 
Chang, 2023; Tsai et al., 2016). However, validating the proposed model 
in the banking industry, specifically in a developing country like Yemen, 
is a new aspect that has not been investigated in the current literature. 
Consequently, it is expected that this study will support the validation of 
the PMT theory in other organizational domains. Secondly, the study 
contributed to the current understanding of the factors impacting 
compliance behavior toward information security policies at the indi-
vidual level. The innovation and contribution of the research are indeed 
clear, particularly when considering its specific focus on the Yemeni 
banking sector. While much of the existing literature on PMT and ISP 
compliance has been conducted in developed countries or in different 
sectors, this research provides a unique and valuable contribution by 
applying the PMT framework in a developing country context, which is 
notably underrepresented in the literature.

7.2. Practical implications

This study provides insights into the factors that influence 

employees’ behavioral intention toward complying with information 
security policies by using the PMT framework. Consequently, the find-
ings of this research have multiple practical implications. Considering 
the significance of perceived self-efficacy and perceived response effi-
cacy in influencing an individual’s intention toward compliance with 
information security policies, it would be beneficial for management to 
expose the employees to new security technologies and motivate them to 
acquire the essential skills and knowledge to safeguard the organiza-
tion’s information system assets. Following information security regu-
lations and instructions will be easier if such encouragements are 
available for control and skill development. Similarly, bank leaders 
should make their staff aware of the dangers posed by the exploitation, 
misuse, and destruction of information systems. Additionally, consistent 
communication, training, and support from bank committees may un-
derscore the significance of complying with information security 
regulations.

7.3. Policy implications

The findings of this study provide valuable insights for practitioners 
and policymakers in the Yemeni banking sector and beyond, offering 
actionable strategies to enhance information security policy compliance. 
Policymakers should prioritize developing and implementing national 
cybersecurity frameworks tailored to the unique challenges of devel-
oping nations. These frameworks should include standardized security 
protocols, clear compliance guidelines, and practical tools that banks 
can adopt with minimal resource strain. Collaborative efforts among 
government agencies, industry leaders, and international organizations 
are essential to enhance the sector’s overall cybersecurity posture. Ini-
tiatives such as joint training programs, information-sharing platforms, 
and coordinated responses to cyber threats can build a unified defense 
against evolving risks. Furthermore, Investment in capacity-building 
initiatives is crucial to address the shortage of skilled personnel in the 
field of information security. Policymakers can establish scholarship 
programs, training centers, or public-private partnerships to nurture 
local talent and ensure a steady pipeline of cybersecurity professionals. 
Finally, addressing the economic barriers to compliance should also be a 
priority. Governments and regulatory bodies could consider offering 
banks financial incentives, subsidies, or grants for adopting advanced 
security measures and conducting regular employee training.

7.4. Study limitations and future research

The study presents some limitations that warrant further investiga-
tion by future research, although it does provide substantial theoretical 
and practical contributions to the current knowledge of workers’ in-
formation security compliance behavior. The initial limitation is that the 
PMT theoretical framework is the only one used to determine behavioral 
aspects. It may be helpful to incorporate other behavioral theories to 
further understand what influences workers’ compliance behavior in 
information security. In addition, 210 replies were used to create the 
sample. The study’s design and analysis were suitable for the PLS 
method. However, a bigger sample size might achieve further statistical 
power and performance. Furthermore, while the study focused on the 
core constructs of PMT, it did not include mediating variables such as 
fear. Although previous studies have indicated the potential significance 
of these variables, they were excluded to maintain the study’s focus on 
validating the PMT framework in the specific context of the Yemeni 
banking sector. Future research could examine how these factors influ-
ence the relationship between PMT components and compliance 
behavior, offering a more comprehensive understanding of the factors at 
play. Additionally, this study did not assess the influence of moderating 
variables, such as gender, age, organizational culture, or leadership style 
on the relationship between PMT factors and the intention of employees 
toward complying with information security policies. Thus, exploring 
this area in future research could yield valuable insights and might 
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improve the robustness of the model.
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