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Abstract. Nowadays, encryption is one of the most popular and effective secu-
rity methods used by company and organizations. A new hybrid technique, Lo-
renz chaotic system and an optimization algorithm, Simulated Kalman Filter
(SKF) had been proposed to solve image encryption problem. The objectives of
the hybrid technique are to improve the security and add noise from the optimi-
zation algorithm and generate chaotic secret key. To achieve that, Lorenz chaot-
ic system is implemented to this method and produce secret key sequence. SKF
is one of the optimization methods that had been proved to have great perfor-
mance in engineering applications from prediction, measurement, and estima-
tion process. Thus, the proposed method is outperformed the results and analy-
sis compared to literature as benchmarks. In short, the proposed hybrid ap-
proach is agile and efficient to apply in image encryption problem.
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1 Introduction

Chaotic system is a dynamical system appear in random states of disorder and irregu-
larities that is sensitive to initial conditions. Due to this system is characterized to be
deterministic and complex, it is suitable for image encryption application. Today,
encryption is one of the most common and efficient methods of security used by
companies and organizations. Picture encryption transforms images with a unique
secret key, also called the decryption key, into another type of code. Image encryption
is intended to secure the security of digital data when it is stored on computer systems
and distributed over the internet or other computer networks. The image encryption
algorithms usually provide anonymity and drive key protection measures such as
authentication, honesty, and non-reputation. The most basic form of attacking encryp-
tion is brute-force or attempting random keys before you find the correct one.

Because of its numerous applications in population dynamics, electrical circuits,
cryptology, fluid dynamics, engineering, stock markets, etc., several researchers have



studied chaotic systems extensively. For example, in fluid dynamics, the chaotic char-
acteristic is in turbulence which is the changes in pressure and flow velocity. Chaos
theory suggests investors to research about the effect and probability theories and
outcomes to predict market activity. The chaotic and hyperchaotic system of nonline-
ar ordinary differential equations (ODES) is characterized by the dynamical phenom-
ena. In the literature, much study has been documented investigating different types
of characteristics associated with dynamical systems [1]. In addition, the authors
mainly researches the feature point set's chaotic character, generated by iterating the
image and the auxiliary surface [2]. The study found that images could be identified
by the feature point collection, which concerns a chaotic attractor. The feature point
set is expected to become a major feature in the fields of target detection and image
recognition. The extraction of image feature point sets based on the iteration has some
parallels compared to the artificial neural network. In this technique, images are iter-
ating functions or weight values. This technique is not contrary to the mechanism of
vision, and it may be one of the mechanisms of memory thought and revival.

Cryptography is secret to the original data by converting it to cipher data to ensur-
ing retrieve this data on the receiver side without losing some data or deformation the
resolution. Image encryption is a technique which coding the original image (plain
image) to another un-understanding image (cipher image). This technique must be
providing the decoding of the cipher image to plain image without losing data or im-
age properties [3]. Many encryption algorithms use to protect and ciphered text data,
such as classical cipher systems. There are Hill Cipher System, Arnold Cat Map Sys-
tem, and Vigener Cipher. The chaotic cryptography becomes an important research
topic in chaos nowadays. Chai et al. introduced the architecture of permutation and
diffusion based on the chaotic system into medical images [4]. There is a higher cor-
relation between adjacent pixels in medical images compared to natural images, and
therefore the successful pixel permutation method must be generated to eliminate the
correlation. A convincing form of image encryption must have the capacity to encrypt
plain images into unrecognized cipher images, and only with the correct key can the
cipher image be absolutely decrypted.

With the advent of the Internet age, much of the data in existence cannot be isolat-
ed from the assistance of the Internet. The authors implement an image encryption
algorithm based on the memristive chaotic system, elementary cellular automata, and
compressive sensing in order to ensure information security. [5]. The zigzag path and
elementary cellular automata scramble the wavelet coefficients of the plain image. A
circular measurement matrix formed by a new kind of magnetic regulated memristive
chaotic system is adopted for compressive sensing, further decreasing the energy
consumption of data transmission. To get some parameters used in the encryption
process, the SHA-512 hash value of the original image uses the algorithm to have a
high relationship with the plain image. Today, the number of publicly distributed
digital images and shared networks continues to grow. An image segmentation en-
cryption algorithm based on the chaotic hybrid framework is suggested in this review.
[6]. The chaotic pointer created by another Quantum Cellular Neural Network and a
chaotic 3-D system is viewed from the essential pool as indexes to get keys for image
segmentation, pixel exchange rule, scrambling, and diffusion. The 4-D hyper-chaotic



method was used to scramble the sequence of the Quantum Cellular Neural Network
to produce the quantum.

On the other hand, an approach is suggested in [7] for encrypting images using
Particle Swarm Optimization (PSO) and chaotic logistic map. In this paper, PSO is
implemented to look for the optimal encrypted image in which the optimization aims
to minimize the association between adjacent image pixels. Then, using the Genetic
Algorithm (GA) and Lorenz chaotic method, the hybrid image encryption technique
was proposed in [8]. The goal of the authors is to propose an integrated algorithm that
utilizes chaotic systems' agility, efficiency and high key sensitivity, and the genetic
algorithm's optimizing capacity.

In this research, a hybrid technique for image encryption application using Simu-
lated Kalman Filter (SKF) and Lorenz chaotic system is proposed. The Lorenz chaotic
system is used to generate the secret key and the systems is no doubt due to their ex-
cellent performance in generating highly sensitive keys and prompt result. The opti-
mization algorithm SKF has an important role to search the optimal encrypted image
based on the fitness function such correlation.

The rest of the paper: Section 1 is about to introduce the background study and
some literature reviews. Then, Section 2 explained about the proposed methodology
in this study which are divided into three parts. Subsequently, Section 3 is discussed
about results and four analysis to proof either the proposed method is suitable for
image encryption or not. Lastly, the study is concluded in Section 4.

2 Methodology

This section is divided into three parts which are the first two parts are encryption
process and the third part is decryption process. The encryption process consists of
two stages. The first stage is encryption process with Lorenz chaotic system while the
second stage is encryption process with Simulated Kalman Filter (SKF) algorithm.
The methodology of the study is summarized in Fig. 1 below.
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Fig. 1. Project Flowchart



2.1  Encryption Process with Lorenz Chaotic System

Because of their excellent success in producing susceptible keys and the speed at
which they produce results, chaos-based cryptographic systems have become an im-
portant part of data encryption techniques [8]. Encryption is the process of converting
data into a different format or code that can only be accessed by anyone with a de-
cryption key or password. Image sharing had become a major part of people's daily
lives as computer networks grew in popularity. The value of privacy cannot be over-
stated.

Fig. 2 is the flowchart of the encryption process for the Lorenz chaotic system. The
flowchart is summarized on how Lorenz system approach can generate the random
sequence for encrypted purposed.
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The proposed image encryption algorithm is summarized in the flowchart below.
From equation (1), the real number given by a, r and b are the control parameters. In
contrast, real values are given by x, y and z are called the state variables, and the
equations itself are for the time derivatives of the variables x, y and z. For a given set
of control parameters and the initial set of values x,, y, and z, which are the initial
state variables are provided. These values are seed values combined with a set called
the seed set, the encryption and decryption key for this method. The system is non-
linear and non-periodic, which means its values do not repeat over time, and it takes
three input variables: x, y and z. This denotes a three-dimensional and deterministic
structure. As a result, from a given current state and inputs, the next state can always
be predicted.
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Fig. 2. Image Encryption Algorithm (First Stage)

The first step is the random sequence generation by defining a key or seed set con-
taining the Lorenz system’s seed values. The x,, ¥, and z, values are taken from [9]
that consist of a very high-precision numerical and validated initial conditions of pe-
riodic orbits for the Lorenz model. Instead of random values, the data can be used as a
harsh test for modern computational and analytical techniques aimed at unpredictable
dissipative systems. After that, for control parameters, the values a, b and ¢ chosen
are 10, 8/3 and 28 respectively. The system exhibits chaotic behavior for these and
nearby values. Also, the number of steps is defined below.

dt = 0.01 + random(—1,1) + random(1071%,10™%) 2

Here the random() function takes two real numbers as parameters random(m, n)
where m is the lower limit and n is the higher limit.

Next, these values a, b, ¢, x,, Yo, Zo and d; are the seed values for this study which
is the set of values that users need to store for generating encryption sequence K,
instead of storing the entirety of K. Let, an image I with dimension h pixels in a row



while w pixels in column respectively, then, the number of random numbers to be
generated are h X w.

Consider the previous iteration of x, y and z are x;_, y;_, and z;_, respectively.
The updated values for x, y and z are given by:

X; = x;_1 +dx;,
Yi = Yi-1 +dy;, 3)
z; = z;_1 +dz;.
Substituting the values of derivatives with equation (4):
x; = X1+ a(yi—g — x-4)dt,
Vi = Yie1 T (X1 — Yiog — Xi-12;-4)dt, 4)
z; = 7z + (1)1 — bz;4)dt.
Let seed set, S such that:
Sc = {S0, 51,52, 3, S4, S5, S6 57, Sg, So} ®)

Here, so = xj_1, S1 = Vi1, S2 = Zj_1, S3=Q, S4 = b, S5 = ¢, S =dt, s; = x,
sg=yand sy = z.

After that, calculate the random value between 0 to 1 using user key S known as S.
Therefore, K, is generated using new S value with the total grayscale for 8-bit, 256.

Finally, to encrypt the image, every pixel of the image is traversed. Let [;; repre-
sent the plain image matrix, and the encryption sequence be K. Every pixel of I will
be XORed with the encryption sequence value. Then, it will produce a new encrypted
image matrix I,,.

2.2 Encryption Process with Simulated Kalman Filter (SKF) Algorithm

SKF has been introduced by Ibrahim et. al in 2015 [10]. This SKF algorithm is in-
spired by the estimation capability of Kalman Filter. It has been shown that the SKF
algorithm performs significantly better than existing metaheuristic algorithms such as
Genetic Algorithm (GA) [11]. Since the introduction of SKF, further study has been
conducted to have better understanding on the SKF [12]. Furthermore, SKF has un-
dergone significant changes, and many variants of the SKF algorithm have been sug-
gested. The flowchart of SKF algorithm is summarized in Fig. 3.
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Fig. 3. Flowchart of SKF Algorithm (Second Stage)

There is a type of function utilized in the study which is correlation function (6).
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where x and y are gray values of two adjacent pixels in the image. When the entropy
coefficients are more generous, the more even is the frequency distribution of the
shades in the image and the more the noise. Meanwhile, the algorithm performance is
excellent when the correlation coefficient is low, means it is useful in decorrelating
and reduces the high correlation in the image.

Initially, the population is set to d, say 20. Then, the random SKF sequence, K,
will be generated 20 in total, K%, K&, K -+ K& similar to how to generate K, previ-
ously. Thus, each sequence K2 will use a Lorenz seed set. Let the seed set corre-
sponding to the ith sequence denoted as:

S& = {x0,¥0, 20, a + ap;, b + b, c + ¢y, dt + t} (7)

where for every set S&, initial Lorenz’s state values x,, y, and z, remains the same as

used by the user in the Lorenz encryption process, only the sampling gap dt and con-
trol parameters differ by a value of t2, a%, b% and c? respectively. The values are

sir Ysis s



generated randomly 107** < tJ;, a2, b, c& < 1076, The superscript 0 represents the

generation, in this case, is the initial generation. With the same process as Lorenz
chaotic system, from the S, then, K2 is spawned. Then, the image I,,, is encrypted
respected to 20 bat sequences and produce corresponding encrypted images 12

After that, calculate the fitness of each of the images and the sequence which gives
the fittest values is chosen among every computed generation, g. Meanwhile, for
correlation function, the stopping condition either CCF < 0.0002 or g < 200, which-
ever comes first [7]. And the image with entropy G and correlation CCF, is the final

encrypted image, I,,.

2.3 Decryption Process

The decryption process consists of simple steps which are the opposite activity of
encryption procedure. First, the user needs to identify the chaotic sequence K. and
SKF sequence K that is user key from the previous process. Using the generated
keys, the user can decrypt the image, I.,,. From there, the final encrypted image will
be XORed again with the chaotic sequence K, and bat sequence K, and reproduce the
plain or input image, 1.

3 Results and Analysis

This subtopic provided with the detailed analysis and outcome of the proposed
approach in terms of coefficient correlation, entropy and histogram analysis. It also
analyses the sensitivity of the proposed method with refer to NPCR and UACI scores.

3.1 Results

From the proposed methodology, the results below are the outcome of the study. The
first stage is based on Lorenz chaotic system which generate the chaotic sequence, K.
As shown in Fig. 4 is the original Lena image of size 512 x 512 pixels. Applying the
chaotic encryption process, the encrypted image produced denoted as I,,,;, shown in
Fig. 5. The image has correlation coefficient factor (CCF) of 0.00560. From the pro-
posed technique, the control parameters, initial state values and step size in the user
key as follows: a = 15.1111971, b = 27.8912200, c = 2.6669967, x, =
21.8787562, y, = 12.0145000, z, = 9.1254789 and dt = 0.0100356.

Then, the second part of methodology is the generation of SKF key. The purpose
of this encryption sequence to add the second layer of security which minimized the
correlation coefficient to the encryption process and increased the image noise. By
using Lorenz seed sets are generated previously, random initial population of solu-
tions generates from the SKF algorithm from prediction, measurement, and estimation
process. The image in Fig. 6 is the encrypted image after final stage.
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Fig. 5. Encrypted Image after first stage

Optimized Encrypted Lena Image

Fig. 6. Encrypted Image after final stage

3.2 Correlation Analysis

Cryptography system security is generally calculated in terms of complexity and un-
certainty. As a result, the image is calculated by comparing the similarity of randomly
chosen pairs of two adjacent pixels in the original and encrypted images.

Table 1. Analysis of Correlation

Image Name Plain-image Ref. [7] Ref. [8] Proposed

Lena 0.9718 0.00000682 | 0.00548 0.00000107

3.3 Entropy Analysis

Entropy is a calculation of the amount of data that needs to be encoded using an ac-
ceptable encoding process. The ideal entropy value is 8, suggesting that the method is
efficient in extracting randomness from encrypted images and can withstand entropy-
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based attacks. The analysis of image entropy values is shown in Table 2. The pro-
posed approach outperforms the benchmark by a small margin.

Table 2. Analysis of Entropy

Image Name Plain-image Ref. [7] Ref. [8] Proposed

Lena 7.57500 7.97200 7.99965 7.99969

3.4 Histogram Analysis

The histogram, or distribution of pixels in an image, is a measure of its randomness
material. It shows the overall distribution of different tones in a picture.

Thus, as shown above, an effective encryption effect can be verified by analyzing
their histogram plots. From the plots, the pixels distributions of encrypted image illus-
trated flatter than their plain histogram and Ref. [7].

Original Lena Image Optimized Encrypted Lena Image

@ (b)

200

250

(©

Fig. 7. (a) Histogram for Plain Image (b) Histogram for Final Encrypted Image (c) Histogram
for Ref. [7]

3.5 Differential Analysis

A differential attack can become ineffective if a small change in the plain image caus-
es confusion and diffusion. The cipher picture undergoes a significant shift as well.
Parameters like the number of pixels change rate (NPCR) and the unified average
changing intensity (UACI) can be used to calculate the effect of a pixel change that is
extremely fast in an encrypted picture.




11

Table 3. NPCR and UACI Scores

Differential

Analysis Ref. [7] Ref. [8] Proposed
NPCR (%) 99.23 NA 99.78
UACI (%) 30.15 NA 39.01

NPCR is referred to alteration of plain-image’s single pixel while UACI is a value
determines the average intensity of differences regarding the plain and encrypted
image. From the Table 3, high sensitivity of the proposed method is signified by
NPCR and UACI scores with 99.78% and 39.01% respectively compared with Ref.

[71.

4 Conclusion

In this study, a new hybrid technique had been proposed to solve image encryption
problem such as brute-force attack. The Lorenz chaotic system and an optimization
algorithm, Simulated Kalman Filter (SKF) are combined to achieve a great perfor-
mance with own advantages. SKF algorithm help to increase the noise to the encrypt-
ed image and added the key security while chaotic system perfect for secret key gen-
eration. From the results and four analyses, the proposed method is outperformed the
performance from the benchmarks in literature. To conclude, the proposed hybrid
approach is agile and efficient to apply in image encryption problem.
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